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AHHOTALMSA

B nokymeHTe NPHUBOAMTCS ONMUCAHHWE TNPOrpaMMHBIX HHTepdeiicoB Oubmmorexkun «GisCryptoCyr,
peann30BaHHBIX Ha s3bIKe C, ¢ MOMOIIBIO0 KOTOPHIX BBI3BIBAIOTCS OCHOBHBIE (DYHKIIMH KPUNTOTpadHuecKOit
iatgopmsl «Litoria Crypto Platformy.

B pazgene «OOmme cBeaeHus» omucaHo HazHaueHWe OuOmmorekn «GisCryptoC» M ykaszaHbl
(byHKINHU, peaTu30BaHHbIC B HEH.

B pasznmene «Ommcanue mporpaMMHBIX HHTEp(deiicoBy IMpHBeAeHa KIACCH(PHUKALUSA MPOTPAMMHBIX
uHTEepQEiicoB, a TaKXKe yYKa3aHbl 3ar0JIOBKU OOBSBICHUS, BXOAHBIC TTapaMeTphl, BO3BpAlllacMble 3HAUCHUS U
IpUMEpHI BBI30BOB HHTEP(EHCOB.

B paznene «O6paboTKa UCKITIOUUTENBHBIX CUTYAIUi» OMUCaH METO 00pabOTKH MCKIIOUUTENbHBIX
CUTYyalUi.

B Ilpunoxxenun 1 npuBeneH TEKCT NPUIIOKEHHS — IPUMEpa BbI30Ba BceX MHTEp(heicoB OMOITMOTEKH
«GisCryptoCy, nst peanu3anuy Kpunrorpaguaeckux QyHKITUH.

B koHIle TOKyMEHTa NPUBEICH CIHCOK UCTIOIb30BAaHHBIX TEPMUHOB U COKpAILICHHH.
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1 OOmmue cBeneHus

bubnuoteka «GisCryptoCy» comepKuT nmporpaMMHbIe HHTEep(ENCH, pealn3oBaHHbIe Ha si3bike C, U
npegHasHaueHa JUis BbI30Ba OCHOBHBIX (yHKIMH Kpunrorpaduueckoir miatdopmsl «Litoria Crypto
Platforms.

B o6ubmmorexy «GisCryptoC» BkiIIO4eHBl HWHTep(EHCH A BBI30OBA CIEAYIOMIMX (YHKIUH
kpunrorpaduaeckoit urargopmer «Litoria Crypto Platformy:

®  TMOJIy4YCHHUE KOJUICKINH CePTH(PUKATOB U3 XPAHWIUIIA;
e coznanue 3nekTpoHHou noanucu (I11);
e moTo4yHOE co3ganue OlI;
e nposepka OlI;
e nposepka JOII ¢ u3BIeUeHUEM TaHHBIX;
e mpoBepka oTaeneHHoun JlI;
e noToyHas nposepka IlI;
®  [IOTOYHAs MpoBepKa oTAeeHHOoM DlI;
e mmQpPOBaHKE TaHHBIX;
MOTOYHOE MU(POBAHNE TAHHBIX;
pacmdpoBbIBaHUE JAHHBIX;
® [OTOYHOE pacH(PpPOBLIBAHUE JAHHBIX.
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Bubmuoreka «GiSCryptoC»
Onwucanue uaTepeiicoB

2 OnucaHue NporpaMMHbIX HHTepdeiicoB

[Ipu wucnonp3oBaHuM mporpaMMHbIX uHTepdercoB Oubmmorekn «GisCryptoC» W Hamuyuu Ha
paboueil cranuuu kpuntorpadpuueckoil miatdopmsl «Litoria Crypto Platform» moxxHo peannsoBath
KITMEHTCKOE TMPOrpaMMHOE OOecleYeHrne, B KOTOPOM ITOJIb30BATEI0 TMPEAOCTABISIOTCS TEPEUNCIICHHBIC
BbIle GyHKIMN Kpuntorpapudeckoit miardopmsel «Litoria Crypto Platformy.

Knaccudukanms mporpaMMHBIX HHTEp(EHCOB TIpeicTaBieHa B Tadmmie 2.1.

Tabnuua 2.1. Kimaccuduxaiust mporpaMMHBIX HHTEp(ErcoB

Tun unrepdeiico

HNurepdeiic

Ha3zunauenue

Wutepodeiicel mast paboTsl C
cepruduKaTaMu

getCertFromStore

[Tonmyyenne cepTudukaTa u3 XpaHUIUIIA

getAllCertFromStore

[Tomyuenne KOJUIEKIUU CEPTUPHUKATOB U3
XPaHUJIUIIA

Wnrepdeiicer s co3manus | signData Coznanue OI1
DIl signDataStream ITorounoe co3zmanune D11
Wurepdeiicel mnst mposepku | verifyEds ITposepka DI

oIl

verifyEdsExractData

ITpoBepka DII ¢ n3BieyeHNEM TAaHHBIX

verifyEdsDetached

[IpoBepka otnenennon JI1

verifyEdsStream

ITorounas nposepka JI1

verifyEdsDetachedStream

ITorounas nposepka otaeneHHON D11

Wutepodeiicot s | encryptData HIudpoBanne JTaHHBIX

mudpoBaHUs JaHHBIX encryptDataStream [Toroynoe mudpoBaHue TaHHBIX
Wutepodeiicot nst | decryptData PacmmdpoBbiBaHNE TaHHBIX
pacmnpoBsiBaHus TaHHBIX | decryptDataStream [Torouynoe pacmmdpoBbIBaHNE TAHHBIX
Wutepdeiicet ans  ouunctku | freeGisCryptoError Ounuctka  CTPYKTYpBl,  MPEICTABIAIOIIEH
CTPYKTYPBHI, MaccHuBa omMOKy OMOIMOTEKH

CTPYKTYp M MaMSITH freeSignaturelnfos Ouncrtka MaccuBa CTPYKTYP,

MPEACTABILIIONTUX HHGOPMAIIHIO O ITOITUCH

freeMemory

OuncTKa MaMATH, BBIJICJICHHONM B OMOINOTEKE

2.1 THoayuyenune ceprupurara u3 xpanuwanma. Unrepgeiic getCertFromStore

3a2071060K 00va61eHUA UHmMepghelica:

GISCRYPTOC_API bool getCertFromStore(
const wchar_t* storeName,
unsigned char*& outCertData,
unsigned long& outCertDataSize,
GisCryptoError& outCryptoError);

Bxoonwvie napamempot.
storeName — ums XpaHuuina
[Tpumepbl UMEH XpaHUJIHILL
o «MY» — xpaHWIHIIe TUYHBIX CePTU(HUKATOB
o «CA» — ceptuduKaThl yI0CTOBEPSIONMIETO IIEHTPA
e «ROOQOT» — KopHEBbIE cepTU(PUKATHI
e «AddressBook» — ceprudukarsl Apyrux moiab3oBaTenei
outCertData — maccuB 6aiiT cepTudukara
outCertDataSize — pasmep maccuBa 6aliT cepTH(HKaTa
outCryptoError — ommbku onepanuu

Bo3sspawaemoe 3nauenue:
Pe3ynbTaT onepanuu
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Ilpumep evi306a:

unsigned char* signerCert = 0;

unsigned long signerCertSize = 0;

GisCryptoC::GisCryptoError error;

if (1GisCryptoC::getCertFromStore(L"MY", signerCert, signerCertSize, error)) {
GisCryptoC::freeGisCryptoError(error);

}

2.2 TouayuyeHue kojiexkuuu ceprugukaToB u3 xpanuania. Uurepeiic
getAllCertFromStore

3az201060K 00vasneHua unmepgeica:
GISCRYPTOC_API bool getAllCertFromStore(
const wchar_t* storeName,
unsigned char**& outCerts,
unsigned long*& outCertsSizes,
unsigned long& outCertsCount,
GisCryptoError& outCryptoError);

Bxoonwvie napamempot.
StoreName — ums xpaHuiuina
[Tpumepbl UMEH XpaHUJIIHILL
o «MY» — xpaHunuiie JUYHBIX CepTU(UKATOB
o «CA» — cepTudukaTsl yI0CTOBEPSIOIIETO IEHTPA
e «ROOQOT» — kopHEBbIE cepTH(PUKATHI
e «AddressBook» — cepTuduKkaTsl APYrUx MOJIb30BATEIICH
outCerts — maccuB cepTuuKaToOB
outCertsSize — maccuB pa3MepoB CepTUPHKATOB
outCertsCount — pa3mep maccuBa cepTU(HUKATOB
outCryptoError — ommbku onepauu

Bo3sspawaemoe 3nauenue:
PesynbTaT onepanun

Ipumep svi306a:

unsigned char** receviersCerts = 0;

unsigned long* receiversCertsSizes = 0;

unsigned long receviersCertsCount = 0;

if (1GisCryptoC:: getAllCertFromStore(L"AddressBook", receviersCerts, receiversCertsSizes,
receviersCertsCount, error)) {

GisCryptoC::freeGisCryptoError(error);

}
2.3 Cosnanue JII. Unrepdeiic signData

3a2071060K 00va61eHUA uHmMepgeiica:
GISCRYPTOC_API bool signData(
const unsigned char* data,
unsigned long dataSize,
const CreateSigninfo& createSigninfo,
unsigned char*& outData,
unsigned long& outDataSize,
GisCryptoError& outCryptoError);
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Bxoonwvie napamempot.
data — maccuB TaHHBIX IS ITOIITUCH
dataSize — pasmep MaccuBa JaHHBIX IS IOAMUACH
createSigninfo — mapameTpsl moamucu
outData — MmaccuB BBIXOIHBIX JAaHHBIX
outDataSize — pa3mep MaccuBa BBIXOHBIX JAHHBIX
outCryptoError — ommOku orneparuu

Ilpumep evi306a:
GisCryptoC::CreateSignInfo createSignInfo;
memset(&createSigninfo, 0, sizeof(createSigninfo));
createSigniInfo.cert = signerCert;
createSigninfo.certSize = signerCertSize;
createSigninfo.tspAddress = tspAddress;
createSigninfo.edsFlag = edsFlag;
unsigned char* signedData= 0;
unsigned long signedDataSize = 0;
if (GisCryptoC::signData(inputData, inputDataSize, createSigninfo, signedData, signedDataSize, error)) {
FILE™* fSigned = fopen(".\\Test\\1.txt.p7s", "wh");
if (fSigned) {
if(signedData && signedDataSize) {
fwrite(signedData, 1, signedDataSize, fSigned);
}

fclose(fSigned);

2.3.1 Cmpyxkmypa CreateSignlnfo, onucviearouias napamempsl noonucu

Onwucanue mnoseit CTpyKTyphbl, ONMUCHIBAIOLIECH MTapaMeTphl MOIMUCH, IPEACTAaBICHO B Tabmule 2.2.

Ta6mmma 2.2. [Toast CTpyKTYphI, ONUCKHIBAIONIEH TTapaMeTPhl TTOAICH

ITose CTPYKTYpBI 3HaueHne
const unsigned char* cert; MaccuB 6aiiToB ceprudukara
unsigned long certSize; Pa3zmep maccuBa 6aiiTOB cepTu(UKaTOB
const wchar_t* comment; Kommenrapuit
EdsFlag edsFlag; Tun ynpasnstonux ¢uraros ornepanuii typedef unsigned int EdsFlag:

e (¢unar otaenennoit DII:
static const EdsFlag DetachedEds = 0x01;
e (har BKJIFOUCHUS IITAaMIIa BPEMEHHU:
static const EdsFlag IncludeTimeStamp = 0x02;
e (uar co3ganus ycoBepiieHcTBoBaHHOM JII:
static const EdsFlag CreateCades = 0x08;

const wchar_t* tspAddress; | Anpec ciayxObl IITAMIIOB BPEMEHU

2.4 Tlotounoe co3nanue 1. UnTepdeiic signDataStream

3az01060K 00vasnenua unmepgeiica:
GISCRYPTOC_API bool signDataStream(
const CreateSigninfo& createSigninfo,
bool (*dataCallback) ( unsigned char*& data, unsigned long& dataSize),
void (*outputDataCallback) (const unsigned char* data, unsigned long dataSize, bool lastCall),
GisCryptoError& outCryptoError);
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Bxoonwvie napamempot.
createSigninfo — mapameTpsl moamucu
dataCallback — ykazarens Ha GpyHKIIHIO 0OpaTHOTO BBI30BA MepEaadr JAHHBIX IS TIOAMNUCH
outputDataCallback — yka3arens Ha QpyHKIHIO 00paTHOTO BBI30Ba JUISI MOTYUCHHS OITMCAHHBIX
JAHHBIX
outCryptoError — ommbku onepauu

Ilpumep eviz06a:
GisCryptoC::CreateSignInfo createSigninfo;
memset(&createSigninfo, 0, sizeof(createSigninfo));
createSigninfo.cert = signerCert;
createSigninfo.certSize = signerCertSize;
createSigninfo.tspAddress = tspAddress;
createSigninfo.edsFlag = edsFlag;
GisCryptoC::GisCryptoError error;
if (GisCryptoC::signDataStream(createSigninfo, singDataCallback, outputSignedDataCallback, error))

{
¥

2.5 TIposepka DII. UnTtepeiic verifyEds

3a2071060K 00va61eHUA UHmMepgheiica:

GISCRYPTOC_API bool verifyEds(
const unsigned char* signedData,
unsigned long signedDataSize,
Signaturelnfo*& signaturelnfos,
unsigned long& signaturelnfosSize,
GisCryptoError& outCryptoError);

Bxoonvie napamempet.
signedData — MaccHB MOANMUCAHHBIX JAHHBIX
signedDataSize — pa3mep MaccuBa MMOAMUCAHHBIX JaHHBIX
signaturelnfos — maccuB cTpykTyp HH(OPMAIMH O ITOIITUCH
signaturelnfosSize — pa3mep MaccuBa CTpyKTYp
outCryptoError — ommOku orneparuu

Bozepawaemoe 3nauenue:
PesynbTar onepanuu

Ilpumep evi306a:
unsigned char* inputSignedData = 0;
unsigned long inputSignedDataSize = 0;
FILE* finForVerify = fopen(".\\Test\\1.txt.p7s", "rb");
if (finForVerify) {
fseek(finForVerify, 0, SEEK_END);
inputSignedDataSize = ftell(finForVerify);
fseek(finForVerify, 0, SEEK_SET);
if(inputSignedDataSize) {
inputSignedData = new unsigned char[inputSignedDataSize];
fread(inputSignedData, 1, inputSignedDataSize, fInForVerify);

}
fclose(fInForVerify);

}
GisCryptoC::Signaturelnfo* signinfos = 0;

unsigned long signinfosSize = 0;
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if (GisCryptoC::verifyEds(inputSignedData, inputSignedDataSize, signinfos, signinfosSize, error)) {
if (signinfos) {
for (int i = 0; i <signInfosSize; i++) {
GisCryptoC::Signaturelnfo signinfo = signinfosJi];

}
GisCryptoC::freeSignaturelnfos(signinfos, signinfosSize);
b
}else {
GisCryptoC::freeGisCryptoError(error);
}
2.5.1 Cmpykmypa Signaturelnfo, npedocmaenarouwiaa ungpopmayuio 0 noonucu
Onucanue nosiei CTpyKTypbl, MPeaoCTaBIsonel HHPOPMAIUIO O MOIMUCH, IPUBEACHO B TabIuUIEe
2.3.
Ta6mmma 2.3. [Tonst CTpyKTYpBI, TPEAOCTABISIONICH HHGOPMAITUIO O TIOITUCH
ITose CTPYKTYpBI 3HaueHne
unsigned long index; Wupekc noanvcu
bool verifyResult; Pesynsrar mposepku D11
bool verifyCertificateResult; Pe3ynpraT npoBepku ceprudukara
unsigned char* cert; MaccuB 6aiiT cepTrduKaTa IOIMHCYHKA
unsigned long certSize; Pa3mep maccuBa OaiiT cepTrduKara momucYuKa
time_t signatureTime; Bpewmst cozmanus D11
unsigned char* rawSignature; MaccuB 6aiiT moAmucH
unsigned long rawSignatureSize; Pa3smep mMaccuBa O6aiiT moanucu
wchar_t* comment; Kommenrapuii
bool advanced; ®nar ycoeprieHcTBoBanHOM D1
bool timeStamplIncluded; drar HanM4Ks IWTAMIIA BpDEMEHH
bool counterSignature; dar 3aBepsrOIIEH MOAMNUCH
GiSCryptoError signatureError; OmmOKH, BO3HUKIIIKE TPU TPOBEPKE MOIMTUCH

2.6 Ilposepka III ¢ u3Bjevyenuem aannbix. Uurepdeiic verifyEdsExractData

3a2071060K 00va61eHUA UHmMepgheilica:
GISCRYPTOC_API bool verifyEdsExractData(
const unsigned char* signedData,
unsigned long signedDataSize,
Signaturelnfo*& signaturelnfos,
unsigned long& signaturelnfosSize,
unsigned char*& outData,
unsigned long& outDataSize,
GisCryptoError& outCryptoError);

Bxoouvie napamempeot.
signedData — MaccHB MOANMUCAHHBIX JaHHBIX
signedDataSize — pa3mep MaccuBa MOAMUCAHHBIX JaHHBIX
signaturelnfos — maccuB cTpykTyp HH(OPMALMH O ITOAMTUCH
signaturelnfosSize — pa3mep MaccuBa CTpyKTYp
outData — MmaccuB BBIXOIHBIX JaHHBIX
outDataSize — pa3mep MaccuBa BBIXOIHBIX JAHHBIX
outCryptoError — ommobku orneparuu
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Bozspamaemoe 3HA4Y€éHue.:

PesynbTaT onepanuu

Ilpumep evi306a:

signinfos = 0;

signinfosSize = 0;

unsigned char* inputExtractedData = 0;

unsigned long inputExtractedDataSize = 0;

if (GisCryptoC::verifyEdsExractData(inputSignedData, inputSignedDataSize, signinfos, signinfosSize,
inputExtractedData, inputExtractedDataSize, error)) {

¥

if (signinfos) {
for (int i = 0; i <signInfosSize; i++) {
GisCryptoC::Signaturelnfo signinfo = signinfosJi];

}
FILE* fExtracted = fopen(".\\Test\\1_extracted.txt", "wb");
if (fExtracted) {
if(inputExtractedData && inputExtractedDataSize) {
fwrite(inputExtractedData, 1, inputExtractedDataSize, fExtracted);
GisCryptoC::freeMemory(inputExtractedData);
¥
fclose(fExtracted);
}

GisCryptoC::freeSignaturelnfos(signinfos, signinfosSize);

2.7 Tlposepka otaesennoii JIlI. Untepdeiic verifyEdsDetached

3az01060K 00vasnenua unmepgeiica:
GISCRYPTOC_API bool verifyEdsDetached(

const unsigned char* signedData,
unsigned long signedDataSize,
const unsigned char* detachedData,
unsigned long detachedDataSize,
Signaturelnfo*& signaturelnfos,
unsigned long& signaturelnfosSize,
GisCryptoError& outCryptoError);

Bxoonwvie napamempot.

signedData — maccuB OTCOEAMHCHHOM MOIIUCH JTaHHBIX
signedDataSize — pa3mep MaccHBa OTCOCIUHEHHOMN IMOAMUCH TaHHBIX
detachedData — maccuB gaHHBIX

detachedDataSize — pa3mep maccrBa JaHHBIX

signaturelnfos — maccuB cTpykTyp HH(DOpPMALIUY O MTOIITHCH
signaturelnfosSize — pasmep mMaccuBa CTPYKTYp

outCryptoError — ommbku onepauu

Bozspamaemoe 3HA4YeéHue:

PesynbTaT onepanun

10
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Ilpumep evi306a:
signinfos = 0;
signinfosSize = 0;
unsigned char* inputSignedData = 0;
unsigned long inputSignedSize = 0;
unsigned char* inputDetachedData = 0;
unsigned long inputDetachedSize = 0;
if (GisCryptoC::verifyEdsDetached(inputSignedData, inputSignedSize, inputDetachedData,
inputDetachedSize, signinfos, signinfosSize, error)) {
if (signinfos) {
for (int i = 0; i <signInfosSize; i++) {
GisCryptoC::Signaturelnfo signinfo = signinfosJi];

fclose(fExtracted);
}

GisCryptoC::freeSignaturelnfos(signinfos, signinfosSize);

¥

2.8 Ilorounasi npoBepka JII. Untepdeiic verifyEdsStream

3az01060K 00vasnenus unmepgeica:
GISCRYPTOC_API bool verifyEdsStream(
Signaturelnfo*& signaturelnfos,
unsigned long& signaturelnfosSize,
bool (*dataCallback) (unsigned char*& data, unsigned long& dataSize),
void (*outputDataCallback) (const unsigned char* data, unsigned long dataSize, bool lastCall),
GisCryptoError& outCryptoError);

Bxoonwvie napamempuoi:
signaturelnfos — maccuB cTpykTyp HH(DOpPMALIUY O MTOITHCH
signaturelnfosSize — pasmep MaccuBa CTPYKTYp
dataCallback — yka3arenp Ha GpyHKIIHIO 0OpaTHOTO BBI30BA MEPEIady MOIMTUCAHHBIX TaHHBIX
outputDataCallback — ykazaresp Ha GpyHKIIHIO 00paTHOTO BHI30BA IS MOTYUYEHHUS HCXOIHBIX JaHHBIX
outCryptoError — ommbku onepauu

Bo3sspawaemoe 3nauenue:
PesynbTaT onepanuu

Ipumep svi306a:

fSignedStreamToVerify = fopen(".\\Test\\1.txt.p7s","rb");

fVerifiedStream = fopen(".\\Test\\1_verified.txt","wb");

GisCryptoC::Signaturelnfo* signinfos = 0;

unsigned long signinfosSize = 0;

if (1GisCryptoC::verifyEdsStream(signinfos, signinfosSize, verifyDataCallback, outputVerifyDataCallback,
error)) {

}else {
GisCryptoC::freeGisCryptoError(error);
}

11



C" Bubnuorexa «GiSCryptoC»
1 Onucanune nnrepdeiicon

2.9 TIlorounasi npoBepka otaejeHnoi Jl. Unrtepdeiic verifyEdsDetachedStream

3az01060K 00vasnenusa unmepgeiica:
GISCRYPTOC_API bool verifyEdsDetachedStream(
Signaturelnfo*& signaturelnfos,
unsigned long& signaturelnfosSize,
bool (*dataCallback) (unsigned char*& data, unsigned long& dataSize),
bool (*detachedDataCallback) (unsigned char*& data, unsigned long& dataSize),
GisCryptoError& outCryptoError);

Bxoonwvie napamempot.
signaturelnfos — maccuB cTpykTyp HH(DOpPMALIUY O MTOIIHCH
signaturelnfosSize — pasmep MaccuBa CTPYKTYp
dataCallback — yka3arenb Ha GpyHKIIHIO 0OpaTHOTO BBI30BA MEPEIaui UCXOIHBIX JaHHBIX (JOKYMEHT)
detachedDataCallback — yxazarens Ha QyHKI[HIO 0OpaTHOTrO BBI30BA MEPEIAUn JaHHBIX OTACICHHOM
MIOJIITHCH
outCryptoError — ommOku orneparuu

Bozepawaemoe 3nauenue:
PesynbTar onepanuu

Ilpumep evi306a:

fSignedStreamToVerifyDetached = fopen(".\\Test\\1_detached.txt.p7s","rb");
fSignedStreamToVerifyDetachedData = fopen(™.\\Test\\1.txt","rb");

signinfos = 0;

signinfosSize = 0;

if  (GisCryptoC::verifyEdsDetachedStream(signinfos, signinfosSize, verifyDetachedEdsDataCallback,
verifyDetachedDataCallback, error)) {

} else {
GisCryptoC::freeGisCryptoError(error);
}

2.10 llIndporanue nanubix. UuTepdeiic encryptDat

3az01060K 00vasNeHUA unmepgeiica:
GISCRYPTOC_API bool encryptData(
const unsigned char* data,
unsigned long dataSize,
const unsigned char** receiversCerts,
const unsigned long*& receiversCertsSizes,
unsigned long receiversCertsCount,
unsigned char*& outData,
unsigned long& outDataSize,
GisCryptoError& outCryptoError);

Bxoonvle napamempeot .
data — maccuB JaHHBIX IS ITHQPOBAHHUSI
dataSize — pazmep mMaccuBa JaHHBIX s MH(QPOBAHHS
receiversCerts — maccuB cepTH(HHUKATOB TOTyJaTeIei
receiversCertsSizes — maccuB pa3mMepoB cepTU(UKATOB MOTydaTenei
receiversCertsCount — pasmep maccuBa cepTU(UKATOB MMOJydaTes e
outData — maccuB 3ammppoBaHHBIX JaHHBIX
outDataSize — pa3mep maccuBa 3amnpOBaHHBIX JAHHBIX
outCryptoError — ommbku onepauu
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Bo3sspawaemoe 3nauenue:
PesynbTaT onepanun

Ipumep svi306a:
unsigned char* encyptedData= 0;
unsigned long encyptedDataSize = 0;
if (GisCryptoC::encryptData(inputData, inputDataSize, const_cast<const unsigned char**>(receviersCerts),
const_cast<const unsigned long*&>(receiversCertsSizes), receviersCertsCount, encyptedData,
encyptedDataSize, error)) {
FILE* fEncrypted = fopen(".\\Test\\1.txt.p7m", "wb");
if (FEncrypted) {
if(encyptedData && encyptedDataSize) {
fwrite(encyptedData, 1, encyptedDataSize, fEncrypted);
}

fclose(fEncrypted);

¥
2.11 llorounoe muppoBanne n1annbix. Uurepdeiic encryptDataStream

3a2071060K 00va61eHUA UHmMepgheiica:
GISCRYPTOC_API bool encryptDataStream(
const unsigned char** receiversCerts,
const unsigned long*& receiversCertsSizes,
unsigned long receiversCertsCount,
bool (*dataCallback) (unsigned char*& data, unsigned long& dataSize),
void (*outputDataCallback) (const unsigned char* data, unsigned long dataSize, bool lastCall),
GisCryptoError& outCryptoError);

Bxoonwvie napamempot.
receiversCerts — maccuB cepTu(HKaTOB NOTydaTeIcH
receiversCertsSizes — maccuB pa3mMepoB cepTHHHUKATOB MOTydaTenei
receiversCertsCount — pa3mep maccuBa cepTHU()UKATOB MOJTydaTenei
dataCallback — ykazarens Ha GpyHKIIHIO 0OpaTHOTO BBI30BA MEPEIavn JaHHBIX IS HTH(PPOBAHHS
outputDataCallback — yka3zarens Ha GpyHKIHIO 00paTHOTO BBI30Ba JUIS NOJTYyYSHHS 3aIU(POBAHHBIX
JTAHHBIX
outCryptoError — ommbku oneparuu

Bo3sspawaemoe 3nauenue:
PesynbTaTr onepanun

Ipumep svi306a:
fInStreamToCrypt = fopen(".\\Test\\1.txt", "rb");
fCryptedStream = fopen(".\\Test\\L.txt.p7m","wb");
unsigned char** receviersCerts = 0;
unsigned long* receiversCertsSizes = 0;
unsigned long receviersCertsCount = 0;
if (!GisCryptoC::getAllCertFromStore(L"AddressBook", receviersCerts, receiversCertsSizes,
receviersCertsCount, error)) {
GisCryptoC::freeGisCryptoError(error);

}
if (!GisCryptoC::encryptDataStream(const_cast<const unsigned char**>(receviersCerts), const_cast<const
unsigned long*&>(receiversCertsSizes), receviersCertsCount, cryptDataCallback,

outputCryptDataCallback, error)) {
GisCryptoC::freeGisCryptoError(error);
}
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2.12 PacummdpoBbiBanue n1anubix. UaTepdeiic decryptData

3az01060K 00vasnenusa unmepgeiica:

GISCRYPTOC_API bool decryptData(
const unsigned char* encryptedData,
unsigned long encryptedDataSize,
unsigned char*& receiverCert,
unsigned long& receiverCertSize,
unsigned char*& outData,
unsigned long& outDataSize,
GisCryptoError& outCryptoError);

Bxoonwvie napamempui:
encryptedData — MmaccuB 3amMppoBaHHBIX JaHHBIX
encryptedDataSize — pazmep maccuBa 3amupOBaHHBIX JaHHBIX
receiverCert — maccuB cepTuduKaTa noxydaTess
receiverCertSize — pasmep maccuBa cepTudukara moayqaTesis
outData — MaccHuB BBIXOIHBIX JAHHBIX
outDataSize — pa3mep MaccuBa BBIXOAHBIX JaHHBIX
outCryptoError — ommbku oneparuu

Buvixoonvie napamempoi:
PesynbTaT onepanun

Ipumep svi306a:
unsigned char* receiverCert = 0;
unsigned long receiverCertSize = 0;
unsigned char* decryptedData = 0;
unsigned long decryptedDataSize = 0;
if (GisCryptoC::decryptData(inputEncryptedData, inputEncryptedDataSize, receiverCert, receiverCertSize,
decryptedData, decryptedDataSize, error)) {
FILE* fDecrypted = fopen(".\\Test\\1_decrypted.txt”, "wb");
if (fDecrypted) {
if(decryptedData && decryptedDataSize) {
fwrite(decryptedData, 1, decryptedDataSize, fDecrypted);
}

fclose(fDecrypted);

¥

2.13 IloTrouHoe pacmudpoBbiBanue 1aHHbIX. UHTepdeiic decryptDataStream

3az01060K 00vasnenus unmepgeica:
GISCRYPTOC_API bool decryptDataStream(
unsigned char*& receiverCert,
unsigned long& receiverCertSize,
bool (*dataCallback) (unsigned char*& data, unsigned long& dataSize),
void (*outputDataCallback) (const unsigned char* data, unsigned long dataSize, bool lastCall),
GisCryptoError& outCryptoError);
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Bxoonwvie napamempot.
receiverCert — maccuB cepTuduKaTa noxydaTess
receiverCertSize — pasmep maccuBa cepTudukara moayJaTesis
dataCallback — yka3zarenp Ha hyHKIIMIO 0OpaTHOTO BHI30BA MIEpeIauy 3alIM(PPOBAHHBIX JaHHBIX
outputDataCallback — ykazaresns Ha GyHKIHIO 00paTHOTO BBI30BA IS MOJTyYEHUS paciinpOBaHHBIX
JTaHHBIX
outCryptoError — ommbku orneparuu

Buvixoonvie napamempuoi:
Pesynbrar onepauun

Ilpumep evi306a:
fCryptedStreamToDecrypt = fopen(".\\Test\\1.txt.p7m","rb");
fDecryptedStream = fopen(".\\Test\\1_decr.txt","wb");
unsigned char* receiverCert = 0;
unsigned long receiverCertSize = 0;
if (1GisCryptoC::decryptDataStream(receiverCert, receiverCertSize, decryptDataCallback,
outputDecryptDataCallback, error)) {
GisCryptoC::freeGisCryptoError(error);
}

2.14 OuucTKa CTPYKTYPBI, IpeAcTaBiasonieii omudky oudanorexu. Uatepdeiic
freeGisCryptoError

3a2071060K 00va61eHUA uHmMepghelica:
GISCRYPTOC_API void freeGisCryptoError(
GisCryptoError& cryptoError);

Bxoouwvie napamempuoi:
cryptoError — ommbka

Ipumep svi306a:
GisCryptoC::GisCryptoError error;
if (1GisCryptoC::getCertFromStore(L"MY", signerCert, signerCertSize, error)) {
GisCryptoC::freeGisCryptoError(error);
}

2.15 OuncTKka MaccuBa CTPYKTYP, NPeACTABISIIOMUX HHPOPMALMIO O TIOAMUCH.
HNurepdeiic freeSignaturelnfos

3az01060K 00vasneHuA unmepgeiica:
GISCRYPTOC_API void freeSignaturelnfos(
Signaturelnfo* signaturelnfos,
unsigned long signaturelnfosSize);

Bxoonvie napamempuot:
signaturelnfos — maccuB cTpykTYp
signaturelnfosSize — pa3mep MaccuBa CTpyKTYp
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Ilpumep evi306a:

GisCryptoC::Signaturelnfo* signinfos = 0;

unsigned long signinfosSize = 0;

if (1GisCryptoC::verifyEdsStream(signinfos, signinfosSize, verifyDataCallback, outputVerifyDataCallback,

error)) {

} else {
GisCryptoC::freeGisCryptoError(error);

}
if (signinfos) {

GisCryptoC::freeSignaturelnfos(signinfos, signinfosSize);
}

2.16 OuucTka namMsaTH, Bbie1eHHoi B namsaTH. UnTepdeiic freeMemory

3a2071060K 00va61eHUA UHmMepghelica:
GISCRYPTOC_API void freeMemory(
void* memoryPtr);

Bxoounvie napamempor:
memoryPtr — yka3aTesb Ha IaMsITh

Ilpumep ewvi306a:
delete inputDataToSignDetached,;
GisCryptoC::freeMemory(signerCert);
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3 O0pabdoTKa MCKIKYUTEIbHBIX CUTYALM

OyHKIUA 00paOOTKH HCKIIOYCHHH TMOMOTaloT oOpabaTeiBaTh JIIOOBIE HEMPEABUACHHBIC WIIN
HUCKIIIOYUTCIIBHBIC CUTYAalluH, ITPOUCXOAAIINC ITPU BBIIIOJITHCHUH OCHOBHBIX onepaum‘/i.
[Tpumep 06pabOTKHM UCKITIOUEHUS TTPH BBITIOJHEHUU onieparuu co3aanus Jl1:

GisCryptoC::GisCryptoError error;

if (GisCryptoC::signDataStream(createSigninfo, singDataCallback, outputSignedDataCallback,
error)) {
}else {

int* bhCodes = error.bhGiSErrorCodes;
for (int i =0; i <error.ohGiSErrorCodesSize; i++) {
int bhCode = bhCodes|[i];

wchar_t** bhStrings = error.ohGiSErrorStrings;

for (int i = 0; i <error.bhGiSErrorStringsSize; i++) {
wechar_t* bhString = error.bhGiSErrorStrings[i];

}

unsigned long sysCode = error.systemErrorCode;
wchar_t* sysString = error.systemErrorText;

GisCryptoC::freeGisCryptoError(error);
}

3.1 Crpykrypa GiSCryptoError, onucbiBaminasi OlmdKku 0u0JIM0TeKH

Onucanue Mojei CTPyKTYpbl, OMMMCHIBAIOIIEH OMMOKY OUOIMOTEKH, peicTaBiIeHo B Tabmue 3.1.

Ta6nuua 3.1. Ilonst cTpyKTypbl, ONMCHIBaIOIEH ONIMOKK OUOINOTEKH

Ilosie cTpyKTYpBI 3HavyeHue
unsigned long systemErrorCode; Ko cucreMHoii ommoOku
wchar_t* systemErrorText; Onucanue CUCTEMHOM OIIMOKHU
int* bhGiSErrorCodes; MaccuB ook Kpuntorpaduaeckoil OHOIHOTEKH
unsigned long bhGiSErrorCodesSize; | Pazmep maccuBa ommbOoK Kpunrtorpaduyeckoit OnOIMOTEKH
wchar_t** bhGiSErrorStrings; MaccuB onucanuii ommboK Kpunrorpaduueckont OnbImoTexku
unsigned long bhGiSErrorStringsSize; Pasmep wMaccuBa omnucaHuii OmMOOK KpUNTOTpaduIecKou

OnbIMoTeKkn
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IHpuaoxenue 1. [Ipumep BoI30Ba Beex nHTEpPdeiicoB ONOINOTEKHN
«GisCryptoC» aas peanuzanuu kKpunrorpaguyeckux (pyHKIum
#define TRUE FALSE

#include "giscrypto.h"
#include <Windows.h>

#include <string.h>
#include <stdio.h>
#include <errno.h>

void testSimpleFunctions();
void testStreamedFunctions();

FILE* fInStreamToSign;
FILE* fSignedStream;

FILE* fSignedStreamToVerify;
FILE* fVerifiedStream;

FILE* fInStreamToCrypt;
FILE* fCryptedStream;

FILE* fCryptedStreamToDecrypt;
FILE* fDecryptedStream;

FILE* fInStreamToSignDetached:;

FILE* fSignedStreamDetached,;

FILE* fSignedStreamToVerifyDetached;
FILE* fSignedStreamToVerifyDetachedData;

unsigned char* inputDataToSign;

unsigned char* inputDataToCrypt;

unsigned char* inputDataToDecrypt;

unsigned char* inputDataToVerify;

unsigned char* inputDataToSignDetached;
unsigned char* inputDataToVerifyDetachedData;
unsigned char* inputDataToVerifyDetached,;

bool singDataCallback(unsigned char*& data, unsigned long& dataSize);
void outputSignedDataCallback (const unsigned char* data, unsigned long dataSize, bool lastCall);

bool cryptDataCallback(unsigned char*& data, unsigned long& dataSize);
void outputCryptDataCallback (const unsigned char* data, unsigned long dataSize, bool lastCall);

bool decryptDataCallback(unsigned char*& data, unsigned long& dataSize);
void outputDecryptDataCallback (const unsigned char* data, unsigned long dataSize, bool lastCall);

bool verifyDataCallback(unsigned char*& data, unsigned long& dataSize);
void outputVerifyDataCallback (const unsigned char™ data, unsigned long dataSize, bool lastCall);

bool singDetachedDataCallback(unsigned char*& data, unsigned long& dataSize);
void outputDetachedSignedDataCallback(const unsigned char* data, unsigned long dataSize, bool lastCall);

bool detachedDataCallback(unsigned char*& data, unsigned long& dataSize);
bool verifyDetachedDataCallback(unsigned char*& data, unsigned long& dataSize);
bool verifyDetachedEdsDataCallback(unsigned char*& data, unsigned long& dataSize);

int main()
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{
testStreamedFunctions();
return O;

}

void testStreamedFunctions()

{

wchar_t* tspAddress = L"http://tsp.gaz-is.ru/tsp00/tsp.srf";
GisCryptoC::EdsFlag edsFlag = GisCryptoC::IncludeTimeStamp;

fInStreamToSign = fopen(".\\Test\\1.txt", "rb");
fSignedStream = fopen(".\\Test\\1.txt.p7s", "wb");

//MlomyyaeM cepTUPHUKAT U3 XPAHIITHIIA

unsigned char* signerCert = 0;
unsigned long signerCertSize = 0;

GisCryptoC::GisCryptoError error;

if (1GisCryptoC::getCertFromStore(L"MY™, signerCert, signerCertSize, error)) {
GisCryptoC::freeGisCryptoError(error);

}

[ICo3zmaem D11

GisCryptoC::CreateSigninfo createSigninfo;
memset(&createSigninfo, 0, sizeof(createSigninfo));

createSigninfo.cert = signerCert;
createSigninfo.certSize = signerCertSize;
createSigninfo.tspAddress = tspAddress;
createSigninfo.edsFlag = edsFlag;

if (GisCryptoC::signDataStream(createSigninfo, singDataCallback, outputSignedDataCallback, error)) {

Yelse {

//0O6paboTka omubdKu

int* bhCodes = error.bhGiSErrorCodes;

for (inti =0; i < error.bhGiSErrorCodesSize; i++) {
int bhCode = bhCodesJi];

}

wchar_t** bhStrings = error.bhGiSErrorStrings;

for (inti=0; i <error.bhGiSErrorStringsSize; i++) {
wchar_t* bhString = error.bhGiSErrorStrings|i];

}

unsigned long sysCode = error.systemErrorCode;
wchar_t* sysString = error.systemErrorText;

GisCryptoC::freeGisCryptoError(error);
}

delete inputDataToSign;

if (finStreamToSign) {
fclose (finStreamToSign);

}
if (fSignedStream) {

fclose (fSignedStream);
}
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fInStreamToCrypt = fopen(" \Test\\1.txt", "rb");
fCryptedStream = fopen(".\\Test\\1.txt.p7m","wh");

unsigned char** receviersCerts = 0;
unsigned long™* receiversCertsSizes = 0;
unsigned long receviersCertsCount = 0;

if (1GisCryptoC::getAllCertFromStore(L"AddressBook", receviersCerts, receiversCertsSizes, receviersCertsCount,

error)) {
}

if (1GisCryptoC::encryptDataStream(const_cast<const unsigned char**>(receviersCerts), const_cast<const unsigned
long*&>(receiversCertsSizes), receviersCertsCount, cryptDataCallback, outputCryptDataCallback, error)) {
GisCryptoC::freeGisCryptoError(error);
}

delete inputDataToCrypt;

GisCryptoC::freeGisCryptoError(error);

if (fiInStreamToCrypt) {
fclose(fInStreamToCrypt);

}
if (fCryptedStream) {
fclose(fCryptedStream);
}
fCryptedStreamToDecrypt = fopen(".\\Test\\1.txt.p7m","rb");
fDecryptedStream = fopen(".\\Test\\1_decr.txt","wb");

unsigned char* receiverCert = 0;
unsigned long receiverCertSize = 0;

if (1GisCryptoC::decryptDataStream(receiverCert, receiverCertSize, decryptDataCallback, outputDecryptDataCallback,
error)) {

}

if (receiverCert) {
GisCryptoC::freeMemory(receiverCert);
}

delete inputDataToDecrypt;

GisCryptoC::freeGisCryptoError(error);

if (fCryptedStreamToDecrypt) {
fclose(fCryptedStreamToDecrypt);
}

if (fDecryptedStream) {
fclose(fDecryptedStream);

}

[ITposepxka D11

fSignedStreamToVerify = fopen(".\\Test\\1.txt.p7s","rb");
fVerifiedStream = fopen(".\\Test\\1_verified.txt","wb");

GisCryptoC::Signaturelnfo* signinfos = 0;
unsigned long signinfosSize = 0;

if (1GisCryptoC::verifyEdsStream(signinfos, signinfosSize, verifyDataCallback, outputVerifyDataCallback, error)) {

Yelse {
GisCryptoC::freeGisCryptoError(error);
}
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if (signinfos) {
GisCryptoC::freeSignaturelnfos(signinfos, signinfosSize);
}
delete inputDataToVerify;

if (fSignedStreamToVerify) {
fclose(fSignedStreamToVerify);

}

if (fVerifiedStream) {
fclose(fVerifiedStream);

}

/I Coznanue otnenennoit D11

fInStreamToSignDetached = fopen(*".\\Test\\1.txt","rb");
fSignedStreamDetached = fopen(" \\Test\\1_detached.txt.p7s","wh");

edsFlag = GisCryptoC::IncludeTimeStamp | GisCryptoC::DetachedEds;
createSigninfo.edsFlag = edsFlag;

if (GisCryptoC::signDataStream(createSigninfo, singDetachedDataCallback, outputDetachedSignedDataCallback, error))

}else {
GisCryptoC::freeGisCryptoError(error);
}

delete inputDataToSignDetached;
GisCryptoC::freeMemory(signerCert);

if (finStreamToSignDetached) {
fclose(fInStreamToSignDetached);

}

if (fSignedStreamDetached) {
fclose(fSignedStreamDetached);

}

/I TIpoeepka otaenenHoit D11

fSignedStreamToVerifyDetached = fopen(".\\Test\\1_detached.txt.p7s","rb");
fSignedStreamToVerifyDetachedData = fopen(".\\Test\\1.txt","rb");

signinfos = 0;
signinfosSize = 0;

if (GisCryptoC::verifyEdsDetachedStream(signinfos, signinfosSize, verifyDetachedEdsDataCallback,
verifyDetachedDataCallback, error)) {

}else {
GisCryptoC::freeGisCryptoError(error);
}

delete inputDataToVerifyDetached;
delete inputDataToVerifyDetachedData;

if (fSignedStreamToVerifyDetached) {
fclose(fSignedStreamToVerifyDetached);
}

if (fSignedStreamToVerifyDetachedData) {
fclose(fSignedStreamToVerifyDetachedData);
}
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bool singDataCallback(unsigned char*& data, unsigned long& dataSize)
bool lastCall = false;

if (inputDataToSign) {
delete inputDataToSign;

unsigned long datatoRead = 128;

unsigned long dataRead = 0;

inputDataToSign = new unsigned char[datatoRead];
memset(inputDataToSign, 0, datatoRead);

if (finStreamToSign) {
dataRead = fread(inputDataToSign, 1, datatoRead, finStreamToSign);
if (feof(finStreamToSign)) {
fseek(finStreamToSign, 0, SEEK_SET);
lastCall = true;
}
}
dataSize = dataRead,;
data = inputDataToSign;

return lastCall;

}

void outputSignedDataCallback (const unsigned char* data, unsigned long dataSize, bool lastCall)

if (fSignedStream) {
if(data && dataSize) {
fwrite(data, 1, dataSize, fSignedStream);

}
if (lastCall) {
fclose(fSignedStream);

}
}
}
bool cryptDataCallback(unsigned char*& data, unsigned long& dataSize)
{

bool lastCall = false;

if (inputDataToCrypt) {
delete inputDataToCrypt;
}

unsigned long datatoRead = 128;

unsigned long dataRead = 0;

inputDataToCrypt = new unsigned char[datatoRead];
memset(inputDataToCrypt, 0, datatoRead);

if (finStreamToCrypt) {
dataRead = fread(inputDataToCrypt, 1, datatoRead, fiInStreamToCrypt);
if (feof(fiInStreamToCrypt)) {
fseek(fInStreamToCrypt, 0, SEEK_SET);
lastCall = true;
}
}
dataSize = dataRead,;
data = inputDataToCrypt;

return lastCall;
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void outputCryptDataCallback (const unsigned char* data, unsigned long dataSize, bool lastCall)

if (fCryptedStream) {
if(data && dataSize) {
fwrite(data, 1, dataSize, fCryptedStream);

}

if (lastCall) {
fclose(fCryptedStream);

}

}

bool decryptDataCallback(unsigned char*& data, unsigned long& dataSize)
{

bool lastCall = false;

if (inputDataToDecrypt) {
delete inputDataToDecrypt;

unsigned long datatoRead = 128;

unsigned long dataRead = 0;

inputDataToDecrypt = new unsigned char[datatoRead];
memset(inputDataToDecrypt, 0, datatoRead);

if (fCryptedStreamToDecrypt) {
dataRead = fread(inputDataToDecrypt, 1, datatoRead, fCryptedStreamToDecrypt);
if (feof(fCryptedStreamToDecrypt)) {
fseek(fCryptedStreamToDecrypt, 0, SEEK_SET));
lastCall = true;
}
}
dataSize = dataRead;
data = inputDataToDecrypt;

return lastCall;

}

void outputDecryptDataCallback(const unsigned char* data, unsigned long dataSize, bool lastCall)

if (fDecryptedStream) {
if(data && dataSize) {
fwrite(data, 1, dataSize, fDecryptedStream);

}

if (lastCall) {
fclose(fDecryptedStream);

}

}

bool verifyDataCallback(unsigned char*& data, unsigned long& dataSize)
bool lastCall = false;

if (inputDataToVerify) {
delete inputDataToVerify;
}

unsigned long datatoRead = 128;

unsigned long dataRead = 0;

inputDataToVerify = new unsigned char[datatoRead];
memset(inputDataToVerify, 0, datatoRead);
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if (fSignedStreamToVerify) {
dataRead = fread(inputDataToVerify, 1, datatoRead, fSignedStreamToVerify);
if (feof(fSignedStreamToVerify)) {
fseek(fSignedStreamToVerify, 0, SEEK_SET);
lastCall = true;
}
}
dataSize = dataRead;
data = inputDataToVerify;

return lastCall;

}

bool singDetachedDataCallback(unsigned char*& data, unsigned long& dataSize)
bool lastCall = false;

if (inputDataToSignDetached) {
delete inputDataToSignDetached;

unsigned long datatoRead = 128;

unsigned long dataRead = 0;

inputDataToSignDetached = new unsigned char[datatoRead];
memset(inputDataToSignDetached, 0, datatoRead);

if (finStreamToSignDetached) {
dataRead = fread(inputDataToSignDetached, 1, datatoRead, fiInStreamToSignDetached);
if (feof(finStreamToSignDetached)) {
fseek(fInStreamToSignDetached, 0, SEEK_SET));
lastCall = true;
}
}
dataSize = dataRead:;
data = inputDataToSignDetached;

return lastCall;

}

void outputVerifyDataCallback (const unsigned char* data, unsigned long dataSize, bool lastCall)

if (fVerifiedStream) {
if(data && dataSize) {
fwrite(data, 1, dataSize, fVerifiedStream);

}

if (lastCall) {
fclose(fVerifiedStream);

}

}

bool verifyDetachedDataCallback(unsigned char*& data, unsigned long& dataSize)
bool lastCall = false;

if (inputDataToVerifyDetachedData) {
delete inputDataToVerifyDetachedData;
}

unsigned long datatoRead = 128;

unsigned long dataRead = 0;

inputDataToVerifyDetachedData = new unsigned char[datatoRead];
memset(inputDataToVerifyDetachedData, 0, datatoRead);
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}

if (fSignedStreamToVerifyDetached) {
dataRead = fread(inputDataToVerifyDetachedData, 1, datatoRead, fSignedStreamToVerifyDetachedData);
if (feof(fSignedStreamToVerifyDetachedData)) {
fseek(fSignedStreamToVerifyDetachedData, 0, SEEK_SET);
lastCall = true;
}
}
dataSize = dataRead;
data = inputDataToVerifyDetachedData;

return lastCall;

bool verifyDetachedEdsDataCallback(unsigned char*& data, unsigned long& dataSize)

{

}

bool lastCall = false;

if (inputDataToVerifyDetached) {
delete inputDataToVerifyDetached,;

unsigned long datatoRead = 128;

unsigned long dataRead = 0;

inputDataToVerifyDetached = new unsigned char[datatoRead];
memset(inputDataToVerifyDetached, 0, datatoRead);

if (fSignedStreamToVerifyDetached) {
dataRead = fread(inputDataToVerifyDetached, 1, datatoRead, fSignedStreamToVerifyDetached);
if (feof(fSignedStreamToVerifyDetached)) {
fseek(fSignedStreamToVerifyDetached, 0, SEEK_SET);
lastCall = true;
}
}
dataSize = dataRead;
data = inputDataToVerifyDetached,;

return lastCall;

void outputDetachedSignedDataCallback(const unsigned char* data, unsigned long dataSize, bool lastCall)

}

if (fSignedStreamDetached) {
if(data && dataSize) {
fwrite(data, 1, dataSize, fSignedStreamDetached);

}

if (lastCall) {
fclose(fSignedStreamDetached);

}

void testSimpleFunctions()

{

wchar_t* tspAddress = L"http://tsp.gaz-is.ru/tsp/tsp.srf”;
GisCryptoC::EdsFlag edsFlag = GisCryptoC::IncludeTimeStamp;

unsigned char* inputData = 0;
unsigned long inputDataSize = 0;
FILE* fIn = fopen(".\\Test\\1.txt", "rb");
if (fIn) {
fseek(fln, 0, SEEK_END);
inputDataSize = ftell(fIn);
fseek(fln, 0, SEEK_SET);
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if(inputDataSize) {
inputData = new unsigned char[inputDataSize];
fread(inputData, 1, inputDataSize, fln);

}
fclose(fin);
}

/Monyuaem cepTudUKAT U3 XpaHUIHIIA

unsigned char* signerCert = 0;
unsigned long signerCertSize = 0;

GisCryptoC::GisCryptoError error;

if (1GisCryptoC::getCertFromStore(L"MY™, signerCert, signerCertSize, error)) {
GisCryptoC::freeGisCryptoError(error);

}

[ICo3maem DIT

GisCryptoC::CreateSigninfo createSigninfo;
memset(&createSigninfo, 0, sizeof(createSigninfo));

createSigninfo.cert = signerCert;
createSigninfo.certSize = signerCertSize;
createSigninfo.tspAddress = tspAddress;
createSigninfo.edsFlag = edsFlag;

unsigned char* signedData= 0;
unsigned long signedDataSize = 0;

if (GisCryptoC::signData(inputData, inputDataSize, createSigninfo, signedData, signedDataSize, error)) {
FILE* fSigned = fopen(".\\Test\\1.txt.p7s", "wh");
if (fSigned) {
if(signedData && signedDataSize) {
fwrite(signedData, 1, signedDataSize, fSigned);

}
fclose(fSigned);
}else {

[/0O6paboTka omuOKu

int* bhCodes = error.bhGiSErrorCodes;

for (inti =0; i <error.ohGiSErrorCodesSize; i++) {
int bhCode = bhCodes][i];

}

wchar_t** bhStrings = error.bhGiSErrorStrings;

for (inti=0; i <error.bhGiSErrorStringsSize; i++) {
wchar_t* bhString = error.bhGiSErrorStrings[i];

}

unsigned long sysCode = error.systemErrorCode;
wchar_t* sysString = error.systemErrorText;

GisCryptoC::freeGisCryptoError(error);
}

GisCryptoC::freeMemory(signerCert);
GisCryptoC::freeMemory(signedData);

/[TIposepka DI1
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unsigned char* inputSignedData = 0;
unsigned long inputSignedDataSize = 0;

FILE* fInForVerify = fopen(".\\Test\\1.txt.p7s", "rb");
if (finForVerify) {
fseek(fInForVerify, 0, SEEK_END);
inputSignedDataSize = ftell(finForVerify);
fseek(fInForVerify, 0, SEEK_SET);

if(inputSignedDataSize) {
inputSignedData = new unsigned char[inputSignedDataSize];
fread(inputSignedData, 1, inputSignedDataSize, fInForVerify);

}
fclose(finForVerify);
}

GisCryptoC::Signaturelnfo* signinfos = 0;
unsigned long signinfosSize = 0;

if (GisCryptoC::verifyEds(inputSignedData, inputSignedDataSize, signinfos, signinfosSize, error)) {
if (signinfos) {
for (inti=0; i <signinfosSize; i++) {
GisCryptoC::Signaturelnfo signinfo = signinfos[i];
}

GisCryptoC::freeSignaturelnfos(signinfos, signinfosSize);

}
}else {

GisCryptoC::freeGisCryptoError(error);
}

delete inputSignedData;

FILE* finForVerifyExtract = fopen(".\\Test\\1.txt.p7s", "rb");
if (finForVerifyExtract) {
fseek(fInForVerifyExtract, 0, SEEK_END);
inputSignedDataSize = ftell(finForVerify);
fseek(fInForVerifyExtract, 0, SEEK_SET);

if(inputSignedDataSize) {
inputSignedData = new unsigned char[inputSignedDataSize];
fread(inputSignedData, 1, inputSignedDataSize, fInForVerifyExtract);

fclose(finForVerifyExtract);
}

signinfos = 0;
signinfosSize = 0;

unsigned char* inputExtractedData = 0;
unsigned long inputExtractedDataSize = 0;

if (GisCryptoC::verifyEdsExractData(inputSignedData, inputSignedDataSize, signinfos, signinfosSize,
inputExtractedData, inputExtractedDataSize, error)) {
if (signinfos) {
for (int i = 0; i < signinfosSize; i++) {
GisCryptoC::Signaturelnfo signinfo = signinfos]i];
}

FILE* fExtracted = fopen(".\\Test\\1_extracted.txt", "wb");
if (fExtracted) {
if(inputExtractedData && inputExtractedDataSize) {
fwrite(inputExtractedData, 1, inputExtractedDataSize, fExtracted);
GisCryptoC::freeMemory(inputExtractedData);
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fclose(fExtracted);
}

GisCryptoC::freeSignaturelnfos(signinfos, signinfosSize);
}
}else {
GisCryptoC::freeGisCryptoError(error);
}
delete inputSignedData;
[MudpoBaHue TaHHBIX
//Tlomy4yeHne cepTU(UKaTa U3 XPAHUIHIIA
unsigned char** receviersCerts = 0;
unsigned long* receiversCertsSizes = 0;

unsigned long receviersCertsCount = 0;

if (!GisCryptoC:: getAllCertFromStore(L"AddressBook™, receviersCerts, receiversCertsSizes, receviersCertsCount,

error)) {
}

[NIndpposanne

GisCryptoC::freeGisCryptoError(error);

unsigned char* encyptedData= 0;
unsigned long encyptedDataSize = 0;

if (GisCryptoC::encryptData(inputData, inputDataSize, const_cast<const unsigned char**>(receviersCerts),
const_cast<const unsigned long*&>(receiversCertsSizes), receviersCertsCount, encyptedData, encyptedDataSize, error)) {
FILE* fEncrypted = fopen(".\\Test\\1.txt.p7m", "wh");
if (fEncrypted) {
if(encyptedData && encyptedDataSize) {
fwrite(encyptedData, 1, encyptedDataSize, fEncrypted);

}
fclose(fEncrypted);

}
}else {

GisCryptoC::freeGisCryptoError(error);
}

for (inti =0; i < receviersCertsCount; i++) {
GisCryptoC::freeMemory(receviersCertsJi]);
¥

GisCryptoC::freeMemory(receviersCerts);
GisCryptoC::freeMemory(receiversCertsSizes);
GisCryptoC::freeMemory(encyptedData);
delete inputData;

/[PactimdpoBsiBanne

unsigned char* inputEncryptedData = 0;
unsigned long inputEncryptedDataSize = 0;

FILE* finForDecrypt = fopen(".\\Test\\1.txt.p7m", "rb");
if (finForDecrypt) {
fseek(finForDecrypt, 0, SEEK_END));
inputEncryptedDataSize = ftell(fiInForDecrypt);
fseek(flnForDecrypt, 0, SEEK_SET);

if(inputEncryptedDataSize) {
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inputEncryptedData = new unsigned char[inputEncryptedDataSize];
fread(inputEncryptedData, 1, inputEncryptedDataSize, fiInForDecrypt);

}
fclose(finForDecrypt);

}

unsigned char* receiverCert = 0;
unsigned long receiverCertSize = 0;

unsigned char* decryptedData = 0;
unsigned long decryptedDataSize = 0;

if (GisCryptoC::decryptData(inputEncryptedData, inputEncryptedDataSize, receiverCert, receiverCertSize,
decryptedData, decryptedDataSize, error)) {

FILE* fDecrypted = fopen(".\\Test\\1_decrypted.txt", "wb");
if (fDecrypted) {
if(decryptedData && decryptedDataSize) {
fwrite(decryptedData, 1, decryptedDataSize, fDecrypted);

}
fclose(fDecrypted);

}
}else {

GisCryptoC::freeGisCryptoError(error);
}

GisCryptoC::freeMemory(receiverCert);
GisCryptoC::freeMemory(decryptedData);
delete inputEncryptedData;
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CA

Otaenennas D11
Cepruduxar

YcoBepuieHCTBOBaHHAS
oM

daexrponHas Iloanmuck
3M)

TepMuHBI U COKpalllEeHUSA

Certifying Authority (Ceprudurmpyromas opraHu3arus,
Y noctoBepsonuii eHTp)

3JIEKTPOHHAs MOAMNKCH, CHOPMUPOBAHHAS B BUJIE OTJEIBHOrO (haiiia.
JIOKYMEHT Ha OyMa)XHOM HOCHTEJIE WM JJICKTPOHHBIN HokymeHT ¢ Ol
YIOJIHOMOYEHHOTO JINIA yIOCTOBEPSIOIETO IIEHTPA, KOTOPBIE BKIIOYAIOT
B ce0s OTKpBITHIN K04 DIl m KOTOphIE BBIIAIOTCS YIOCTOBEPSIOIIUM
[EHTPOM YYaCTHUKY WH(GOPMAIMOHHONW CHUCTEMBI ISl TIOATBEPKICHUS
nogmuHHocTd OIl M unenTudukauuu Biajenplia cepTUHUKaTa KIoya
MOJIITUCH.

3JIEKTPOHHAs MOJIIUCH, YCOBEPILICHCTBOBaHHAs, B KAUYECTBE MEPHI OOPHObI
Cc oOmenpu3HaHHBIMU yrpo3amMHu OE30MaCHOCTH, JJo00aBiieHHeM (Kak
HeoOXxoaumMoe TpeboBaHWE) NPH3HAKOB e¢ (MOJNMUCH) perjaMeHTa |
JIOKA3aTeNbCTB MOUIMHHOCTH — TaKHUX, KaK IITaMIl BPEMEHH, JTaHHbIE 00
OT3bIBE cepTrduKaTa u JIp.

PEKBH3UT DJIGKTPOHHOTO JOKYMEHTA, MpEeIHAa3HAYCHHBIA JJIS 3allUThI
JAHHOTO JJIEKTPOHHOTO JOKYMEHTa OT TMOJAJEIKH, TOJIyYeHHbIH B
pe3yabTate KpUNTOrpauyeckoro mnpeodpazoBaHus HHPOPMALUU C
UCIIOJIb30BAaHUEM  3aKpBITOTO  KJI04Ya  DJIEKTPOHHOM  MOAMUCH U
MO3BOJIAIOIINN  MACHTU(OUIMPOBATh BIAAeNblla CcepTUPUKATA KITF0Ya
MOJIMKUCH, a TaKXKe YCTAaHOBUTh OTCYTCTBHE HMCKa)XEHUS HHQOpMAIHU B
3IIEKTPOHHOM JIOKYMEHTE.
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