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G I FASUHOOPM C3W ot HC[ «BrokxocT-CeTb 4»
CEPBUC OnucaHve npuMeHeHns

AHHOTaUUNA

HacTosawmin OOKYMEHT COAEPXUT ONucaHue NMpUMEHEeHWUs CpedcTBa 3aluuTbl MHOopMauun
(C3W) ot HecaHkumnoHnpoBaHHoro goctyna «bnokxoct-CeTtb 4» (B ganbHenwem — C3U ot
HCL «Bbnokxoct-CeTb 4», C3/ nnn cpencteo).

B pasgene «HasHadeHve cpepnctBa» npuBeneHo HasHadeHve C3W mn pgaH kpaTkui 0630p
OCHOBHbIX (PYHKLMOHAasbHbIX BO3MOXHOCTEMN.

B pasgene «Ycnosusa npuMeHeHUsI» ykasaHbl YCroBuUs, HeobxoaMmble As UCNOMb30BaHNSA
C3W, TpeboBaHua K annapaTHbIM K MPOrpaMMHbIM CpeACcTBaM CEPBEPOB U KIMEHTCKUX
KOMMbIOTEPOB, rae npeanonaraetca ucrnons3osaHve C3U.

B pasgene «OnucaHve 3agavn» ykasaHbl 3agayu, Kotopble pewaet C3U 1 onucaHbl oyHKUNN
3aLMThl, C MOMOLLIO KOTOPbIX 3TU 3aa4u peLuarTcs.

B cooTBeTCcTBYIOWMX pasgenax pas3bsCHAETCA B3auMogencTBue Moayrnen nporpammMmHOro
obecneyeHnsa, ana BbINOMHEHUA (PYHKUMOHanNbHbIX Bo3MoxHocTten C3W, n onuckiBatoTCcs
BXOZHbI€ U BbIXOAHblE AaHHble NCNOSb3yeMble OCHOBHbIMU doyHKUMsMU C3U.

B koHue OOKYMeEHTa npmBeneH CnnmcokK UCrnoJib30BaHHbIX COKpaLLl,eHI/II7I.
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1 HasHauyeHune cpencrtea

CpenctBo 3awmTbl MHOPMaLMU OT HeCaHKUMOHUpOBaHHOro goctyna «bnokxoct-CeTb 4»
ABNAETCA MNPOrpaMMHbIM  CPEeACTBOM  KOHTPOSII  CbEMHbIX  MAaLUMHHBLIX  HOCUTENEN
WHOpMauuK, npefHasHayYeHHbIM AN 3aWuTbl OT HEeCaHKUMOHWPOBAHHOIO AoCcTyna K
nHdopmauumn, AC knacca sawmweHHoctn 1, TUC 1 knacca 3awmweHHoctn, ACYTI 1
Knacca 3sawumeHHocTn, obecneyeHnsa 6e30MacHOCTU MNepcoHarbHbIX OaHHbIX 1 YpOBHS
3aLlMLLEHHOCTH, 3Ha4YMMbIX 06bekToB KU 1 kaTeropumn Ha 6a3e nepcoHanbHbIX KOMMLIOTEPOB
(MK) nop ynpaeBneHvem onepauuoHHbix cuctem (panee — OC) Microsoft Windows
2008R2/7/8.1/2012/2012R2/10/11/2016/2019/2022, Astra Linux Special Edition (CmoneHck),
Anbt 8 CI, PEA OC 7.3 Mypom.

C3M ot HC[L «bnokxoct-CeTb 4» siBNAeTcs cneunannanpoBaHHbIM nporpammHbiM C3U,
KoTopoe obecneymBaeT BO3MOXHOCTb:

— naeHTudurKauum n ayteHTudmkauum nonb3osatenen NHPOpPMaLMOHHON CUCTEMBI NPU
nonbITKax Bxoga Ha 3awmwaemble K.

— OBYX(pakTopHON ayTeHTMdMKaumm nonb3oBatenen UHPOPMAUUOHHOM CUCTEMBbI MpU
Bxogde Ha 3awmwaemble 1K, npyu nomowm AOONOSMHUTENBbHbLIX TEXHUWYECKUX CpPpeacTB —
nepcoHarnbHbIX OEHTUMUKATOPOB NoMb3oBaTens (TOKEHOB).

— KOHTPOSIS npaB JocTyna nosibdoBaternien MHPOPMaLMOHHON CUCTEMbI K 3alluLLaeMomn
nHdopmauuu Ha lK.

- KOHTPONS MNOAKMIYEHUA W UCMOMb30BaHUA CbEMHbIX MAaLUMHHBIX HOCUTEneun
nHpopmauum Ha 3awmaembix MK.

C3WU ot HC «BbnokxocT-CeTb 4» obecneymBaert:

- NATbIM  Knacc 3awMleHHOCTU Ans cpenctB BbluucnutenobHonm TexHukun (CBT) B
COOTBETCTBUMN C PYKOBOAALLMM OOKYMeHTOM «CpeacrtBa BblYUCANTENBHON TEXHMKU. 3awmTa
OT HECaHKUMOHMPOBAHHOINO AocTyna K WHgopmauumn. [lokasatenu 3awumuieHHOCTM OT
HeCaHKLUMOHNPOBAHHOMO JocTyna Kk nHgopmauumy» (Mloctexkomucens Poccunn, 1992);

- 4YeTBEPTLIN YpPOBEHb [OOBEPUST B COOTBETCTBUM C [JOKYMEHTOM «TpeboBaHusi Mo
6Ge3onacHOCTM MHOpMaLMK, yCTaHaBNMBaOLWME YPOBHU JOBEPUS K CPEeACTBAM TEXHUYECKOM
3aWwmnTbl MHOpMauun © cpeactBam obecneyeHnss 6e3o0macHOCTM  MH(OPMALMOHHBIX
TexHonormn» (yreepxaeHHbin npmkazom GCTIK Poccum ot 02 noHa 2020 r Ne 76);

- YyeTBEPTbIN KNacc 3aluTbl B COOTBETCTBUN C METOOUYECKUM OOKYMeHTOM «[1podurb
3alUNTbl CPEACTB KOHTPONS MNOAKMIYEHUA CHEMHbIX MALUMHHBIX HOCUTENEn WHgopmMaumm
yeTBepHoro knacca 3awuntbl UT.CKH.IM4.M3» (PCTIK Poccuu, 2014).

B cootBeTctBUM ¢ TOCT P 50739-95 «Cpencrtea BblYMCINTENBHON TEXHUKWU. 3alumTa OT
HECaHKUMOHMPOBAHHOIMO Aoctyna K wuHgopmauun. O6wme TexHudeckne TpeboBaHuA»
3awmueHHocTb obecneunBaeTca Tpemsa rpynnamy TpeboBaHUM K cpeactBam  3aliuThl,
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peanunsdyembim B CBT:

1) TpeboBaHusa K pasrpaHUYeHUto AocTyna, npegycmatpusawowme, yto CBT  A0MmMKHbI
nogaepXuBaTb HENPOTMBOPEYMBbIE, OAHO3HAYHO ONpeerieHHble npaBua pasrpaHnyYeHns
poctyna.

2) TpeboBaHus Kk ydeTy, npegycmatpuawowme, 4yto CBT p[omkHbl noggepxmBaTtb
perncTpauuio cobbITUN, UMEKOLLNX OTHOLLIEHME K 3aLUMLLIEHHOCTM MHGOPMaLMN.

3) TpeboBaHu4a k rapaHTUaM, NpegycmaTpumBatome HeobxoaMmMocCTb Hannyus B coctase CBT
TEXHUYECKMX M MPOrpaMMHbIX MEXaHW3MOB, MO3BOSAKOLWMX MONYYMTb rapaHTum, 4to CBT
obecne4vnBatoT BbINOSHEHNE TPeOOBaHMI K pasrpaHNYeHno OCTyNa 1 K y4YeTy.

BbinonHeHne Kakgown rpynnbl Tpe6OBaHI/II7I obecneunBaeTcs cooTBeTCTBYyROLUMMUN MeEXa-
HU3MaMu 3alinTbl, NnpeacrtaBiieHHbIMU Ha PUCYHKE 1.1.

| [ TpeooBanus k C3HU )

—(K Pa3rpaHnyeHuIo }JOCTyHa> |

K y4ery D) —C K rapanrusim D)
JIUCKPELMOHHBI MEeXaHNU3M
KOHTPOJIS J1OCTyIa
MaH1aTHBII MEXaHU3M KOHTPOJIS, MexaHu3M perucrpanuy coObITUN 1 MexaHHU3M KOHTPOJISI LIEJIOCTHOCTH
nocryia ayaurTa 006BekToB OC
MexaHnu3M pasrpaHUdeHHs IpaB M
JIOCTYIIA K 3aITyCKy [POLECCOB MexaHu3M MapKUpPOBKH €XaHW3M rapaHTUPOBAHHOTO
JOKYMEHTOB BOCCTAHOBJICHUSA

Mexanu3m uaeHTHGUKAH 1
ayTeHTH( UKALTUH

MexaHN3M HaJISKHOTO
anMuHHUCTpUpoBanus C3U

MexaHu3M KOHTPOJIS uenoc-rnoc—rn]

cpenst
—{ MexaHU3M OYHCTKHA MTaMsATH ] pea

MexaHu3M pasrpaHUdeHus Ipas
JOCTyIla K opTam

MexaHHU3M rapaHTUPOBAHHOTO
yaajieHus

BBOJIa-BhIBOJIA HA OTYYKIAaeMbIi

MexaHu3M pasrpaHUYCHUS IIpaB
GdusHIecKnii HoCUTENb

PucyHok 1.1 — MexaHuambl 3awmtbl, obecneynsatoLme BbinonHeHne tpedosaHumn k C3U
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2 YcnoBusa NnpuMeHeHus

21 TpeboBaHuA K NporpaMMHOM U annapaTtHon KoHdpuUrypauum

C3WN ot HCO «Bbnokxoct-CeTb 4» yctaHaBnuBaetcs Ha MK ¢ npoueccopamu, MMeLWmMmm
apxutektypy x86 n AMD64. MogaepxmnBaemble OC MS Windows/Linux, nog ynpasneHnem
KoTopbIX oyHKUMoHnpyeT C3U, npuBeneHbl B Tabnuue 2.1.

Tabnuua 2.1 — lNepeyeHb nogaepxmMBaemMbiX onepaunoHHbIX CUCTEM

oC

MS Windows

Windows Server 2008R2 Foundation Edition SP1 (64-pa3psiaHas)
Windows Server 2008R2 Standard Edition SP1 (64-pa3psigHas)
Windows Server 2008R2 Enterprise Edition SP1 (64-pa3psagHas)
Windows Server 2008R2 Datacenter Edition SP1 (64-pa3psagHas)
Windows Server 2012/2012R2 Foundation (64-pa3psiaHas)
Windows Server 2012/2012R2 Essentials (64-pa3psiaHas)
Windows Server 2012/2012R2 Standard (64-pa3psgHas)
Windows Server 2012/2012R2 Datacenter (64-pa3psgHas)
Windows Server 2016 Standard (64-paspsagHas)

Windows Server 2016 Datacenter (64-pa3psigHas)

Windows Server 2016 Essentials (64-pa3psgHas)

Windows Server 2019 (64-pa3psagHas)

Windows Server 2022 Standard (64-paspsagHas)

Windows Server 2022 Essentials (64-pa3psgHas)

Windows Server 2022 Datacenter (64-pa3psgHas)

Windows 7 Professional SP1 (32-pa3psigHas/64-pa3psagHas)

Windows 7 Enterprise SP1 (32-pa3psigHas/64-pa3psgHas

Windows 7 Ultimate SP1 (32-pa3psgHas/64-paspsaHas)

Windows 8.1 Core (32-pa3psgHas/64-paspagHas)

Windows 8.1 Professional (32-pa3psinHas/64-paspsagHas)

Windows 8.1 Enterprise (32-pa3psagHasn/64-pa3psagHas)

Windows 10 Home (32-pa3psgHasn/64-paspsagHas)
Windows 10 Pro (32-pa3psigHasn/64-paspsagHas)
Windows 10 Enterprise (32-pa3psiaHasn/64-pa3psagHas)

Windows 11 Home (64-pa3psgHas)
Windows 11 Professional (64-pa3psigHas)
Linux

AstraLinux SE (CmoneHck)

AnbT 8CI1

PE OC 7.3 Mypom
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[MporpaMmmHble M annapaTtHble TpeboBaHWs K CpeacTBaM BbIYMCIUTENBHOM TEXHUKKU, Ha
KOTOpPbIX OYHKLMOHMPYET KNMeHTCKasa n cepepHas Yactb C3U npuBegeHsl B Tabnuue 2.2.

Tabnuua 2.2 — lNporpammHbie 1 annapaTtHble TpeboBaHMA K cpeacTBamM BblYMCIUTENBHOM
TEXHWUKN, Ha KOTOPbIX YHKLUMOHUPYET KNMEHTCKasi U cepBepHasn Yactb C3U

TpeboBaHus HauvmeHoBaHue MpumeyaHue
TpeGoBanus : O6ycnoeneHbl TpeboBaHsiMK ncnonbdyemMbix OC cm. Tabnuuy 2.1
NpPoOu3BOAUTENBLHOCTHU
AnnapaTtHble Ucnonb3oBaHue nepcoHarnbHbIX UAEHTU(UKATOPOB
Tpeb6oBaHuA USB-nopt

O6HoBnNnEeHus
ona OC Windows 7 un
KB3033929, KB4474419, KB4490628 Windows
Server 2008/2008R2
B OC Windows 7 nu
Windows
KB2921916 Server 2008/2008R2
ans MexaHu3ma
[JononHutenbHoe «KoHTponb neyatn»
nporpamMmmHoe Peanusauusa ayteHTudmkauum ¢ ucnonb3oBaHuem FOCT ceptucdmkatoB —
obecneyeHue KpunTolpo'
CK3W «KpunTtollpo CSP» ‘ Bepcun 3.6 1 BbilLe
OpaBepbl TOKEHOB
[panBepbl yCTPONCTB NpoM3BOAUTENEN ‘ cm. Tabnuuy 3.1

MporpammHas nnatdopma
pacnpocTpaHsieMbin naket Microsoft Visual C++ 2015-
2019 Redistributable

Mpn  uncnonb3oBaHWK

NET F k4.5.2
ramework 4.5 nogcuctemsl YT

obHoBneHne «Remote Server Administration Tools»:

e nansa OC Windows 7 "Remote Server Administration
Tools for Windows 7" (https://www.microsoft.com/en-
us/download/details.aspx?id=7887);

e ansa OC Windows 8.1 "Remote Server Administration
Tools for Windows 8.1" (https://www.microsoft.com/en-
us/download/details.aspx?id=28972);

e ana OC Windows 10 go Bepcum 1903 "Remote
Server Administration Tools for Windows 10"
(https://www.microsoft.com/en-
us/download/details.aspx?id=45520).

Cuctembl ynpaBneHnus | CYB[] «PostgreSQL»

6aszamum OaHHbIX CepTtndukar

(CYBO) CYBA «Jatoba» cofTBeqTDCTBMﬂ ®CTIK

Mpn  uncnonb3oBaHUK
NoACUCTEMBI
yrnpaBreHnss TokeHaMu
Ha knneHTckux OC

" Mpw ncnonb3oBaHUK LIMEPPOBLIX CEPTUDUKATOB, BbIpabOTaHHbLIX C NMOMOLLBI BCTPOEHHbLIX BO3MoXxHocTel OC,
ycTaHoBka gononHutensHo MO He TpebyeTcs.
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2.2
Linux

Mepen yctaHoBkon cepsepHon dactu C3UM ot HC[O

pasBepTbiBaHMS,

NnakKeTbl:

knneHta brokxocT-CeTb
ybeauTbes, 4To Ha paboyen ctaHumm nog ynpasneHmem OC Linux ycTaHOBREHbI criegyloLine

nnn

- ana OC AstraLinux SE (CmoneHck):

«brnokxoct-Cetb 4,
KOHCOJT  ynpaBlieHus,

Maketbl ana d¢pyHkumoHnposaHma C3U noa ynpasneHmem OC

Maker C3U ot HC[]
«BnokxocTt-CeTb 4»

CTOpOHHME 3aBMCUMOCTHU, HarIM4ne KOTopbIX
[OMKeH o6ecnevynTb agMUHUCTPATOP ANA
NMOJIHOLEHHOW paboTbl NakeTa

CTOpOHHME 3aBUCUMOCTH,
ycTaHaBnMBaemMble BMecCTe C
nakeTom aBTOMaTU4eCKU

CepBepHas 4yacTb

libxcb-xineramaO

libpg5

Idap-utils
libsasl2-modules-gssapi-mit

KnuneHTckas 4yacTtb

libxcb-xinerama0
I[dap-utils
libsasl2-modules-gssapi-mit

libxcb-xineramal

KoHconb Idap-utils -
libsasl2-modules-gssapi-mit

floacucrema libxcb-xineramaO -

pa3BepTbiBaHUA

Moacuctema

ayTeHTUUKauum ) )

- ans OC Anbt 8 CIT:

Maker C3U ot HC[
«BnokxocTt-CeTb 4»

CTOpOHHME 3aBUCUMOCTU, Harn4une KoTopbIx
[OMKeH o6ecnevynTb agMUHUCTpaATOP ANA
NMOJIHOLEHHOW paboTbl NakeTa

CTOpOHHME 3aBUCUMOCTH,
ycTaHaBnMBaemMble BMecCTe C
nakeTom aBTOMaTU4eCKU

CepBepHas 4yacTb

libxcbutil-image
libxcbutil-icccm
libxcbutil-keysyms
libxcb-render-util
openldap-clients

KnuneHTckas 4yacTtb

libxcbutil-image
libxcbutil-icccm
libxcbutil-keysyms
libxcb-render-util
openldap-clients

KoHconb

libxcbutil-image
libxcbutil-icccm
libxcbutil-keysyms
libxcb-render-util
openldap-clients
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C3W ot HCL] «BriokxocT-CeTb 4»
OnucaHve npuMeHeHns

Maker C3U ot HC[
«BrnokxocT-CeTb 4»

CTOpOHHME 3aBUCUMOCTHU, HanNM4me KOTopbix
[OoJXKeH obecnevynTb agMUHUCTpPATOpP AnA
NosiIHoLUeHHOW paboThbl NakeTa

CTOpOHHME 3aBUCUMOCTH,
ycTaHaBnMBaeMble BMecTe C
nakeTom aBTOMaTUYeCKU

Mopocucrema
pa3BepTbiBaHUA

libxcbutil-image
libxcbutil-icccm
libxcbutil-keysyms
libxcb-render-util

Moacucrema
ayTeHTUdMKaumm

- ana OC PE[

OC 7.3 Mypowm:

Maker C3U ot HC[]
«BnokxocTt-CeTb 4»

CTOpOHHME 3aBMCUMOCTHU, HarIM4ne KOTopbIX
[OMKeH o6ecnevynTb agMUHUCTpATOP ANA
NMOJIHOLEHHOW paboTbl NakeTa

CTOpOHHME 3aBUCUMOCTH,
ycTaHaBnMBaemMble BMecCTe C
nakeTom aBTOMaTU4eCKU

CepBepHas 4acTb

xcb-util-image
xcb-util-wm
xcb-util-keysyms
xcb-util-renderutil
openldap-clients

KnuneHTckas 4yacTtb

xcb-util-image
xcb-util-wm
xcb-util-keysyms
xcb-util-renderutil
openldap-clients

xcb-util-image
xcb-util-wm

pa3BepTbiBaHUA

xcb-util-keysyms
xcb-util-renderutil

KoHconb xcb-util-keysyms -
xcb-util-renderutil
openldap-clients
xcb-util-image

Moacucrtema xcb-util-wm

Moacucrtema
ayTeHTUUKauum

2.3

OrpaHunyeHus npu akcnnyartauum C3U

He cnepyet ncnonb3osaTb C3UM onga 3awmtel o1 HCL TepMmnHanbHbIX CEpBEPOB.

He pekomeHgyeTcsa ycTtaHoBka cepBepHon vactu C3M Ha cepBep C porbl KOHTposnepa
pomeHa (Domain Controller) Microsoft Active Directory.

MNMepen Havyanom yctaHoBkn C3W Ha OC Windows 8.1/2012/2012R2/10/11/2016/2019/2022
HeobXxoAnMO OTKIIYUTL BCTPoeHHbIN aHTuBupyc OC (Windows Defender).

[lna ceTeBOro B3aMMOOENCTBUS CEPBEPHOM W KnNneHTckux 4vacten C3U Ha cepBepe
©e3onacHoCcT OomKeH ObITb OTKPbIT 999 TCP nopT. [Ins B3aMmoaencTeBnsa cepsepa CUCTEMbI
pa3BepTbIBaHUSA U areHTOB pa3BepTbiBaHMS Ha cepBepe 6e30MacHOCTM JOMKEH ObiTb OTKPbIT
25000 TCP noprT, Ha knueHTe — 25001 TCP nopT. [Ina NnOCTpOeHUs nepapxmm cepBepoB Ha
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cepBepe 6e3onacHocTM JormkeH 6biTb OTKpbIT 59731 TCP nopT.

Mepen Havanom yctaHoBkm C3M Ha OC Windows Heobxogmmo ybeoutbcss B YCTaHOBKE
KOPHEBbBIX N MPOMEXYTOYHbIX CEpPTM(MKATOB ONsi NPOBEpKM cepTudumkata noanvcu Koaa.
Cnuncok cepTnunkaToB U UX ycTaHoBKa npmBeaeHbl B gokymeHte «C3W ot HC[ «bnokxocT-
CeTb 4. PykoBoacTtBo no uHctannsumm B8 OC Windows».

B HekoTOpbIX criyyasx Ans KOppekTHoro gyHkunoHuposaHuss C3M HeobxoaumMo MNOHM3UTL
ypoBeHb KOHTpons y4eTHbIx 3anncen (UAC) B OC Windows (BNnoTb 40 MOMHOro OTKOYEHUS).
MoppobHoe onucaHne npuBegeHo B pokymeHte «C3WM ot HCLO «BbnokxocT-CeTb 4».
PykoBoacTtBo agmuHucTpatopa 6esonacHoctn. Yactb 1. YnpaBneHue nonmtukammy.

Ona yctonuymeon pabotbl C3M n BO msbexaHue KOHMNUKTa C ApYyrMMU NpPOorpaMmHbIMU
cpeactBaMm HeobXoauMMO yaanuTb paHee YCTaHOBMEHHblE M He ycTaHaBnuBaTb HOBbIE
nporpamMmmesl, crnegsuwme 3a paboton gannoson cuctemsl. K Takmm nporpamMmMHbIM cpeacTBam
OTHOCATCS:

- cpencTea 3alnTbl OT HECAHKLMOHUPOBAHHOMO JOCTYNa;
— aHanuaaTtopbl panoBON CUCTEMBI.

Honyckaetca coBmectHass pabota C3W ot HC[L «bnokxoct-CeTb 4» co cnegytowmm
aHTMBMpYyCHbIM [M0O:

- Kaspersky Endpoint Security 10;
- Symantec Endpoint Protection v.12.

Onsa yctpaHeHns npobrnem cosmectumoctn C3U ot HC[L «bnokxoct-Cetb 4» co
aHTMBMpYyCHbIM 10O Heobxoanmo pgobasuTb B ucknodeHnsa nanky C:\Blockhost. Noagpo6Hoe
onucaHue npueBeaeHo B gokymeHTe «C3WM ot HC[L «bnokxocTt-CeTb 4». PykoBoACTBO
agMunHucTpaTopa 6esonacHocTu. YacTb 1. YnpaBneHne nonntnkaMmmy.

Ansa yctpaHeHns npobnem cosmectumoctn C3UN ot HCI «bnokxoct-CeTb 4» ¢ «DrWeb» Ha
Bpemsa yctaHoBkn C3UM ot HC[L «bnokxoct-CeTb 4» HEO6XO4MMO YyCTaHOBUTbL paspeLleHune
«KoHpurypauma 6esonacHoro pexumay. NMNogpobHoe onucaHve nNpuBEOEHO B AOKYMEHTE
«C3U ot HC[] «bnokxoct-CeTb 4». PykoBoACTBO agMuHUCTpaTopa 6esonacHoctn. Yactb 1.
YnpasneHne nonantukammny.

Mepepn yctaHoBkon knueHTckon vactn C3UN ot HCO «BnokxocT-CeTb 4» C BKNIOYEHHbIM B
YyCTaHOBKY KOMMOHeHTOM Cemeeol ¢hunbmp mMaHOamMHO20 MexaHU3Ma Ha KIMEHTCKOM
paboyen cTaHUMM HeOBXOAMMO OTKIHYUTL MexaHu3Mm camosawmTbl «Kaspersky Endpoint
Security» npn HanMyuun cooTBeTCTBYlOLEro aHTnusmpycHoro MO Ha Bpema yctaHoBku C3U.

Ansa nposepkn coBmectumoctn C3U ot HCL «bnokxoct-CeTb 4» C ApYyrMM aHTUBUPYCHbIM
nporpammHbiM obecneyennem (MO) HeobxoaumMo nocnenoBaTenbHO BbINOMAHUTL CreayroLwme
AEeNnCTBUS:
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1) Yctanosutb C3M ot HCI «Brnokxoct-CeTb 4» Ha [MK.
2) YctaHosuTb aHtusupycHoe [10.

3) BbinonHute pernameHTtHoe TectupoBaHve C3W ot HCO «bnokxoct-CeTb 4» B
cootBeTcTBUN C [lpunoxeHnem 3 Kk pokymeHty «C3W ot HC[ «bnokxoct-CeTb 4».
PykoBoacTBo agMuHuctpatopa 6esonacHoctn. Yactb 1. YnpasneHue nonmtnkamm.

4) B cnyyae coBnageHns pes3ynbTaTOB BbINOMIHEHWMA TECTOB C  OXuaaembiMu
pesynbTaTtamm K3  3KCMNyaTauMOHHOW [AOKYMEHTauuu paspellaeTcd COBMECTHOe
ncnonb3osaHme C3WN ot HC «bnokxoct-CeTb 4» 1 ncnonbdyemoro aHtusmpycHoro MO.

Ona skcnnyatauun u adgektneHoro npumeHenns C3U ot HCO «bBrnokxoct-Cetb 4»
Heo6Xxo4MMO NCNONb30BaHUE NMLEH3MOHHOIO cuctemHoro 0.

Ona koppektHon pabotel C3W ot HC[L «bnokxoct-CeTb 4» Heobxoaummo OTCyTCTBME
ANHAMUNYECKNX OUCKOB Ha KOMMblOTEpE.

HacTtpowiky napametpoB C3M gomKeH BbINONHATL TONbKO aaMUHUCTpaToOp 6e3onacHoCTu.

YctaHoBka C3U ot HC[L «Bnokxoct-CeTb 4» porkHa BbinonHATbea Ha K 3awuwiaemon
NnokanbHOW BbIYUCIINTENTbHOW CETW.

Bapnant C3W ot HCO «bnokxoct-CeTb 4» C yAaneHHbIM yrnpaBreHWEM MOXeT
YHKUMOHNPOBATL B foKanbHoOM ceTn 6e3 gomeHHon uHdpacTpykTypbl Microsoft Active
Directory n 6e3 FreelPA ana MK nog ynpasneHnem OC Linux.

YcrtanoBka C3W ot HCl «bnokxoct-CeTb 4» gormkHa BbINONHATLCS Ha Auck C:\. Ha xecTkom
ANCKE He OOIMKHO ObiTb APYrMX YCTAHOBMEHHbLIX ONepaLMOHHbIX CUCTEM.

Msrkun pexxum pabotel C3M ot HC «bnokxoct-CeTb 4» n ayteHTudunkauma cpeactesamm OC
Windows wucnonb3yloTca Ons NepBUYHOW HACTPOMKM cpeacrtBa  3awuTbl OO  Havana
akcnnyatauuun. B gaHHom pexume C3M He obecneymBaeT BbINONIHEHNE 3aABNEHHbIX (PYHKL M
B6esonacHocTn. Jkcnnyatnposatb C3M B msarkom pexunme ana sawmTtsl MK 3anpeLeHo.

I'Iepe,u, Ha4yanoM WCMonb30BaHMS Heob6XoAMMO O3HAKOMUTbLCHA C SKCI'IJ'IyaTaLI,VIOHHOVI
,EI,OKyMeHTaLI,VIeVI, BXOASLLEN B KOMMIEKT NOCTaBKN U3Oenus.

YctaHoBka C3U ot HC «BbnokxocTt-CeTb 4» aBTOHOMHOIO BapuaHTta, AofKHa NpoBOAUTLCA
B cootBeTcTBUM C pokymeHToM «C3W ot HC[L «bnokxoct-Cetb 4. PykoBoacTtBo no
mHctannaumm B OC Windows».

YctaHoBka C3U ot HCL «Bbnokxoct-CeTb 4» C yAaneHHbIM yMnpaBleHWEM, [OOJDKHA
NPOV3BOANTLCA B COOTBETCTBMM C JOKYMEHTAMM:

- «C3U ot HC[ «bnokxocT-CeTb 4. PykoBoactso no nHctannsaumm B OC Windows».
- «C3W ot HC[L] «bnokxocT-CeTb 4. PykoBoacTBo no nHctannauumn B OC Linux».

- «C3U ot HC[ «Bbnokxoct-Cetb 4. PykoBOACTBO agMuHucTpatopa 6GesonacHocTw.
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YacTb 2. PasBepTbiBaHWe u ayauT».

HacTtpowika noacuctemMbl ynpaBneHus TOKEHaMU OOSPKHa NPOM3BOAUTLCA B COOTBETCTBUN C
pokymeHtammn «C3M ot HC[O «bnokxoct-Cetb 4. PykoBogCcTBO agMuHUCTpaTtopa
6esonacHocTn. YacTb 3. Hactponka nogcuctemsl ynpasneHuns TokeHamu, LIC Microsoft CAx,
«C3U ot HCO «Bbnokxoct-CeTb 4. PykoBoAcTBO agMuHUcTpaTopa 6esonacHoctn. Yactb 4.
HacTtpowka nogcucrtemsl ynpasnernusi TokeHamu, LIC DogTag».

PaboTa agMUHUCTpaTopa AOJ1KHA OCYLECTBIIATLCA B COOTBETCTBUMN C AOKYMEHTAMMU!

— «C3N ot HCL «bnokxoct-CeTb 4. PykoBOACTBO agMuHMcTpatopa ©e30onacHOCTW.
YacTb 1. YnpaBneHue nonmtnkamm.

- «C3N ot HCL «Bbnokxoct-CeTb 4. PykoBOoACTBO agMuHMcTpatopa ©e30onacHOCTW.
YacTb 2. PassepTbiBaHne 1 ayant».

- «C3U ot HC[ «Bbnokxoct-CeTb 4. PykoBOACTBO agMuHucTpatopa 6GesonacHocTw.
YacTb 5. YnpaBrneHne TOKeHaMny.

- «C3N ot HCL «bnokxoct-CeTb 4. PykoBoACTBO agMuHMcTpatopa ©e30nacHOCTW.
YacTtb 6. MNogcnctema MNYMT».

- «C3U ot HC[ «BbnokxocTt-CeTb 4. PykoBOACTBO agMuHucTpatopa 6GesonacHocTw.
YacTtb 7. KoHconb ynpasneHna knneHtom B OC Linuxy.

PaboTta nonb3oBaTtensa AoSmKHA OCYLLECTBATLCA B COOTBETCTBUMU C JOKYMeHTOM «C3U oT
HC[I «bnokxocTt-CeTb 4. PykoBOACTBO Nosib3oBaTens».

BctpoeHHaa B OC y4veTHaa 3anucb «AOMWHUCTPATOP» OOSMKHA WCNOMb30BaTbCA MOA
KOHTPONEeM COTPyAHUKa, OTBETCTBEHHOro 3a obecneveHne nHHopmMaunoHHON 6e3onacHOCTH,
TOMbKO B CneayloLwmnx cryvyasx:

- AN co3gaHusa crneumanbHON y4eTHOM 3anmMcn agMmuHucTpaTtopa 6esonacHocty C3U;

- ANns paspelueHust npobnem oTkasa annapaTHOro unu nporpammHoro obecneyexus MK,
NPV KOTOPbIX HEBO3MOXEH BXOA B CUCTEMY B LUTATHOM PEXMME.

JlokanbHOMY nonb3oBaTento BCTpoeHHon B OC yyeTHOM 3anmcn «AOMUHUCTpATOpP» U
agMuHucTpaTopy 6esonacHoctn C3U 3anpewaetcs yyacTBoBaTb B npouecce o6paboTku
nHopmauum.

Mpu akcnnyaTtauun C3U ot HCL «BnokxocT-CeTb 4» Ha paboyen cTaHuMmM NOA ynpaBreHneM
OC Linux He pekomMeHOyeTCHA WUCMOMb30BaHWE OAMHAKOBbIX HAaWMEHOBAHWW OOMEHHbIX W
NOKanbHbIX YY4eTHbIX 3anncen nonb3oBaTenen.

Mpn HacTponke MaHO4ATHOrO MexaHu3Ma pasrpaHuyeHust goctyna m akcnnyatauum C3U ot
HC[L] «Bbnokxoct-CeTb 4» 3anpelieHo co34aHue BIIOXEHHbIX OObEKTOB, ANSt KOTOPbIX B
00beKkTe C HM3KOW KnacCUMKaLUMOHHON METKOM MOXeT ObiTb pas3melleH obbekT ¢ bonee
BbICOKOW KNacCUUKaUMOHHON MeTKOW. 3meHeHne knaccuuKaunoHHbIX METOK 0OBbEKTOB
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AOIMKHO NpPOBOAUTBLCS MNOA KOHTPOMEM COTPYAHMKA OTBETCTBEHHOro 3a obecneveHune
NMHpopMaunoHHON 6e3onacHOCTH.

Mpn pabote c 3awmuwiaemMon MHGOpPMaUMEN, B Ka4eCTBE MNEPCOHarbHbIX 3MEKTPOHHbIX
NOEHTUMPMKATOPOB MOTyT WCMOMb30BaTbCS 3ANEKTPOHHbIE MOEHTUdUKATOPbI  (TOKEHbI),
nmetome cooreetTcTBytowme ceptudukaTol PCTIK, OCB.

Mocne ycraHoBkn C3WN ot HC[L «brokxoct-Cetb 4» Ana ycTpaHeHus Ys3BUMOCTU
onepaunoHHON CUCTEMbI agMuHUCTpaTopy 6e30macHOCTU HeoBXOAMMO OTKNIYUTL cpeay
BoccTaHoBneHmna OC Windows. OTkntoveHne cpebl BocctaHoBneHns OC Windows onucaHo
B pokymeHte «C3UW ot HCLO «bnokxoct-CeTb 4». PykoBOACTBO aAMUHUCTpaTopa
6esonacHocTn. Yactb 1. YnpaBneHue nonmtmkammy.

Bce wucnonb3yemble  nepcoHamnbHble  SMEKTPOHHble  MAEHTUdUKATOPbI  nognexat
ob6s3aTenbHOMY y4eTy U MapKMpPOBKe.

[nsa nogaepxaHus Heo6xoaMMoro ypoBHs 3alumiieHHocTr MK 1 nHbopMaLUmMoHHbBIX pecypCoB,
akcnnyaTauumn n 3¢pEeKTUBHOrO NPUMEHEHNS CUCTEMbI 3aLLMTbl OMNOSTHUTENBbHO TpebyeTcs
BbIMOSIHEHNE CneayLmnX OpraHn3aLMOHHO-TEXHUYECKUX MEePONPUATUN:

- obecneyeHne dusndeckonm coxpaHHoctn (uenoctHoctn) MK, Hanmyne duanveckomn
OXpaHbl MOMeLLeHUs, B KOTOpoM akcnnyatupyetca MK u  wucknoyeHne BO3MOXHOCTU
HeCaHKLMOHMPOBaHHOro aocTyna K MK nocTopoHHMX nunu;

- Hanuune agMuHUcTpaTtopa 6es3onacHOCTW, OTBEYaloLWlero 3a €ee YCTaHOBKY U
npaBuIbHYO SKCMyaTaLumio;

— cobntogeHne npvHUMna MmuHMmMmMsauum npmsunernin nono3osatenen MK, npu kotopom
nosfib3oBaTensiM NpeoCTaBNATCS TONbKO T€ NpaBa 4OCTyna, KOTopble HeobXoaUMbI UM ANs
BbIMNOMNHEHU cnyxebHbix oba3aHHocTen. [lpmBunernn nokanbHbIX agMuHucTpaTopoB [MK
AonyckaetTcs  NpefoCTaBnATb  TONMbKO  MOMb30BaTeNnsAM,  BbIMNOMHAKWMM  (PyHKUMMK
agMmunHuctpaTopa 6esonacHoctn C3U;

— XpaHeHVMe B cekpeTe napornen (kogoB), a Takke — PIN-kogoB nepcoHarnbHbIX
3NEKTPOHHbIX MAEHTUUKATOPOB aAMUHUCTPATOPa 1 NOfb3oBaTENEN CUCTEMBI;

— nepuoanyeckas cmeHa naponen n PIN-kogoB nomnb3oBaTenen v agMuHUcTpartopa
6esonacHocCTY;

- y4yeT HocuTenenm MHpopmMaummn (CbeMHbIX NOAKNIYaEMbIX HOCUTENEN, NEPCOHAaNbHbIX
ANEKTPOHHbIX NOEHTUEMKATOPOB U T.M. YCTPOUCTB);

- nepuoanyeckoe TectupoBaHve @yHkumn C3UW ot HCLO «bnokxoct-Cetb 4» B
cootBetctBUM C [lpunoxeHnem 3 «C3W ot HCLO «bBnokxoct-Cetb 4. PykoBoacTBO
agMuHucTpaTopa 6e3onacHocTu. YacTtb 1. YnpaBneHue nonutnkammy;

- ncnonb3oBaHue B K cepTUdMLUMPOBaAHHbBIX TEXHUYECKMX M NPOrpaMMHbIX CPEeACTB;

— npoBepka Hocuternen nHdopMauum Ha Hann4ne BUPYCOB.
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AgmuHuctpatopy 6e3onacHocTn HeobxoomMmo obecneyvnTb KOHTPOSb Hanuums U cos3gaHus
AOMNONHUTENBHbIX CCbINOK Ha 06bEKTbI, NOAAEPKNUBAEMbIX (haNIoBOM CUCTEMOMN.

[omkHbl OblTb YCTaHOBMEHbl BCe akTyarnbHble OOHOBREHUs 6Ge3onacHOCTM cpeabl
dyHKumoHunpoaHua C3U ot HCL «bnokxocT-CeTb 4». INpn akcnnyatauun N3genus B cpene
onepaumoHHblx cuctem Windows 7/ Server 2008R2 ob6sa3aTenbHa ycTaHOBKa pacLUMPEHHbIX
obHoBneHnn 6e30nMacHOCTM B paMKax MporpamMmmbl TexHU4Yeckon noaaepxku Extended
Security Updates Microsoft.

YcraHoBka u akcnnyatauma ak3emnnsapa C3W ot HCO «bnokxoct-CeTb 4» pomkHa
BbIMONMHATLCA TOMbKO C [OeWCTBylOLWEen nuueHsMen Ha wucnonb3oBaHne. C3UW ot HC[A
«Bbnokxoct-CeTb 4» He BbINOMHAET (PYHKUMW 3alUTbl NOCME MUCTEYEHUA CpoKa OencTBud
NULEH3UK HA UCMOSIb30BaHMe.

Mpwn akcnnyatauun C3U ot HCL «bnokxocT-CeTb 4» B rocygapCTBEHHbIX MHGOPMALMOHHBIX
cuctemax 1 knacca 3awmueHHocTn ans obecneveHnsa ycunexdms 46 mepbl 3awmtbl PCB.1
peanu3oBaHa BO3MOXHOCTb nepeagayn cobbiTuii 6€30nMacHOCTU B CUCTEMY, HE BXOASLLYIO B
COCTaB CpeacTBa 3almThbl.

I'IpM aKcnnyaTtaunn nagenuna cnenyet y4ectb cneayruine orpaHn4eHna MmexaHmama KOHTpOI 4
nevyaTtu.

— 3anpeLlaeTcs BKNOYeHMe mexaHmama KoHTpona nevatn C3M Ha paboumx cTaHumsx ¢
yctaHoBneHHbiM DLP-areHTom Symantec Data Loss Prevention — npu Bknto4eHnn mexaHnama
KOHTPOMS neyaTu NpoMcxoauT aBapumHOe 3aBepLueHne npouecca explorer.exe;

- ana ycronumsoro dyHkumoHuposaHus APM, ¢ yctaHoBneHHbiM CK3W «Kpuntollpo
CSP», npu ucnonb3oBaHum mexaHnama koHTpons nedyatn C3U, sepcusa cbopkm CK3U gormkHa
6b1Tb 3.9.8293 nnun 4.0.9589 (Gauss) u BblLe;

- GrnoknpyeTcsi BO3MOXHOCTb MevYaTu COAEepPXUMOro CcTpaHuubl ©Opaysepa Internet
Explorer (Bepcusi 11) npu BKIOYEHHOM KOHTpoOsie y4yeTHbIx 3anucen (UAC);

- neyaTb Ha NpuHTepax obuwiero goctyna (NokanbHbIX NpUHTEPaAxX paboymx cTaHuun,
AOCTYN K KOTOpPbIM NMpefoCcTaBreH Nnonb3oBaTensiM ceTu) BO3MOXHA TOMbKO MPU BKITHOYEHUN
Ha KnueHTckon paboden cTaHumm, koTopas obpallaeTcs K NpuHTepy obuiero JocTtyna,
MexaHu3Ma KOHTPOnsi nevatv C MPOCTAHOBKOW cCreuManbHOro KOFIOHTUTYNa Mo LwabnoHy
neyaru;

- neyaTb Ha nNpuHTepax obliero JocTyna (NokanbHbIX NPUHTEPOB paboymx CTaHuun,
AOCTYN K KOTOPbIM NPeAoCTaBMNEeH NOMb30BaTENAM CETU) BO3MOXHA, TONIbKO ecnn Ha paboyen
CTaHuuMM1, C KOTOPOM NpeaocTaBnaeTca obLWwun AocTyn K npuHTepy (NpuHT-cepsepe), C3U He
YCTaHOBIEHO;

— Heobxoaumo ucnonb3oBatb gpansepbl nedatn Windows Type 3 unmn Windows Type 4,
3arpyxeHHble ¢ Beb-canTta npomM3BOANTENS NPUHTEPA;

- Heobxoammo ybeanTtbcsa B 3anycke cnyxbbl neyatn «Print Spooler», ncnonb3dyemon
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MEXaHM3MOM KOHTPONA nevatM BO BpeMs MHMUManusauum (3anyck crnyxObl OOCTyneH B
KOHTEKCTHOM MeHto IMyck — [lMaHenb ynpasneHuss — AOMuHucmpupoeaHue — Cryx6bi
— fJucnemyep neyamu),

- C3W nooagepxusaet nevatb n3 UWP n METRO npunoxenui;

— neyatb u3 6paysepa Internet Explorer BO3MOXHa TONMbKO NPU WUCMNOMb30BaHWUU
Apaveepos neyatu sepcun Windows Type 4;

— nevatb Ha ceTeBbIX NpuHTEpax UWP npunoxeHusm 3anpeLlaeTcs;

- npu ne4yatm Ha ceTeBblX MPUHTEpax B obpaboTumke 3agaHuMi nedaTtn OOSmKeH ObiTb
yCTaHoBIIeH TUN AaHHbix RAW.

Mpu akcnnyataumMnm u3genusa cnegyet YYecTb criegylolime OorpaHuyeHust noacuMcTeMbl
rapaHTUpoBaHHOro yaaneHus no Tpebosanuio (CYMT)?:

- B nogcucteme [YIT HeOoCTynHO rapaHTUpOBaHHOE yaaneHue no TpeboBaHuto
dannos, Haxoasawwmxcsa Ha SSD n USB-Hocutensx;

- ansa nonHon ounctkn SSD n USB-HocuTenem BO3MOXHO MCNOMb30BaHME onepaunn
OYUCTKM CBOBOAHOrO NPOCTPAHCTBA AaHHbIX HAaKonMTenen nHdopmauun.

2 OrpaHuyeHus kacatotcs moaynsa MYMNT GIS.WipeFiles<Homep eepcuu>.msi ycTaHaBNMBaeMoro oTAesNibHO Ha
KIMMEHTCKY paboyyto CTaHLuIO.
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3 OnucaHue 3agaymn

C3W ot HCL «Bbnokxoct-CeTb 4» sBNsieTCA NporpaMmMHbIM CPeCTBOM KOHTPONSA CbeMHbIX
MaLUMHHbIX HOcuUTernen uHoOpMauuuM W 3awmTbl OT HECaHKLMOHMPOBAHHOIO AoCTyna K
nHdopMauumn, npeaHasHavyeHHbIM Anga 3awmTbl nHpopmaummn AC knacca sawmuweHHoctn 117,
MC 1 «knacca 3awmweHHoctn, ACYTIT 1 «knacca 3awmuweHHocTy, obecneyeHns
6e3onacHOCTM NepcoHarbHbIX aHHbIX 1 YPOBHS 3aLLMLLEHHOCTU, 3Ha4YnMbIX 06bekToB KN 1
kateropum Ha 6asze T[K nog ynpaBneHnem OC cemenctB Microsoft Windows
2008R2/7/8.1/2012/2012R2/10/11/2016/2019/2022, Astra Linux Special Edition (CmoneHck),
Anet 8 CI1, PEQ OC 7.3 Mypowm.

C3N ot HCO «Bbnokxoct-CeTb 4» aBnseTcs cneunann3npoBaHHbIM nporpammMHbeivM C3W,
KoTopoe obecnevnBaeT BO3MOXHOCTb:

— naeHTudurKauum n ayteHTudmkauum nonb3osatenen NHPOpPMaLMOHHON CUCTEMBI NPU
nonbITKax Bxoga Ha 3awmwaemble K.

— OBYX(pakToOpHON ayTeHTMdMKaumm nonb3oBatenen UHPOPMAUWUOHHOM CUCTEMBI MpU
Bxoge Ha 3awmwaemble [MK, npu nomoLwmM AOMOMHUTENbBHBLIX TEXHUYECKUX CPpeactB —
nepcoHarnbHbIX OEHTUMUKATOPOB Morb3oBaTens (TOKEHOB).

— KOHTPOSIS npaB JocTyna nosibaoBatesnien MHPOPMaLMOHHON CUCTEMbI K 3alluLLaeMomn
nHdopmauuu Ha lK.

- KOHTPONS MNOAKMIYEHUA W UCMOMb30BaHUA CbEMHbIX MAaLUMHHBIX HOCUTEneun
nHpopmauum Ha 3awmaembix MK.

Ona C3M B 3aBucMMOCTM OT npuobpeTaemMon JNMLUEH3MM BO3MOXHbI [Ba BapuaHTta
NCNosb30BaHUS:

— BapuaHT Ne1 - aBToHOMHbIV BapmaHT C3WU, npu kotopom C3U yctaHaBnusaeTcs Ha 1K
nog ynpasneHnem OC MS Windows 1 ncrnonb3yeTcsi nokanbHo;

- BapuaHT Ne2 - BapuaHT C yaaneHHbiM ynpasneHnem C3W, npu KOTOPOM KIMEHTCKME
yactn C3W ycraHasnueatotcsa Ha MK nog ynpasneHnem OC MS Windows/Linux (PEL OC),
KNWeHT yrnpasrieHusa yctaHasnueaetca Ha 1K nog ynpasneHuem ceptuduuymposaHHorn OC
Linux (Astra Linux SE, AnbT 8 CI)3 1 paboTatoT nog ynpasneHnem cepBepHoi Yactu C3U,
yCTaHOBMeHHOW Ha cepBep 6esonacHoctn noa ynpasneHnem OC MS Windows/Linux. B
COCTaB YCTaHOBKM KNuneHTa ynpasneHus/knveHta nog ynpasrneHnem OC Linux BkntovaeTcs
KOHCOINb yrNpaBreHus KITMEHTOM.

3 ®YHKLMOHAarbHbIe BO3MOXHOCTY KNneHTa yrnpaeneHus nog ynpaenedvem OC Linux (Astra Linux SE, AnbT 8
CIT) orpaHunyeHbl BO3MOXHOCTbK ynpaBrneHus BxogomM B OC un  OBYyX(haKTOpPHOM ayTeHTUdMKalmen
nonb3oBatenen npu Bxoge B OC npy NOMOLLM MEPCOHANbHbLIX 3MEKTPOHHBLIX WMAEHTU(UKATOPOB, B T.4. C
MCMoNb30BaHMEM LMMPOBLIX CEPTUMDUKATOB MOMb3oBaTeNen, XpaHsLWMXCA Ha HUX; BO3MOXHOCTbIO KOHTPOJIS
LileNoCTHOCTU (halifioB U rapaHTMPOBaHHbIM yaaneHnem no TpeboBaHuto.
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B coctaB BapnaHTa Ne1 BxogAaT KOHCONb yrpaBreHus, cepBepHas 1 knueHTckas Yactun C3U,
dyHKUMoHMpytowme Ha ogHom (1K nog ynpasneHem OC MS Windows. CeTeBon pexunm
paboTbl ANs AAHHOrO BapuaHTa WCMNONb30BaHUS HEBO3MOXEH WU OrpPaHUYeH aBTOHOMHOW
NUUEH3NEN.

B coctaB BapuaHTa Ne2 BxogAaT:

- knueHTckast Yyacte C3UN ot HC[ «bnokxoct-CeTb 4», KOTOpasi yCTaHaBNMBaeTCA Ha
KnueHtckne paboume ctaHumm nog ynpasnedmem OC MS Windows/Linux (PEL OC);

- cepBepHasa 4actb C3UN ot HCL «bnokxoct-CeTb 4», KOTOpas yCTaHaBfMBaeTCA Ha
cepBepbl 6e3onacHocTn nog ynpasneHmem OC MS Windows/Linux;

- KNWEHT YynpaBfieHUs, KOTOPbIA YyCTaHaBNMBaeTCA Ha paboyyd CcTaHuMio nog
ynpasneHuem ceptudpuumposaHHon OC Linux (Astra Linux SE, Anbt 8 CI);

- KOHCOSb YNpaBreHus, Kotopas yctaHaBnuBaeTcs Ha pabodee MecTo agMUHUCTparTopa
nog ynpaesneHnem OC MS Windows/Linux 1 no3sonseT ynpaBnaTb passepTbiBaHnem C3U Ha
KNMEeHTax, MOAKIOYEHNEM KIMEHTCKMX YacTen K CEpBEPHOM YacTu M HacTporkamu cbopa
cobbITnn 6e30MacHOCTMW.

Moopepxneaemble C3M ot HCL «bnokxoct-CeTb 4» [OOMNONHUTENbHbIE TEXHUYECcKune
cpenctBa (nepcoHarnbHble  3MEKTPOHHbIE  MOEHTUMAMKATOPbLI MONb3oBaTernen), KoTopble
NCNosb3yTCA OS89 ABYX(aKTOPHON uaeHTUmnkaumm n ayteHTugukaumm nonib3osartenemn Ha
MK npuBeneHsl B Tabnuue 3.1.

Tabnuua 3.1 — lMoppepxuBaemble C3WN ot HCL «bnokxoct-CeTb 4» nepcoHarnbHble
naeHTuukaTopsl

Hocutenb npOM3BOAMTe.I1b HanmeHoBaHue HocuTenA

eToken Pro, eToken Pro (Java), eToken IOCT,
eToken NG-FLASH, eToken NG-FLASH (Java),
eToken NG-OTP, eToken NG-OTP (Java), eToken
GT (Java), eToken PRO (Java) SC,eToken PRO SC

SafeNet eToken 5100, SafeNet eToken 5105,
000 «CeptncumumpoBarHele | SafeNet eToken 5200, SafeNet eToken 5205,

eToken 3A0 «ANNTAOOVH P.O.»

feNet eTok
SafeNet eToken MHopMaunoHHble cuctembl» | SafeNet eToken 7200, SafeNet eToken 7300,
SafeNet eToken 4100
PyTtokeH, PytokeH S, PytokeH Lite, PytokeH OUIT,
PyTokeH* 3A0 «AktneB CodT» Pytoken OUIM 2.0, Pytoken 3UI 2.0 Flash, PyTtokeH
our 3.0
JaCarta 3A0 «ANNAOONH P.O.» JaCarta PRO, JaCarta FOCT, JaCarta PKI
JaCarta-2 nano NOCT JC-006, cmapT-kapTa JaCarta-
JaCarta-2 3A0 «ANTAOANH P.[.» 2 PRO/TOCT 334, cmapT-kapTa JaCarta-2 TOCT JC-

306, USB JaCarta-2 PRO/I'OCT 234, USB JaCarta-2

4 B knueHTe ynpaBneHusi/knueHTe nof ynpasneHnem OC Linux He noppepxuBaetcs pabota ¢ TokeHamu
PytokeH, PyTokeH S, PyTokeH Lite.
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Hocutenb MpousBoauTtenb HanmeHoBaHue HocuTens
FOCT 206
JaCarta LT 3A0 «ANNAOONH P.O.» JaCarta LT
000 «MHTEennekTyanbHble
eSmart Token CUCTEMBI ynpasnenuns | ESMART Token (USB-kntoy n cmapT-kapTa)
BGusHecom»
Avest Token | BAO «AsecT» Pecnybnuka .
Avest Token (AvB
(AvBign)5 Benapycb vest Token (AvBign)

Knuentckaa 4vacte C3W ot HC[LO «bBnokxoct-Cetb 4» obecnednBaeTr crneayowme
yHKUMOHanNbHbIe BO3MOXHOCTK 6e3onacHocTtn C3U:

- noeHTUukaums 1 ayteHTudukauua — agMuHucTpatopa — 6esonacHocTM U
nons3osaTternen, B TOM 4ucne C [PUMEHEHWEM TMEepPCOHarbHbIX  3IIEKTPOHHbIX
NOeHTUMUNKaTOPOB, NpMBEeAEHHbIX B Tabnuue 3.1, ¢ BO3MOXHOCTbIO B3aMMOOEWCTBUSA CO
cnyx6amun katanoros (Microsoft Active Directory, Samba AD , ALD Pro n FreelPA);

— BO3MOXHOCTb ABYX(PakTOpHOW ayTeHTMdukaumm nonb3oBatenen cpeacrtsamm C3U,
npu Bxoge B OC ¢ wucnonb3oBaHMEM UMPPOBLIX CEPTUPMKATOB MONb3oBaTENen
(cepTndmkaTbl MOryT XpaHUTbCA Ha BbllleyKa3aHHbIX MNepPCOHarbHbIX 3MEKTPOHHbIX
noeHtTudurkaTopax) ¢ BO3MOXHOCTbIO B3auMoAencTBust co cnyxbammu katanoros (Microsoft
Active Directory n FreelPA);

- ayaut n pernctpaunsa cobbiTuin Ge3onacHoCcTM npu obpaleHun K 3awmuaemMbiM
pecypcam [1K;

- KOHTpOSb yCTponcTB (cbemHble USB-yctponctea; CD/DVD-ycTponcTBa; yCTpOUCTBa,
nogkrtoyaemole Yepe3 COM- n LPT-nopTbl) Ha 3awmiaemsix [1K;

- KOHTPONb LEeNOCTHOCTU K BoccTaHoBneHns C3U npu cbosx;

- KOHTPOSIb MpaB [OCTyna nonb3oBatenen K 3awuwaembiM pecypcam Ha [1K ¢
NCNONb30BaHMEM OUCKPELMOHHOMO NPMHLMMNA KOHTPONA A0CTYNa;

— KOHTPONb MpaB [ocCTyna nonb3oBaTenen K 3awuwiaembim pecypcam Ha [1K c
NCrNonNb30BaHMEM MaHOATHOrO NPMHLUMNA KOHTPOSS 4OCTYNa;

- KOHTPOMb 3anycka YCTaHOBMEHHbIX NporpamMm, crnyx6/gpanBepoB; OTCrexuBaHue
N3MEHEHNIN nMnepeyHs KaTanoroB ob6Lwero [oCTyna, KOHTPOSib annapaTtHOM cpedbl Ha
3awmwaembix [K;

— OYUCTKY OCTATOYHOM MHAOPMaLMM Npu yaaneHum annoBblX OObEKTOB Ha XXECTKMX
AncKax n B onepaTtnBHOM NamMsaTh Ha 3awmwaembix [MK;

- KOHTPOIb LEenocTHOCTN dhannos Ha 3awmwaemblx [1K;

5 B knueHTe ynpasneHus/knueHTe nog ynpaeneHnem OC Linux He nopaepxuBaeTcs pabota ¢ TokeHamu Avest
Token (AvBign).
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- KOHTPOSb UCNOMHAEMbIX ddannos U megmadannoB Ha 3awmwaemblx [1K;
- KOHTPOSIb NeYyaTy AOKYMEHTOB, C BO3MOXXHOCTbIO MapKMPOBKM AOKYMEHTOB Npu nevatu;

— ynpaBneHne un agmuHucTpupoBaHme C3UM npu nomowm Hactpoek 6e3onacHoOCTU
knueHTtckom Yactn C3U, xpansawmxea B B HacTpoek 6e3onacHocTu Ha [1K;

- BO3MOXXHOCTb obecneyeHuns ynpasJrieHnem nepcoHarnbHbIMA ANTIEKTPOHHbIMA
VI,D,GHTVI(*)VIKaTOpaMVI nornb3oBaTenda (TOKeHaMVI) Ha NpoTAXXeHNn BCEero XM3HeHHOro LUunKna;

- BO3MOXHOCTb oObecneyeHus ynpasneHnem napamMeTpaMmy MeXaHU3MOB 3alUUThl
(ynpaBneHne Bxo4oM, ynpaBrieHue ayTeHTuduKaumemn nokanbHbIX W LOMEHHbIX
nonb3oBaTenen, ynpaBrieHMe CIIOXHOCTbIO MNaporier, KOHTPONb LEeNOCTHOCTWU) cpeacTea
nosepeHHon 3arpys3kn «SafeNode System Loader» Ha KnMeHTCKnx paboyumx cTaHumnax.

CepBepHas 4acTb (cepep 6esonacHoctn) C3U ot HC[L «bnokxoct-CeTb 4» obecneymBaeT
cnegyouwmne yHKUMOHarbHble BO3MOXHOCTM 6e3onacHocTn C3U:

- LleHTpanvM3oBaHHOe YydarneHHoe ynpaBneHve U agMUHUCTPUPOBAHUE MOAYUMHEHHbIX
cepBepoB, rpynn U KIMEHTCKUX paboymnx cTaHLUUA B CETH;

- ynpaBneHue HacTporkaMmmn 6e3o0nacHOCTM U nepegada HacTpoek 6e30nacHOCTH Mo BCen
nepapxmn B Bl HacCTpoek NogYNHEHHbBIX CEPBEPOB M KITMEHTCKMX pabounx CTaHLUU;

- LeHTpanu3oBaHHbIN cbop CcobbITMA ayguTa, OnpefernieHHbIX agMUHUCTPaTOpPOM
B©esonacHocTn, N0 BCEW MepapXuu MOAYMHEHHbIX CEPBEPOB, TPYMNN U KAMEHTCKUX paboumx
CTaHUMM BNSIOTb 4O FOfIOBHOMO cepBepa ¢ nocnegyowen nepegadven B SIEM-cuctemy;

- yrpaBreHne mnepcoHanbHbIMU 3MNEKTPOHHLIMU  MAEeHTUdUKaTopaMmn rnorb3oBaTtens
(TokeHaMK) Ha NPOTSHKEHUN BCErO XXU3HEHHOTO UMKNa Ans nonb3oBaTtenen cnyx6 katanoros
Microsoft Active Directory n Samba AD DC ans knveHnToB nog ynpasnenHnem OC MS Windows
n Microsoft Active Directory, Samba AD DC, ALD Pro n FreelPA, onsa knueHTta ynpasneHus
nog ynpasneHuem Astra Linux SE, AnbT 8 Cl1 u knueHTa nog ynpasnennem PE[ OC;

- cbop pQaHHbIX O npaBax MaHAATHOrO [OCTyna nonb3oBaTenen, npu BXoAe
nonb3oBaTtenen Ha [K;

- yrnpaBsrieHne napameTpaMmm MexaHu3MOB 3aluTbl (ynpaBrneHne BXOOOM, ynpasreHue
ayTeHTUdUKaUmMen noKanbHbIX W OOMEHHbIX MOfb30oBaTeNen, ynpaBfeHne CIOXHOCTbIO
naporen, KOHTPOSib LENOCTHOCTM) cpencrtBa goBepeHHou 3arpy3ku «SafeNode System
Loader» Ha KnMeHTCKnx paboymx cTaHUumAX;

BoamoxHocTb ynpasrneHusa knveHtom ynpasnernus C3W ot HCO «brnokxoct-CeTb 4» nop
ynpaesneHnem OC cemenctBa Linux orpaHudeHa. Onsa knueHtoB ynpasneHna C3U ot HCL
«bnokxoct-Cetb 4» nopg ynpaeneHnem OC cemenctBa Linux [OCTynHbI cnegytolime
PYHKUMOHANbHbIE BO3MOXHOCTMU:

- noeHTumkaums - ayteHTudukauma  agMuHucTpatopa — 6es3onacHocTM  um
nonb3oBaTenen, paboTawwmx Ha 3awmwaemblx K, B TOM u4ucne ¢ nNpuvMeEHEHMEM
nepcoHarbHbIX 3MEKTPOHHbIX MAEHTUEMKATOPOB, C BO3MOXHOCTbIO B3aUMOAEWUCTBUS CO
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cnyx6amun katanoros (Microsoft Active Directory, Samba AD DC, ALD Pro n FreelPA);

— BO3MOXHOCTb [BYX(haKTOpPHOM ayTeHTudukaunen nonb3osatenen cpegcrsamm C3U
npu Bxoge B OC, npu nomoLLm NnepcoHanbHbIX 3NIEKTPOHHbIX MOEHTUAUKATOPOB, B TOM YuCne
C WUCMNONb30BaHMEM ULNGPOBBIX CepTUROUKATOB MNOMb30BaTENEN, PacrnofoXeHHbIX Ha
NepcoHanbHbIX 3NIEKTPOHHbIX MAEHTUdUKaATopax, C BO3MOXHOCTbIO B3aMMOAEWCTBUSA CO
cnyx6amun katanoros (Microsoft Active Directory n FreelPA);

- BO3MOXXHOCTb obecneyeHuns ynpasJrieHnem nepcoHarbHbIMU ANTIEKTPOHHbIMA
VI,D,GHTVI(*)VIKaTOpaMVI nornb3oBaTenid (TOKeHaMVI) Ha NpPoTAXXeHN BCEero XM3HeHHOro LUunKna;

- BO3MOXHOCTb oObecneyeHus ynpasneHnem napamMeTpamy MeXaHU3MOB 3alUuThl
(ynpaBneHne BXxo4oM, ynpaBreHue ayTeHTuduKauuemn nokanbHbIX U LOMEHHbIX
nonb3oBaTenen, ynpaBfieHMe CIOXHOCTbIO MNaporier, KOHTPOSb LEeNOCTHOCTWU) cpeacTtea
poBepeHHou 3arpys3kn «SafeNode System Loadery;

- KOHTPOIb LEenocTHOCTN dhannos Ha 3awmwaemblx [1K;

— rapaHTMpoOBaHHOE yaaneHve BblOpaHHbIX OOBLEKTOB (hannoBoM CUCTEMbI MO
TpeboBaHMiO NMonb3oBaTeNsa C HOCUTENEN MHGOPMaLMK (3a UCKIOYEHMEM ONTUYECKMX) 6e3
BO3MOXHOCTU UX JalbHEWLLEro BOCCTAaHOBMNEHMS Ha 3awmiiaembix MNMK.

3.1 MexaHunsm ngeHtTudunkaumm n ayteHTudpmnkaumm

NpeHTudukaums n ayteHTudmkauma nonb3osatens npu ero goctyne Ha K B coctaBe C3U
npegHasHayeHa Ans  3awuTbl OT  HECaHKUMOHMPOBAHHOIMO [A0CTyna K 3aluiiaemon
nHpopmauum Ha [MK HesapernctpMpoBaHHbIX Morib3oBaTenen unuM nosib3oBaTenen He
UMELWNX YCTaHOBMEHHbIX NMpaB JOCTYNa K 3aluiaemMon nHopmauuu.

MexaHu3m ocyllecTBMnsieT MpPOBepKy MNOAJSIMHHOCTM  uaeHTudumkaTopa cybbekta —
ayTeHTUdUKaUMIo, U NpensaTcTByeT BXody HeMAeHTUMUMPOBAHHbLIX Mofb3oBaTenen unum
nonb3oBaTenen, Ybsl NOANIMHHOCTL NPY ayTeHTUdUKaumMmM He NoaTBepaAnnacs.

NoeHTudpukayms N ayTeHTudukaums nonb3oBaTtesien  OCYLUEeCTBIIATCS nocne
nHMumnanmnsaumm mexannamoB 3awmtbl C3W. lMNMpu atom B C3U oTKno4eHa BO3MOXHOCTb
3arpy3kmn OC B 3alUMLLIEHHOM pexume Ans BCexX Monb3oBaTenen, 3a MWCKNIYEeHnem
agMuMHUCTpaTopa 6e3onacHoCTu.

MpeaycMoTpeHbl crieaytoLlme BO3MOXHbIE BUAbl BXOAA NOSb30BaTENS B CUCTEMY, ONUCAHHbIE
B Tabnuue 3.2.

Tabnuua 3.2 — Bo3amoxHble BMAbI BXOAa MOMb3oBaTeNS B CUCTEMY

AyTteHTUUKaLMA OnucaHue Bo3moxHble KommeHTapumn

BMAbl BXxoAa
Mo TokeHy: AyTeHTudunkaumns e BXO[ no | Mpun Bxoge nonb3oBatena C3U
- C 3anucaHHbIM | BO3MOXHa TONbKO C [cepTudmkaTy  Ha | BbIMOMHAET NpoBepKY
napornem WUNn | UICNOMb30BaHNEM  TOKEHA, |TOKEHE; NpVHaanexHocTu TOKeHa
©es3onacHbIi  BXOA | Ha3Ha4YeHHOro nonb3oBarternto
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no naposto (BBIMM); | nonb3oBaTento ¢ NOMOLLLIO (e  BXOfA, no
- C cepTndmKaToOM. | MNOACUCTEMbI  YNPaBMAEHMWS (Naporto Ha TOKEHe.
TokeHamu C3U
Mo naponto AyTeHTndurkaumns C |e BXO[ no | Npn Bxoge nonb3osatena C3U
NMOMOLLbHO napons, |naponto, BbIMOMHSAET MNPOBEPKY BBEAEHHOrO
BBOMMOrO NOfb30BaTENEM |BBOAUMOMY napons C naponem nornb3oBaTens,
BPY4HYHO BPYYHYHO. XpaHswumes B b
AyTteHTudmkauma | AyteHTudukaums no6on Bo3amMoxHbIn | Mpu BXoae nosib3oBaTens
Windows/Linux nonb3oBaTens, BUA, BX0Aa, | NAEHTU(UKALMOHHbIE OaHHble
npegnonarawwas nofHoe |nogaepXuBaemMbld | Nonb3oBaTens npoBepsitoTCs
[oBepwe npoBepkam Bxofa, |cpegctsamm OC cpencreamu onepaLoHHON
BbINOSHSAEMbIM CpeACTBaMM cuctembl, C3W Tonbko ocyLlecTBnseT
oC npoBepky B cBoelr 06ase Hanunuus
y4yeTHOM  3anucu  Monb3oBaTens,
BblnonHsawowero sxoa B OC

Mpu ayTeHTUdUKaALUN OCYLLECTBAIOTCA CrneaylolimMe npoBepKu

nossondwwine wunn

3anpeLwjaroLlne B KOHeYHOM utore Bxog nonb3oBatens B OC Windows:

NpoBEpKa HE ABINAETCA MK NoJib3oBaTellb BCTPOEHHbIM aMWUHUCTPATOPOM;

npoBepka pexuma ¢YHKUMOHUMPOBaHUS paboyen cTaHuum

(BKITHOYEH/OTKMOYEH

«MSATKUA» pexmm paboTbl) U NpoBEpKa HANUYMS NULEH3UN Y KIMEHTCKOM paboyen ctaHumu;

npoBepKa COOTBETCTBUA BBEOEHHbIX ayTeHTI/I(*)I/IKaLI,VIOHHbIX OaHHbIX Tpe6OBaHI/IFIM
CINOXHOCTW, YCTAaHOBJ1I€HHbIM B MNMOJINTUKE ayTeHTVICbVIKaLI,I/II/I;

npoBepKa Hann4unMst y4eTHOW 3anvMcy Nonb3oBaTeNsa B CAMCKE KIMEHTCKON NOSIMTUKM B
pasgene «YnpasneHue Bxogom B OCy;

npu npeabAaBii€EHN TOKEHA BbINOJIHAETCA NMPOBEPKa pa3peLUleH N1 Nonb3oBaTesto BXO
No TOKEHY, U B Clty4ae pa3peLlleHnaA:

NMPUHAONEXUT MU TOKEH NOJib30BaTEeSIIO;

BarnnageH nnm TOKeH.

npu npeabasneHnn norib3oBaTtesieM napond BbINMOJIHAETCA:

npoBepka YCTaHOBKM Yy MNOJib3OBaATeENlIA TUMNA ayTeHTVI(*)VIKaLI,VIVI

ayteHTuukayun Windowsy;

«[JoBepATb

npoBepKa paspeLleHns Yy y4eTHOM 3anucu rnorb3oBaTtensd Bxoda no naposnio u
Hanuuusa nonb3oBaTtenia B CrMCKe HacTpoek B pasgene «[lpoBepka napons B
C3W» (B cnyyae otcyTcTBuA gosepus ayteHTudukaumm Windows);

cBepka BBE4EHHOro Naporsi ¢ Konuen B nokaneHon 6a3e gaHHbIX kneHta C3U (B
crny4yae paspeLleHHON ayTeHTMdMKaumMm nonb3oBaTesns no naporo);

NPy BKIOYEHHOM MEXaHuM3Me, OrpaHW4YMBalOLWIMM BXOA4 Ha KIMEHTCKy0 pabouyto
CTaHUMI0, BbIMOSHAETCSA NPOBEPKA HANM4Mst y4eTHOM 3anncuy nosib3oBaTens B CNUCKe pasgena
«lMonb3oBaTenu ¢ paspelweHnemM Ha Bxog B OC».

MoapobHasi cxema NPOBEPOK Mpu ayTeHTUdUKaLMK Nonb3oBaTeNs NpuBeaeHa Ha PUCYHKe

3.1.
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Ecnu Bce npoBepku 3aBepLUeHbl yCreLwHo, nosib3oBaTernto paspeluaetcd Bxoqd B OC Windows.

Mpu ayTeHTUdUKaALUUN OCYLLECTBIAIOTCA CrneaylolimMe MNpoBepKM MNO3BOMsoWmMe Unn
3anpeLlaroLLme B KOHEYHOM uTore Bxof nonb3osartens B OC Linux:

- npoBepKa He ABNAETCA J1M NoJib30BaTEN1b CyrnepnoJyib3oBaTesiemM root;

- npoBepka pexuma GYHKUMOHMPOBAHUA paboyen CcTaHuun (BKITHOYEH/OTKOYEH
KMSATKUA» pPeXnm paboTbl) U NPOBEPKA HANMYUA NULEH3NN Y KITMEHTCKON paboyer cTaHuuu;

- NpoOBepKa HanMynsa y4eTHOM 3anuMcu nosib3oBaTensi B CAUCKE KITMEHTCKOW MONMUTUKU B
pasgene «YnpasneHune Bxogom B OC» anga KNMEHTCKMX paboumnx CTaHumMi nog ynpasneHmem
OC cewmenctBa Linux;

- npu npegbAaBiieHN TOKEHA BbINOJTHAETCA NMpoBepKa pa3peLleH N NoJib30BaTESHO BXO4
NoO TOKEHY, U B Clty4ae pa3peLlleHnaA:

° NMPUHAONEXUT MU TOKEH NOJib30BaTEeSIIO;
° BanMaeH i TOKEeH.
- npu npeagbvaBrieHN Nnosib3oBaTeENEM MapoJid BbINOJIHAETCA:

) npoBepKka YyCTaHOBKM Yy NOMb30BaTeNs TMna ayteHTudukaunmn « AyteHtndpumkaums
OCy;

. CBepKa BBeLEHHOro napons ¢ Konmewn B niokanbHon 6a3e aaHHbIX knveHta C3U (B
crny4vae paspeLleHHON ayTeHTudMKaLmMm Nonb3oBaTensi No Napornio).

Ecnv Bce npoBepku 3aBeplueHbl YyCnewHo, Mornb3oBaTento paspellaeTca BXo4 B
onepaunoHHyo cuctemy Linux.

MexaHnam ayTeHTUMKaumn [encTByeT napannenbHoO C nonutukamm ©e3onacHoCTy,
pencteyrowmmmn B gomeHe (B OC nokanbHoM paboyen cTaHuuu), M napameTpamu
BesonacHoCcTM [fparBepoB annapaTHbIX MAEHTUMPUKATOPOB, MCMONb3yEMbIX B KayecTBe
nepcoHanbHbIX  MAEHTU(UKATOPOB Monb3oBatenen. Takmm obpasom, napameTpbl
noeHTurkaummn nonb3oBaTtens, ansa ero koppektHoro Bxoga B OC, fOMKHbI yO0BNETBOPATb
BCEM MONIUTMKAM, OENCTBYIOLNM Ha paboyen cTaHuuu.

B Mszkom pexume pabomsbi C3UW (nopgpobHee B pokymeHte «C3U ot HCL
«bnokxoct-Cetb 4». PykoBoacTBO agmMuHucTpatopa 6GesonacHoctu. Yactb 1.
YnpasneHune nonnTnkaMmmn») yCTaHOBMEHHbIE HACTPOMKN MEXaHn3Ma naeHTugmkaumm
N ayTeHTUMMKALMM HE YYNTBIBAOTCS.

[Mpn BKMOYEHHOM MSITKOM pexmme paboTbl BXOA B ONepaLyOHHYH CUCTEMY MOXET
BbIMNOSTHUTL NI060M AOMEHHBIV N NOKanbHbIN Nofb30BaTeNb paboyen cTaHuUKn, ecnm
3TO He nMpPOTMBOPEYUT YCTAHOBMEHHBIM B [OMeHe nonutukam. [lpu 3TOM
NOEHTUMKALUNOHHbIE AaHHble MONb30BaTeNsA MPOBEPSIOTCA TOMbKO cpeacTBaMm
onepaunoHHon cuctembl, a C3M TonbKo OcCyLlecTBAsSieT NPOBEPKY B cBoen Hase
HanMunsa y4eTHOM 3anmcun nonb3oBaTens, BoinonHstowero sxog B OC.
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@ Msizkuti pexum pabombl OOMKEH WCMONb30BAaTbCA TOMLKO ANS MNEPBUYHON
HaCTPOWKM CpeacTBa 3aLmThbl, 4O HaYana akcnnyatauun. B gaHHOM pexume cpeacTBo
3awnTbl He obecneymBaeT BbIMNOMHEHME 3asiBMIEHHbIX (YHKUMIA ©Ge3onacHoCTy.
AkcnnyaTtuposaTb C3U B MSArkom pexxume s 3alinThl CTaHLMK 3anpeLleHo.

3.2 MexaHN3M KOHTpPOIISA LLeNoCTHOCTU cpeabl

MexaHn3m KOHTPOIS LLeNOCTHOCTM cpeabl NpeHa3HavYeH a5 CIeXeHUs 38 HEM3MEHHOCTbIO
KOHTPONMpyeMbIX 0ObEKTOB C Lenbio 0OHapyXeHuss moamdukauum pecypcoB cuctembl. OH
nos3sonsieT obecneynTb NPaBUbHOCTb PYHKLMOHUPOBAHMSA CUCTEMbI 3aLUTbI U LLENOCTHOCTb
obpabaTtbiBaemon nHdopmMauuu.

C nomouwbio MexaHu3Ma KOHTPOMNs LENoCTHOCTU cpedbl aAMUHUCTPATOP MOXET 3adaTb
KOHTPOJIb LeNOCTHOCTU CrieayoLmMx KOMNOHEHTOB ONepPauUnOHHON CUCTEMbI KOHTPOSTMPYEMOWN
paboyen ctaHumn:

- oTCnexuBaHue N3MeHeHUIN crmcka yCTaHOBMNEHHbIX MPorpamMm;
- oTCnexvBaHue N3MEeHEHUIN CnMcka YyCTaHOBMNEHHbIX Cry»6/apaniBepos.;
- oTCnexvBaHue N3MEeHEHUIN NepeYHsi KaTanoros obLlero 4ocTyna;

- KOHTPOSIb annapaTtHoOW cpefbl (OTCreXmnBaeT U3MEeHEeHUs KOHurypaumm cnegyromx
YCTPOMWCTB KOMMbIOTEpPA: npoLeccop, xectkun guck, CDOROM, ceTeBon agantep. maTepuHckas
nnarta, BuaeokapTa).

OtcnexuBaHne uUenocTHOCTU KoMnoHeHToB OC ocyulecTBnseTcd B MOMEHT 3arnycka
COOTBETCTBYHOLUNX CyXO NyTeM B3SITUS KOHTPOSIbHbIX CYMM COOTBETCTBYIOLLUMX pa3nenoB
peectpa OC knueHTckoM pabouen ctaHuumn. Ecnu koHTponbHble cymmbl B B[ C3U He
coBnagyT C KOHTPOSIbHbIMW CyMMaMu COOTBETCTBYHOLMX pasgernioB peectpa paboyen
cTaHumu, OygeTr cosgaHo cobbiTve ayauTa O HapylweHUW LenoCTHOCTM MpOorpaMMHoO-
annapaTHOM cpeabl C yKazaHneM 3TarloHHOro U TeKyLLLero COCTOSHUSA pasgena KoHdurypauuu,
B KOTOPOM BbISIBNIEHO HapyLLEHUE.

CooTBeTCTBME KOHTPONMPYEMbIX YCTPOWCTB U MOMeN, No KOTOPbIM OCYLLECTBNAETCH KOHTPOITb
N3MEeHeHnsa KoHdUrypawmm, onucaHbl B Tabnuue 3.3.

Tabnuua 3.3 — CooTBETCTBME YCTPOWUCTB 1 NapaMeTpoB U3MEHEHUS KOHUrypaumm

KoHTponupyemoe

. KoHTponb n3aMmeHeHusi KOH(Urypauum ocyLLecTBSIETCA MO CNeAyLWUM Nonsam
YCTPOWCTBO
lMpoueccop e Name (mopgenb npoueccopa; Hanpumep «Intel(R) Core(TM)2 Duo CPU E7300 @

2.66GHz»);
e  DevicelD (M B komnbloTEPE).
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KecTtkmnm guck

e  Model (Mmogenb gucka; Hanpumep «WDC WD1600AAJS-00MOAO ATA Device»);
e  SerialNumber (cepunHbIi HOMep Ancka);

° InterfaceType (Tun annapaTHoro uHTepderica; Hanpumep SCSI, HDC, IDE, USB);
e  Size (pa3vep gucka, B 6anTax);

e  Manufacturer (nponsBoguTenb yCTpPoOMCTBa);

e DevicelD ([ B komnbtoTEpPE).

CDROM

e  SerialNumber (cepuiiHbI HOMEP);

e  Manufacturer (nponsBoguTenb yCTpoOMNCTBa);

e MediaType (Tvn nogaepxumBaemblx Hocutenen; Hanpumep «DVD Writery);
e DevicelD (W[ B komnbtoTEpPE).

CeTteBon agantep

e ProductName (Mopenb ceTeBoro agantepa; Hanpumep «CeteBas kapta Realtek
RTL8168C(P)/8111C(P) Family PCI-E Gigabit Ethernet NIC (NDIS 6.20)»);

e  Manufacturer (nponsBoguTens ceTeBoro agantepa; Hanpumep Realtek, Microsoft);
e AdapterType (Tvn ceteBoro agantepa; Hanpumep, Ethernet 802.3, Token Ring
802.5, Wireless);

MACAddress (MAC-agpec);

GUID (GUID);

DevicelD (L[ B komnbioTepE).

MatepuHckast e  Manufacturer (nponssoanTtens mat. nnatbl; Hanpumep «Gigabyte Technology Co.,
nnata Ltd.»);
e Model (Mogenb mart. nnaTbl);
e PartNumber (ngeHTudumkatop napTumM Mart. nnaT, Has3Ha4YeHHbI 3aBOOOM-
N3roTOBUTENEM);
e  Product (ngeHTucmkaTop napTMM Mat. nnaT, Ha3HA4YeHHbI MPOM3BOAUTENEM;
Hanpumep «G31M-S2L»);
e  SerialNumber (cepuiHbIi HOMep maT. nnaThbl);
e Version (Bepcus mat. nnatbl, HA3Ha4YeHHasa 3aBOAOM-U3rOTOBUTENEM).
Bupoeokapta e AdapterRAM (o6bem namaTy BUOeoOKoHTpornnepa, B 6antax);
e Name (mogenb BuaeokoHTponnepa; Hanpumep Intel(R) G33/G31 Express Chipset
Family);
e VideoProcessor (Tun Buageonpoueccopa; Hanpumep Intel GMA 3100);
e DevicelD (W[ B komnbtoTEpPE).
Mogaynb e BankLabel (meTka 6aHka, B KOTOPOM HaxoauTCs NamaTb; Hanpumep Bank0/1);
onepaTtnBHoOM e Capacity (06bem moayns onepatvMBHOW NamsTu, B 6bantax);
namsTu

e Model (Mogenb Moayns onepaTMBHOM NaMsTL);
e Name (MeTka U3NYECKoro arieMeHTa);

e  Manufacturer (lMpoussogntens yCTponucTBa);

e  SerialNumber (CepuiHbin HOMep).

3.3 KoHTponb uenoctHoctu channos

MexaHn3M KOHTPOIS M3MeHeHWst (bannoB NpeaHa3HayYeH ansl CrexeHus 3a HEM3MEHHOCTbHO
KOHTponupyembix cannos. OH NO3BOMSIET CBOEBPEMEHHO OOHAPYXMBATb W YCTPaHsSTb
HEeCaHKUMOHNPOBaHHOE M3MEHEHWE KOHTPONMPYeMbIX 06beKkToB ¢halnoBo CUCTEMbI NyTEM
NX BOCCTAHOBINEHUS UX PE3EPBHbIX KOMWUIA 4O MCXOAHOIO COCTOSIHUS.

HenameHHOCTb KOHTponMpyemMbix ¢bannoB NpoOBepsieTCA Kaxabli pa3 npu 3anycke C3U.
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LlenocTHOCTb NOCTaBMNEHHbIX Ha KOHTPONb annoB obecnevvMBaeTcs NyTeM MPOBEPKU
KOHTPOJIbHbIX CYMM, BbIYUCIIEHHBIX MPW NOCTaHOBKEe hannoB Ha KOHTPOrb. [leprnoa nposepku
KOHTPOSbHbIX CyMM 3agaeTcd agMUHUCTpaTopoM ©6e30nacHOCTM Ha ocHOBe TpeboBaHuin
nonuTukn GesonacHoctu. Mpn HECOOTBETCTBUM MOMYYEHHbIX KOHTPOSbHbLIX CyMM (hansos
3TaNoOHHbIM 3HAYEeHUAM MPOUCXOANT BOCCTAHOBIIEHME KOHTPONUpyeMbix ¢hannos: daunsnbl
3aMEHSITCHA NX UCXOL4HbIMW BEPCUSIMU U3 pe3epBHOM Nanku.

@ He pekomeHayeTcsa cTaBUTb Ha KOHTponb hannbl 6onblioro obvema (>500 Mb). Tak
KaKk Mpu Nepuoauyvyeckon NpoBEpKE BbIMUCIIEHHbLIX KOHTPOSbHLIX CyMM (hannos, B
3aBMCMMOCTU OT UCMNOMb3yeMOro annapaTtHoro obecneyeHnsi, BOSMOXHO CHUXEHME
NPOV3BOAUTENBHOCTU CUCTEMBI BMOTb 4O HEKOTOPOro «3aBUCaHUSA» KOMMbIOTepa.

@ dannbl Hyneson AnuHbl (Mmetowme pasmep 0 GanT) HEBO3MOXHO MOCTaBUTL Ha
KOHTPOsb LenoctHocTun!

3.4 MexaHN3M KOHTpOIA neyvyaTtu

MexaHunam KOHTPOIA neYyYaTtn OCYLLEeCTBNAET pas3rpaHn4eHune npas nedatu And yKa3aHHbIX
npvmo>|<eHvu7|, NPOCTaHOBKY chneunanbHOro KOJIOHTUTYymna no ma6n0Hy neyatun, BeaeHue
ayouta nedartu.

PasrpaHnyeHne npaB neyaTtM [ON9  YKasaHHbIX MPUNIOXEHUA peanuayetcs  nyTem
dopMmnpoBaHUS crimcka NpoLEeccoB C NPaBOM Ha NevaTb Ha KOHKPETHOWM KITMEHTCKOW paboyen
cTaHumu. lNevatb U3 NnpoueccoB, He OBaBNEHHbIX B CNNCOK, ByaeT HEBO3MOXHA.

AyaouT npouecca nevatv nogpasymeBaeT perucTpaumio Bcex akToB neyaT JOKYMEHTOB, B
TOM uucne v pakTbl 3anpeTa neyaT B COOTBETCTBUN C HACTPOMKAMMN MeXaHU3Ma KOHTPOns
neyarum.

[MpocTaHoBKa crneumanbHOro KOMOHTUTYMAa Mo wabnoHy neyaty no3sonsieT [obaBnAaTb Ha
CTpaHuLbl pacrnedyaTtbiBaeMoro JOKYMeHTa AOMOMHUTENbHbIE CBEAEHNSA, HacTpanBaeMble no
wabnoHy neyaTu. Mpn neyaTn JOKyMEHTa C UCMONb30BaHMEM LWAbNoHa Ha KaXaon cTpaHuue
AOKymeHTa ©OyaeT BbIBOAUTLCS CrneumanbHbid KOMOHTUTYS, KOTOPbIA MOXET coaepXaTb
crnegyrowme nons:

- aaty/Bpems nevartu;

- nMa parna JOKyMeHTa;

- YPOBEHb KOHPMAEHUMNANBHOCTU LJOKYMEHTA;

— nopsaKoBbIN HOMEP B hopMaTe «TEKYLLMIN HOMEP CTPaHULbl N3 00LLEro Yncna JIMCToBy;
- UMs1 NONb30oBaTenNd, NPON3BOAUBLLENO NevYaTb AOKYMEHTA;

- nms pabodern cTaHUMn, C KOTOPOKW NPOM3BOAUIIACE NevYaTb JOKYMEHTA;

- nMa NpuHTEPA, C KOTOPOro nponssoaunachk nevyatb JOKYMEHTA.
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3.5 AyauT 3anycka npunoXxeHun n gocrtyna Kk meguacpannam

AyOuT MCNOMHSEMbIX (QalsfioB npegHasHavyeH Ans KOHTPONSA OTCREXMBaHUA 3anycka W
npekpaweHunsa paboTtbl ucnonHsaemolx gannos. C6op nHdopmaumm 1 permctpaums codbiTnin
ayauta npuv nonbiTke 3anycka W 3akpbiTUS eXe-MPUNoXeHW OCYLLEeCTBRSETCS nyTem
YCTaHOBKW MacKu UMEHWN UCMONHAeMOoro canna.

Ayont megumacdannoB npegHasHadeH Af1 KOHTPOSis JocTyna K onpefenéHHbIM  Tunam
dannos: ayguodannam, Buaeodannam m m3odbpaxeHuam, nytem perncrpauum cobbiTum
ayauTa.

3a KaxablM Tunom dharna, OOCTYMHbIM B MHTepdence nporpamMmmbl, CTOUT OnpeaesieHHbIN
Habop pacLIMpPEeHUn, KaXKabl N3 KOTOPbIX ByAeT KOHTPONMPOBATLCSA NyTEM CO34aHNA cObbITUSA
ayauTa O OTKPbITUM 1 3aKpbITUK hbarina BeibpaHHOro Tuna.

3.6 [lapaHTMpoBaHHOe yaaneHue annoB U O4YMCTKa onepaTtuBHOU
namsaTv

apaHTMpoBaHHOE yoaneHue dannos npegHasHa4yeHo ana OCYyLLECTBMNEHUSA
rapaHTUPOBAHHOIO yaaneHms o6bEKTOB hannoBOM CUCTEMbI C CUCTEMHbBIX U HE CUCTEMHbIX
ANcKoB 6e3 BO3MOXHOCTU MX JanbHENLWero BOCCTaHOBNEHNA. YaaneHue annos nponcxoguT
TPOEKpaTHbIM 3aTUpaHMEM COLEPXUMOrO KIacTepoB AMCKOB MO CrneunanbHOMYy anroputMmy,
NCKIMOYaloLLEMY CYMTBIBAHNE OCTAaTOYHOM MHPOPMAaLIMK Ha OUCKe MOcCre UX yaaneHus.

Ounctka namaTM BbINOSHAETCS C  LENbio yoaneHus OoCTaTO4YHOM MHd)OpMaLlMM nocne
3aBepLlieHna NoCTaBJiEHHbIX HA KOHTPOJIb NMPOLIECCOB.

[Mpouecc nepesanucyn onepaTMBHOW MNaMATM MPOUCXOAUT MO crefyllen cxeme: Mo
OKOHYaHUK paboTbl KOHTPONMPYEMOro npoLecca MeXaHu3M OYMCTKM NamMaTU NpOU3BOAMT
3axBaT Bcel cBOBOAHOM oOnepaTvBHOW MNaMATW, BKNoYas M 0bnactb, OCBOBOXAEHHYIO
KOHTPONMpyeMbIM  npoueccoMm.  3axBadeHHble  obractm  onepatMBHOM  NaMATH
nepesanuncbiBalOTCA MackupylowuMn gaHHbiMK. 10 Mepe nepesanucym MexaHu3M OYUCTKM
BbICBODOXAaeT nepesanucaHHyo obnacTb.

3.7 KoHTponb ycTpoucTB

B C3UM ot HCO «bnokxoct-CeTb 4» peanu3oBaH MeXaHU3M KOHTPONSA YCTPOWCTB,
npefHasHa4YeHHbIN 4N pasrpaHndeHns 4oCTyna nofb3oBaTenemn K oT4y»KaaeMbiM HOCUTENSM
nHopmauum.

Peanusaunsa mMexaHuama KOHTpOIA yCTpOl7ICTB 3aKn4yaeTcda B  NpepnocTtaBiieHnn
agMMHUCTpaTopy 6e30MacHOCTM  BO3MOXHOCTHU CaHKUMOHMpOBaTb  OOCTyn  KaXXgoro
nonb3oBaTensd K cneayrwnm yCTpOVICTBaMZ
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- cbemMHbIM USB-ycTponcTeam;
— CD/DVD-ycTpoucTtBam;
— ycTpouncTBam, nogknodaemoiMm yepe3 COM- n LPT-nopTbl;

a Takke B BO3MOXHOCTU (hPOPMUPOBAHNA CMCKA pa3peLleHHbIX A5 Nosfib3oBaTens yCTPOUCTB.
Mocne ¢opMMpoOBaHUA LOBEPEHHOr0 CrMcka YCTPOMCTB y nonb3oBatens Oyaet Joctyn K
YCTPOWCTBY W3 CrMuCKa, HEe3aBUCUMO OT OrpaHuYeHun, 3afaHHbiX agMUHUCTPATOpPOM B
MeXaHU3Me KOHTPOMs YCTPOUCTB AN KNMEHTCKOM paboyen cTaHumm.

3.8 MexaHun3m cbopa coobITUN

MexaHn3M perncrTpauum cobbiTuini U ayauta npegHasHayvyeH Ans oTcrexumBaHus cobblTuid n
permctpaummn obpalleHnss K 3allMliaeMbiM pecypcaM, a Takke Npu cpabaTbiBaHUM BCeEX
MEXaHN3MOB 3aLLMNThI.

Hactponka mexaHuama cbopa cobblTun 3akntovaetca B (popMmpoBaHUM CimMcka cobbITUn,
HeobxoaMMbIxX K cOOopy MO BCEN Mepapxmm NOSYUHEHHbLIX CEPBEPOB U KIMEHTCKMX paboumx
cTaHuummn, n GopMMpoBaHUN pacnucaHusa cbopa ykasaHHbIX COObITUNA.

CdhopmupoBaHHble cobbITUA cogepaT cneayoLwyo MHPOPMaLnio:

- aata v Bpems;

- NCTOYHMK 3anucu;

- KaTeropus JocTtyna;
- TMN coobLeHns (YCneLwHoe UM HeycnewHoe);
- ko (ID);

- nonb3oBaTenb;

- NMS KOMNbIOTEPA;

- UMS Nonb3oBaTens;
- MeTKa Nonb3oBaTens;
- nms 0b6bekTa;

- MeTKa 0b6bekTa;

- TMN JOCTYNa;

- npuBUNErnu.

B nogcucrteme cbopa cobbiTnin agMUHUCTPATOPY AOCTYMHbI crieayrowme OyHKUUK:

— dopmMupoBaHne CBOOHOIO OT4YeTa C  WHOPMAUMEN O COCTOSIHUM  KITMEHTOB,
NOAKMNIOYEHHbIX K CEpBEpPaM nepapxmu;

- cbop cobbITnin ayguTa ¢ KnmeHToB Ha cepeep C3U;

- NPOCMOTP U ounbTpaums cobbITUIN ayanTa, COOPaHHbIX C KITMEHTCKMX KOMMbIOTEPOB Ha
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cepBep;
- NPOCMOTP M unbTpaumusi coObITUI ayauTa HanpsiMyld U3 XypHana KIMEHTCKOro
KOMMbOTEPA;

- nepefaya cobObiTMA ayamTa BBEpX MO Mepapxvm CEPBEPOB BMSIOTb A0 FOSIOBHOMO
cepBepa c nocneaywouien nepegadven B SIEM-cuctemy.

3.9 [OuncKpeuuoHHbIN MexXxaHU3M KOHTPOSA A4O0CTyna K pecypcam

[NCKPELIMOHHBIN MEXaHN3M KOHTPONSA JOCTYNa K pecypcam OCYLLECTBISET KOHTPOSb AOCTyNa
nonb3oBaTenen K 3awuwaeMmbiM obbekTtaMm ¢annoBOn CUCTEMbl (NOMMYECKMM OuUCKaMm,
Katanoram u pannam) B COOTBETCTBUM C 3afaHHOM [Ons nofib3oBaTenen u oObekToB
¢rannoBon CUCTEMbI «MaTpULEN ANCKPELMOHHOIO 40CTyna».

Bo3amoxHbl crneaytowme Buabl 4OCTyna nonb3oBaTenen K oo6bektam oannoBon CUCTEMBI:

- lMpocMmomp — CaHKUMOHUPYETCS BO3MOXHOCTb YTEHMSA Nonb3oBaTenemMm nHgopmMaumm
n3 obbekTa M BO3MOXHOCTb KOMMPOBaHUA obbekTa B noboe MecTto hannoBon CUCTEMBI
He3anpeLleHHoe OaHHbIM, MO0 APYrMM MeXaHM3MOM 3aLnTbl MHGPOPMaLUN.

— A3MeHeHuUe — CaHKUMOHUPYIOTCA Takne OEUCTBUA KOHTPONUPYEMbIX NOSfib3oBaTesien,
KOTOpble NPMBOAAT K U3MEHEHUSM MHOpMaLMM B O6bEKTE: yaaneHuto, NnepemMmeHOoBaHnIo n
nepemeLLeHnto obbvekTa.

Matpuuya pocrtyna npegcrasnsier cobon Ccnncok oBBLEKTOB (anioBOM CUCTEMBI C
COMOCTaBMEHHBIMX UM MONb30BATENSAMU C YCTAHOBMEHHBIMW HACTpOMKaMu [Joctyna K
obbektam: lMMpocmomp v UameHeHue.

@ MapameTpbl  OUCKPEUMOHHOro  OOCTyna, YyKas3aHHble Ans  gucka/katanora,
aBTOMaTUYECKN PaCrpOCTPaAHAKTCS U Ha BNOXEHHble B HEro hannbl U katanorn. [ns
N3MEHEHNHA NapaMeTPOB AOCTYMNa K BIIOXXEHHbIM 00bekTaM HeobxoanmMo Ao6aBUTb NX
B CNUCOK OOBbEKTOB AMNCKPELMOHHOIO MexaHn3ama 1 ykasatb Tpebyemble napameTpbl
aoctyna.

@ [VCKPELIMOHHBIN MEeXaHW3M pas3rpaHUYeHnss 0CTyna NMocTPOEH MO MPUHLIMMNY — YTO
SIBHO He paspeLleHo, TO 3anpeLLEeHo.

PasrpaHnyeHne goctyna K KOHTPONMpyeMbIM 0ObeKTaM BbIMOMHAETCS COMEeTaHNEM MOSNUTUK
aoctyna kK obbektam annoBon cuctemMbl onepaunoHHon cuctembl 1 C3U. Tpu atom
HeobXxo4MMO yunTbiBaTb cnefyoLlee:

- ONCKPEUNOHHbIN MEeXaHW3M [OMOSMHSAET, HO He WCKMoYaeT OeNCTBYHOLEN MONUTUKK
pasrpaHunyeHus NTFS;

- npaBa AocTyna K o0ObekTaM, 3agaHHble  AWMCKPEUMOHHbIM  MEXaHW3MOM,
pPacnpoCTPaHSTCA Ha BROXEHHbIE B HUX Manku u dainbl, Npu OTCYTCTBUM OTIIMYHBLIX NpaB
AOCTyNa K HAM;
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- ONS VCKIMOYEHMST BINOXEHHOTO 00beKkTa U3 AEeWCTBYHOLIEro pasrpaHuMyeHust gocTyna,
3a]aHHOr0 AUCKPELIMOHHBIM MEXaHM3MOM, AaHHbIN O6BbEKT yKa3blBAeTCA C UHbIMU NpaBamu
AOCTyna K Hemy.

B03MOXHOCTb CaHKLUMOHMPOBAHHOIO U3MEHEHNA NpaB pasrpaHnu4eHns 4OCTyna, B TOM Yucre
BO3MOXHOCTb CaHKLMOHMPOBAHHOIO M3MEHEHNSA CnMcKa Nonb3oBaTenen n cnucka o6bEKTOB
panmnoBo  cCUCTEMbl B OUCKPEUWMOHHOM  MeXaHu3Me  pasrpaHuyeHus  gocrtyna
npegocTaBnseTca TONbKO aAMUHUCTPaTOpy 6Ge30nacHOCTMW.

3.10 dPopmupoBaHUE 3aMKHYTOM NpoOrpaMmMHOMN cpenbl

MexaHn3m no3BONSAEeT HaknagblBaTb OrpaHUYEHMsI Ha 3arnyck OonpeaerieHHbIX NPoLecCcoB
nonb3oBaTtenamu. Noa 3anyckom npouecca NOHUMAETCS MONbITKA OTKPbITUS NUCNOSTHAEMOrO
danna. MexaHnam 3amkHyTOoM nporpammHon cpegpl (3MC) pabotaeT no npuHumny «6es1020
criuckay:

- agMuHUcTpaTop opMmpyeT ANns Nofb3oBaTeNs CNUCOK paspeLlleHHbIX K 3anycky
npoueccos (nporpamMmm);

- C3U ot HC[L «Bbnokxoct-CeTb 4» oTcnexuBaeT Bce obpalleHusi nonb3oBaTens Ha
3anyck MpoLeccoB W, B Crlydae OTCYTCTBMS Mpouecca B CNUCKe pa3pelUeHHbIX ANns 3Toro
nonb3oBaTens, 6roKMpyeT ero 3anyck;

- nonb3oBaTeNb MOXET 3anyckaTb MPOLIECChbl TOMbKO M3 ChMcKa, COPMUPOBAHHOIO
agMVHUCTPATOPOM.

3amKkHyTas nporpaMmHas cpefa MoXeT OblTb chopMMpoBaHa BPYYHYH NyTem gobaBneHus
NPOLIECCOB B CMNCOK pa3peLLEeHHbIX ANns BblIOpaHHbIX NOfb30BaTeENEN UM aBToMaTnyecku (Bce
npouecchbl, HeobxoaMMmble MOMb30OBaATENO, aHANM3NPYKTCA B TEYEHME HEKOTOPOro
BPEMEHHOrO NMpoMeXyTka BO BpeMs paboTbl NMonb3oBaTens, U NO 3aBEPLUEHMIO aHanuaa
pobaenstoTtcsa B cnucok 3INC aBToMaTndeckn).

@ Cnucok paspelleHHbIX MNpoLeccoB B obdA3aTenbHOM MNOpsiAKe OOSMKEH BKMOYaTb
CUCTEMHbIE MpoLEecChl, Heobxoaumble Ans  3anycka W PYHKLMOHMPOBAHUS
OonepaumMoOHHON CUCTEMbI KITMEHTCKOM paboyen CTaHLmu.

3.11 MaHaaTHoOe pasrpaHuyeHue KOHTPOJSA AOoCTyna K pecypcam

MaHOaTHbIM MexaHMU3M pasrpaHUYeHns ocTyna — 3TO CreunUUecKun pexmm KOHTPONS
Aoctyna nonb3oBatens K annoBbiM pecypcam CTaHUMM C MNOMOLLBK NPUCBOEHUS
nosfib3oBaTenisiM U pecypcamMm onpefernieHHbIX MEeTOK — COBOKYMHOCTM YPOBHEW JocTyna wu
KaTeropumn.

YpoeeHb docmyna — 3TO YMNCIOBOE 3HAYEHME, KOTOPOE NPMUCBaMBaETCs Y4YETHLIM 3anncam
nonb3oBaTtenen n pannoBbiM pecypcam B COOTBETCTBMU C YPOBHEM [OMNycKa Nosib3oBaTesis

72410666.00063-04 31 01



G I FASUHOOPM C3W ot HC[ «BrokxocT-CeTb 4»
CEPBUC OnucaHne NpUMEHeHVs 31

NN ypoBHEM KOH(PUAEHLUMAanbHOCTM pecypca (Yem YMCNOBOE 3HAYeHMEe YPOBHA AOCTyna
BonbLue, TeM Bbllle CTeNeHb KOHPUAEHLMANbLHOCTH).

Kamezopusi — 370 CMMBOSbHOE 3HA4YeHMe, KOTOpPOE MO3BONSAET 3afaTb OrpaHMYEeHust Ha
OOCTYyn nonb3oBaTenen K annoBbiM pecypcamM He unepapxmyecku, a Hanpsmyto,
COMOCTaBIIEHMEM KaTeropum nosnb3oBaTensa n kKateropun pecypca.

MpUHLMNbI pasrpaHM4YeHnss 4OCTyMna Npu UCNosfb30BaHMM YPOBHEN AOCTYNa:

- ecnv ypoBeHb [OoCTyna nornb3oBaTens coBnagaeT C YPOBHEM [ocTyna pecypca
(YON=YAP), To nonb3osaTerb nony4yaeTt NOMAHbIN AOCTYN K PECypCy;

- €CINn ypoBeHb JOCTyna nonb3oBaTens MeHbLle YPoBHA JocTyna pecypca (YAr<y[aP),
TO NONb30BaTESb MOMYYMUT OCTYN TOSMLKO HA 3aMUCh, HO HE NMOSTYYUT JOCTYM HA YTEHUE, B TOM
Yyucrne 1 Ha NPOCMOTP COAEPXMMOro pecypca;

- €CNnun YpoBeHb A0CTYyNa Nonb3oBaTens Bbllle YPOBHSA AocTyna pecypca (YOAMN>Y[AP), 1o
nonb3oBaTesb NONYYNT NpaBa YTEHUS M MPOCMOTPA pecypca, HO He NOSTyYnT NPaBO Ha 3anuchb.

@ Mpu onpegeneHun ypoBHS AoCTyna pecypca cobniogaetcs npaBuno HacnegoBaHUs:
BCE BNIOXEHHblE B HEro 06beKThl (S1060M CTENEHM BIIOXXEHHOCTM) NONyYatoT TOT XKe
YPOBEHb TOSILKO B TOM Crlydae, ecinin UM He onpeneneH HUKakown Opyron ypoBEHb.

MpUHLMN pasrpaHnYeHns 4OCTyna Npu HasHaYeHUN KaTeropuii:

- ecnu kaTeropus, HasHadyeHHas Monb3oBaTento, BKMOYawT B ceba Bce KaTteropuu
pecypca (KIN=KP), To nonb3oBaTenb nony4aeTt NOJHbIW AOCTYMN K Pecypcy;

- ecnu Kateropus, HasHa4YeHHas Nnorib3oBaTernto, He coBrnagaeT C KaTeropmen pecypca
(KM#KP), To nonb3oBaTenb He MeeT JOCTYM K pecypcy.

[Monb3oBaTenb UM pecypc MoXeT UMETb TONbKO OAWH YPOBEHb A0CTYyNa, U HeorpaHN4yeHHoe
YNCO KaTeropun.

MaHngaTHoe pasrpaHuyeHve AOoCTyna 3aKkntovaeTcs B CONOCTaBEHUN METKU, MPUCBOEHHOWN
nosnb3oBaTento (KOMOBMHaUMS YpOBHS OOCTyna Monb3oBaTens M OOCTYMNHbIX €My KaTeropun)
MeTKe dhannoBoro pecypca:

— €crnv ypoBeHb [OCTyna Mnonb3oBaTens He MeHblle YPOBHS [OCTyrna pecypca, K
KOTOPOMY BbIMOSIHAETCS MOMbITKA [AOCTyMa, W KaTeropuu, [OOCTYMHble MOSib30BaTento,
BKMOYalT B cebsi Bce KaTeropuy pecypca, TO MOMb3oBaTeNb MOMYyYUT MpaBa YTEHWUs W
NpocmoTpa pecypcea;

— €cnv ypoBeHb [[0CTyna Mosfb3oBaTesNlss CoBnajaeT C YpPOBHEM AOCTyrna pecypca U
KaTeropusi, HasHayeHHasi nomnb3oBaTento, BKM4YaloT B cebs Bce kaTeropum pecypca, To
nosib3oBaTerb NoslyvyaeT NOMHbIN A4OCTYN K pecypcy.
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3.12 MexaHU3M KOHTPOJNA LEeNOCTHOCTU U rapaHTUPOBaHHOIO
BOCCTaHOBIEHUSA nporpaMmmMmHbix moaynen C3U

KoHTponb uenocTtHoCcTu nporpaMmmHbix mogynen C3W u ux HagexHoe BOCCTaHOBIeHWe
ocyLecTBnaTca gpansepomM BhProt. KOHTposib LLenocTHOCTU OCyLeCTBNAETCS Npu 3anycke
nporpaMmmHbix mogynen C3U (koHTponupytotca Bce dpannel B aupektopumn C:\BLOCKHOST).

PacyeT KOHTPOMbHbLIX CyMM nporpaMmHbix Moaynen C3U BbINOMHAETCA C MNOMOLbIO
MexaHun3ama BblumcneHuns xewa SHA1. Xew BbluncnaeTcsa B npouecce cOOpKn, coxpaHaeTcs B
ANCTPUBYTMBE B cneunanbHOM danne u 3anncbiBaeTcs B 3alLMLLEHHYO BETKY peecTpa.

Mpn 3anycke C3M paccunTbiBaOTCA KOHTPOSbHbIE CyMMbl NporpaMmMHbiX moayrnen C3U no
yKa3aHHOMY BblIlLe anropuTtMy M CPaBHUBAKOTCA C ITANOHHbIM 3HAYE€HUEM B 3aLUULLIEHHOW
BeTKe peecTpa. B crnyyae obHapyxeHus HecoBnageHUs B KOHTPOSbHbIX CyMMaXx MPOUCXOAUT
BOCCTAHOBMNEHWE MpOrpamMMHbIX  MOAyneh K3  pe3epBHbIX KONUMW B Kartanore
C:\BLOCKHOST\BACKUP, B cucTeMHbIV XypHan nueTcsa cobbiTne ayanta o6 obHapyxeHum
HapyLLeHNs1 KOHTPOIS LENOCTHOCTU U BbINONIHEHUM BOCCTAHOBIIEHUS.

Ecnn BocctaHoBneHne nporpammHoro moayns C3W m3 pesepBHOM KONUM HEBO3MOXXHO,
paboyas cTaHumMsa OnokupyeTcsi, B CUCTEMHbIA XypHan nuweTtca cobbitue ayamta 06
OOHapy>XeHUN HapyLUEHNA KOHTPOMSA LENOCTHOCTU M HEBO3MOXHOCTU BOCCTAHOBMEHUA U3
pe3epBHOW KOMUK.

3.13 MexaHunsm ynpasneHus naeHTudukaTopamm

MexaHusm  ynpaBneHus naeHTudgmkaTopamm npegHasHayeH aOns  ynpaeneHus
nepcoHanbHbIMU 9NEKTPOHHbIMU naeHTUdrkaTopamm (TokeHamu): eToken, SafeNet eToken,
JaCarta PRO, JaCarta PKI, JaCarta-2, ESMART Token n PyTokeH.

MexaHnam ynpasneHnsd VI,D,eHTVI(*)VIKaTOpaMVI NO3BOJIAET BbINOJIHATL crneaytowine DencTBus:

- pPeErncTpupoBaThb U BECTU y4ET NEPCOHANbHbIX 3NEKTPOHHbLIX MAEHTUNKATOPOB;

- OCYLLECTBNATb YrpaBfieHne nepcoHarnbHbIMN 3NEKTPOHHBbIMU NaEeHTUMKaTopamMu:
o Ha3Ha4YeHne TOKEHOB MONb30BaTENAM;
. npuocTaHoBKa/BO30OHOBMNEHNE UCMONb30BAHNSA TOKEHOB;

. BblBOA4 TOKEHOB W3 MCMNONb30BaHWs (OT3bIB UUPOBLIX CepTUUKATOB Ha
yCTpoKncTBax);

° 3anncb UMGPOBbLIX CEPTUPUKATOB HA TOKEH;
o yaaneHne TOKEHOB U3 CUCTEMBI;

- yBeAOMNATb nofib3oBaTenen U  agMUHUCTPATOPOB O COCTOAHUM  LNPOBbLIX
cepTMdurKaToB Ha TOKEHaX (AENCTBUTENEH, OTO3BaH, UCTEKaeT, OTKIOHEH, 0qobpeH 1 T.4.);

- OCYLLIECTBNSATb NOUCK U hunbTpaumio MHPOPMaLMN 0 TOKEHaX 1 Nonb3oBaTensix B 6ase
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AaHHbIX;

- dhopMmMpoBaTh aKkTbl U OTCINEXMBATL UCTOPUIO aKTOB NO pe3ynbTaTam ornepauuii Bblaayu
TOKEHa Nosb30BaTenNt, U3bATUSA TOKEHA W yAaneHUst TOKeHa U3 CUCTEMbI.

3.14 MexaHn3m agMUHUCTpUpoBaHna C3U

MexaHn3m agMUHUCTPUPOBAHUSA MO3BOSIIET C MOMOLLBIO KOHCONW yrnpaBfeHuUsi YCTaHOBUTb
HeobxoguMmble HacTpourku 6Ges3onacHOCTM € nocnefywwen nepegaden  HacTpoek
GesonacHocTM No Bcen mepapxmm B B[] HAcTpoek NOOYMHEHHbLIX CEPBEPOB U KITMEHTCKUX
paboumnx CTaHUMN.

MexaHuam  agMUHUCTPUPOBAHUS  OOCTYNeH TOMbKO  MoMb3oBaTeno C  fpasBamu
agMUHUCTpaTopa 6e3onacHOCTHU.

B koHconn ynpasneHna agMMHUCTpaTopy 6es3onacHocTn OOCTYNHbI cneaytouine nencTeus:

— ynpasrieHne copMUPOBaAHHOW CETEBOW CTPYKTYPOW: OCHOBHbIM U MNOAYMHEHHBLIMU
cepBepamMu, KINMEHTCKMMU paboymmMu CTaHuMKM W rpynnamMu, BKAOYAKOWUMKU NOSYUHEHHbIE
CepBeEpbI U KNNEHTCkMe paboune ctaHumm;

- yrnpaBfieHne KIMEHTCKUMU W  CcepBepHbIMM  nonutukamum (Habopom  HacTpoek
MexaHn3MoB 6e3o0nacHOCTM M napameTpoB paboTbl CEPBEPOB W KIIMEHTCKUX paboumx
cTaHuun);

- ynpaeneHve napameTpamMu ayTeHTUdUKauum nonb3oBaTene npu Bxoge Ha
KNMMeHTCKne paboyme CTaHuuu;

— yrnpaBneHue orpaHnu4yeHnsaMun npu 3agaHmm napons n PIN-koga TokeHa nonb3oBartens,
HaCTpoWKa KonmMyecTBa HenpaBuibHbIX NOMbITOK BXOAA;

- oTCnexuBaHue M3MEHEHUI B CMMCKe YCTaHOBIMEHHbIX NporpaMm, cryxo6, apariBepos,
KaTanorax obLLero gocTyna, KOHTPOsb annapaTHOW cpeabl;

- oTCreXnBaHne U3MEHEHNN B KOHTPOSTbHbIX CyMMaXx 3aaHHbIX hannos;

HaCTpOMKa rapaHTMPOBaHHOIO yaarneHusi 06bekToB (bannoBON CUCTEMbI C CUCTEMHbIX
N HE CUCTEMHBIX OUCKOB 6€3 BO3MOXHOCTM X JanbHENLLEro BOCCTAHOBIEHNS;

permcTpauus cobbiTUin ayauta npu neyvaT AOKYMEHTOB Ans BCeX NPUNOXEHWUIA;

- pernctpauusa cobbiTui ayguTta npy nonbiTkax AOCTyna K onpeaenéHHbiM Tunam
dannos: aygmodgannam, sugeodannam n nsobpaxeHnam;

- pernctpauua cobbiTun ayauta 3anycka M npekpaweHna paboTbl MCNOMHAEMbIX
drannos;

— yrnpaBfieHne O4YMCTKOM BCen CBOGOAHOM (PM3MYECKON NaMATM MNOCTaBMEHHbIX Ha
KOHTPOJIb NPUMOXEHUN NOCEe UX 3aBepLLEHNS;

- HacTpoWka BO3MOXHOCTM pPaboTbl B MSATKOM peXxume, yrnpaBrieHMe HacTponkamu
XypHana ayauTa;

- ynpaBrieH1e napaMmeTpamu pasrpaHnYyeHns 4oCTyna K cepBepy;
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- dopMupoBaHue cnmcka cobupaemblix COObITUM U 3anycka uukna cbopa cobbiTun C
NOOYNHEHHBIX CEPBEPOB N KITMEHTCKNX paboymx cTaHuui;

- HaCTpOMKa napaMeTpoB aBTOapxmBauum cobbiTU, COBPaHHLIX C KITMEHTCKNX paboumx
CTaHUUN 1 NOAYMHEHHbIX CEPBEPOB;

- HacTpOMKa MapamMeTpoB Kawa CcobObITMA Onsi BPEMEHHOrO XpaHeHus CcoObITui
NOOYNHEHHBIX CEPBEPOB/KITMEHTCKNX KOMIMbLIOTEPOB;

- HacTpoOMKa MNPUCOEOMHEHUs cepBepa B MEpPapxuMio B KayecTBe [OMOBHOMO WMu
NOAYMHEHHOTO cepBepa;

- HacTpoWnka napaMeTpoB akcrnopTa cobbitur B SIEM-cucremy;

— HacTpoMka AocTyna nosnb3oBaTtenen K obbektam anrioBon CUCTEMBI: FNIOTMYECKUM
Auckam, katanoram n dgpamnnam;

- OTCNneXxuBaHne N3MEHEHU B NepeyvHe 3adaHHbiX ddanfioB U BOCCTAHOBMEHNE UX U3
pe3epBHbIX KOMUM;

- HaCTpOVIKa BO3MOXHOCTWU BXO4a nosib3oBaTtesid B CUCTEMY C UCMOJIb30OBaAHNEM NAPOJIA;

- pasrpaHuyeHve npaB nevyat Ans YKasaHHbIX  MPUNOXEHUR, MNPOCTAHOBKA
cneumanbHOro KONoHTUTYa no wabnoHy neyaTtu Ans ykasaHHbIX NPUIOXEeHNI;

- dopMMpoBaHMe crucka paspeLleHHbIX Ansi 3anycka NpoLeccoB, AOCTYMHbIX Ans
BbIOPAHHOIO Mosb3oBaTeNs Ha KIMEHTCKOW paboyen cTaHumu;

- dopmupoBaHMe crucka  Monb3oBaTtener, KoTopbiM — OygeT  npegocTaBreHa
BO3MOXHOCTb BXOZa Ha KIMMEHTCKYI0 pabouyyto CTaHLMIO;

— HacTpoMka [oCTyna nornb3oBaTend K dawnnoBbiM pecypcaM CTaHUUU C MOMOLLbIO
NPUCBOEHNS NMOMb30BaTENSM N pecypcam onpeaeneHHbIX MeToK;

- yrnpaBrieHne NpoLeccoM YCTaHOBKM UMW yaaneHusi NporpammMHoro obecneveHusi, B Tom
yucne knneHToB brnokxocT-CeTb Ha paboune cTtaHumu;

- dopmMUpoBaHMe CBOAHbIX AAHHBLIX O COCTOSIHUW KMMEHTOB, NOAKMIOYEHHbIX K cepBepaM
nepapxmu;

- ynpaBrieHue yCTpoMCTBaMM ayTeHTUUKaLUUN Nonb3oBaTenen Ha NPOTSKEHUN BCErO
KM3HEHHOro umkna (y4eT, Has3HayeHue MoNb3oBaTesnsiM, MPUMOCTAHOBKA WCMONb30BaHUS,
BbIBOJ, U3 MCMNONb30BaHUS).
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4 BxogHble 1 BbIXOAHbIE AAHHbIE

BxoaHbiMu gaHHbiMn ansa C3U ot HCL «BnokxocT-CeTb 4» aBnsoTCSA:

- ©a3a gaHHbIX HaCTPOEeK CUCTEMbI 3aLLATHI;

- 6asa JaHHbIX HAacTpPOekK ornepaLoHHON CUCTEMBI.

HacTponku cuctembl 3aLLnNTbl XPaHATCS B KITMEHTCKOM U cepBepHON 6asax AaHHbIX U coaepxaT
nHdopMauuio 060 Bcex cybbekTax n 06beKkTax CUCTEMBI 3aLLMThl, O HACTPOMKax NpaB AocTyna
No KaXKaoMy MexaHn3my 3alLnTbl U JONOMHUTESNbHBIX NapameTpax.

OnuncaHune CTpyKTYpbl KINIMEHTCKOWN U cepBepPHON Basbl AaHHbIX NpeacTaBneHo B [punoxeHun
3 pokymeHta «CpefcTtBo 3awWuTbl MHGOPMaUUM OT HECaHKLMOHMPOBAHHOIO [[OCTyna
«bnokxocTt-CeTb 4». OnncaHne nporpaMmmbi».

BoixogHbiMn  gaHHbiMu C3UW ot HC[L «bnokxoct-CeTb 4» saBnswTca dawnnbl ayguTa,
co3gaBaeMble B npouecce pabotsl C3U.

MpOMEXYTOUHbIMA  BbIXOAHbIMW  [OaHHbIMM  CYMTAKOTCA  CUCTEMHble  CcooOWeHus o
HEeJOCTYMHOCTM TeX WM MHbIX PEeCcypcoB ANns nonb3oBaTens, 3awmuweHHbix C3U. Bug m
cogepxaHne aTux coobLleHnn 3aBUCUT OT KOHKpeTHon Bepcun OC.

B XypHan ayauTta 3anucbiBaloTCcs Bce obpallleHns K 3aluiiaemMmbiM pecypcam ¢ ykasaHuem
cyObekTa, 3almiaemMoro oobekta, MmexaHuama, cnocoba obpalleHnsi, yCnewHoCT NonbITKA
obpalleHns 1 BpeMeHn obpalleHus.

MpocmoTp coobweHMn ayauTa W O4YMCTKa KypHanoB ayguTa  OCYyLLeCTBASHTCA
agMuHUCTpaTopoM 6e30MacHOCTM C MOMOLLbIO KOHCOMW yrpaBneHus.

MonHbIN NnepedeHb UKCUPYEMbIX COObITUI ayauTa npueeneH B NpunoxeHun 1 QOKymeHTa
«C3U ot HC[ «bnokxoct-CeTb 4». PykoBoACTBO agMuHUCTpaTopa BesonacHocTu. YacTtb 2.
PasBepTbiBaHne n ayanT».
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5 [lporpammHblie mogynu C3U

C3M ot HCO «Bbnokxoct-CeTb 4» BKNOYaeT MNOACUCTEMbI, COAEPXalLune MnporpaMmHbIe
MOAYNn, peanuaylLmne MexaHn3mbl 3aluTbl B COCTaBe nporpaMmHoro obecneveHna C3U.

Noaocuctema «YnpaBneHne M agMUHUCTPUPOBAHME» KIMMEHTCKOM 4YacTU U KIMeHTa
ynpaBreHus coaepar crieaytoLlme fornyeckme Moaynu:

- Moaynb «[ucnetyep coedVHEHU KIMeHTa» HABNAeTCs AUCNeTyepoM 3anpocoB Ha
nosly4eHne HacTpOeK, KOTopble MOCTynawT OT Apyrux noacuctem knueHta C3U unm ot
cepepa C3U;

- Mogynb «MeHempxkep BL HacTpoek knuveHTa» npegHasHadeH Ans 3anvcu U YTeHus
3a4aHHbIX HACTPOEK kKnueHTa, na3/B Bl HacTpoek;

- moaynb «MeHemkep HacCTPOEK KNMeHTa» npegHasHavyeH aAnga nonyvyeHus MHopMaums
0 pecypcax [K, n BbINOMHAET 3anpocbl Ha MNOSflydeHWe LaHHOW WHOopMauuM OT Moayns
«[ucneTyep coeanHEHUN KNMeHTay», a Takke yaarneHHble 3anpochl;

- Moaynb «YnpaBreHue TOKeHaMW Ha KNMEeHTe» npefHasHavyeH ans ynpaeneHus
yOAaneHHON Bbloavell TOKEHOB, KOHTPONS U YNpaBfeHWUst >KU3HEHHbIM LMKIOM TOKEHOB,
OCYLLECTBNSET 3anuCb W CUHXPOHU3ALUMIO LMGPPOBLIX CEPTUEDUKATOB HaA TOKEHax mnpu
yAaneHHON Bblaye TOKEHOB;

- Moaynb «KoHCOMb ynpaBneHust KIIMEHTOM» COLAEPXKUTCS TONMbKO B KIMEHTe
ynpasneHus OC Linux n npegHasHadeH ans ynpasfieHUs KOHTPONEM LeNIOCTHOCTU (DalnrnoB;
OYUCTKM OnepaTMBHOM NaMATK; NPOCMOTPA CObbLITUI ayauTa.

Noacuctema «YnpaBneHne M agMUHUCTPUPOBAHUE» CEPBEPHOM YaCTU COAEPXKUT
cnegyoLiue rnorndyeckne Moaynu:

— mMoaynb «KoHconb nogcncteMsl ynpaBneHusay obecnedunBaeT rpadomyeckmii nHTepdenc
ANSA ynpaBneHnsa n agMMHUCTPUPOBaHME pexnmamm paboTbl, HACTPOMKaMM U NONIUTUKaAMKN ANS
yaaneHHblx knmeHtoB C3U n cepsepa C3W, nonyyaeT 1 cOXpaHsieT AaHHbIe PeXMMOB paboThbl
N HacTpoek na/B b1 HaCcTpoeK;

- mMoaynb «Cnyxba coeguHeHust KOHCONN C cepBepom» obecnevmBaeT CBA3b MOy
«KoHconb ynpaBneHus» ¢ gpyrumu crnyxbamm cepBepa M OOMEH OaHHbIMW MeXay HUMWU,
OCYLLECTBMSAET pasrpaHndeHne goctyna k ynpasneHuo C3U;

- mMoaynb «[lMcnetyep COeAVMHEHWU cepBepa» SBMASIETCA OUCNETYEPOM 3anpocoB Ha
nosly4eHne HacTpoek, nocTynawowmnx oT Apyrux nogacuctem cepsepa C3U, ocyuwecTtBnaer
nepenavy HacTpoek knmeHToB oT cepBepa C3W yepes noacucteMmy ceteBoro obmeHa;

- Moaynb «MeHepkep NONUTUK N HACTPOEK KIMEHTOBY B3aumonencteyeT ¢ bl HacTpoek
knueHTa u Bl HacTpoek cepsepa C3W, BbINONHASA 3anNnCb U YTEHUE 3afaHHbIX HACTPOEK, U3/B
B[l HacTpoek, n nepegaeT ux B nogcmuctemy «Ceteor obmeH» ansa nepegaydm knneHtam C3U;
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- Moaynb «YnpaBreHWe TOKeHaMW Ha cepBepe» MpedHasHayeH Ans ynpaeBreHus
BbIMYCKOM TOKEHOB AfIS1 NONb30BaTerNel, BbINOMHSAET KOHTPONb U yNpaBneHue XU3HEHHbIM
LMKITOM TOKEHOB, OCYLLEecTBRsieT hopMUpoOBaHME, 3anucb W CUHXPOHM3AUMIO LMEPOBbLIX
cepTUMKaTOB Ha TOKEHAX, NP NOAKITHYEHMN TOKEHOB Ha KINMEHTE NN Ha CepBepe.

Nopcucrtema «AyauT» KNUEHTCKOM YacTU U KNUEeHTa ynpaBreHUs COAEPXMUT creaytoLme
nornyeckme Moaynu:

- moaynb «[ucnetyep cobbiTui ayauTtay ocywectsnsaet cbop cobbiTun ayanta, KotTopble
nocTynaiT OT BCex noacuctem, opmumpyeT onucaHve ans cobbitua 6Ge3onacHocTu, u
3anuceiBaeT cchopMmnpoBaHHoOe coobLLeHne ayanTa B XypHan coobwennin MS Windows/Linux
panHoro [1K;

- mMoaynb «CurHanuaaums (Ha KnueHTe)» OCyLecTBnsaeT nepegadvy coobueHun ayamTa,
OTHOCALLUMXCA K OMOBELLUEHNAM «CUrHanu3auum» B MNOACUCTEMY CeTeBOro obmeHa ans
JanbHenwen nepeaaydn rno ceTn Ha cepeep;

- moaynb «C6op coobuieHnn ayguTta» (Ha KNMEeHTe) OCyLeCTBRseT YTeHue 3anucen
ayauTa 13 «KypHana ayauta» n obecnedvBaeT ux nepegady B nogcuctemy cetesoro obmeHa
Ans ganbHenwen nepegaym no ceTn Ha cepeep.

Nopcucrtema «AyauT» cepBepHOM YacTU COAEPXKUT crieayroLme normdeckme Moaynu:

- mMoaynb «KoHconb nogcmuctembl ayguta» obecneynBaeT NnpoCcCMOTp 3anvcen ayguTa m3
B npn nomoLum rpadmyeckoro nHTepenca;

- moaynb «Cnyxba coeguHeHUs1 KOHCONKU C cepBepom» obecnednBaeT CBA3b MOAYNS
«KoHconb ynpaBneHus» c gpyrumu cnyxbamu cepsepa M 0OMeH OaHHbIMU Mexay HUMW,
OCyLLeCTBNSAeT pasrpaHudeHne goctyna K ynpasneHuio C3U;

- mMoAaynb « MoHUTOp curHanusaumm» (Ha cepBepe) BbINOSHAET YTEHWE 3anucen ayauTta
n3 Bl cepsepa, a Takke ocywecTBngeT 3anucb coobweHun ayguta B B[l, nonyyaer ot
nogcucteMbl ceteBoro obmeHa [aHHble ayauTta U OCYLEeCTBNAeT 3anucb MNOMyYeHHbIX
coobuwieHnn ayguta B b[;

- moaynb «Cbop coobuieHun ayguta» (Ha cepBepe) nory4daeT coobLieHus ayauTa,
OTHOCALLUXCS K OMOBELLEHUSIM «CUrHanNM3aumm» OT NoAcUcTeMbl CETEBOro oOMeHa.

NMoacuctema «KoHTponb noptoB M cbeMHbix MHW» knueHTCKOM 4acTu copepxut
cnegyoLine rnorndyeckne Moaynu:

- moaynb «[llonyyeHne HacTpoek» mnoriydaeT MO 3anpocy HaCTPOMKM AN KOHTPOns
noptoB M cbemMHbix MHW (Bknovas USB-HocuTenn) oT nogcuctembl «YNpaBreHue wu
agMUHUCTPUPOBAHMEY;

— mMoaynb «KoHTponb noptoB cbeMHblx MHW n npaB pgoctyna k cbemMHbiM MHW»
OCyLleCTBNAEeT KOHTPOSfib  YCTAHOBMEHHOrO0  paspelleHuMss Wnu  3anpeta  gocTyna
nosib3oBaTerien K onpegeneHHbIM Tunam nopTos cbeMHbIX USB-ycTponcTs;
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- mMoaynb «KoHTponb noaknoveHna cbemHbix USB-HocuTenen» ocyuwiectBngaeT
naeHtTudomkauyuto nogknodaemoro USB-Hocutena wnu knacca USB-HocuTenewn, KOHTPoOsb
YCTAHOBIIEHHOrO paspelleHns unm 3anpeta Ha nogknwoyeHve u ucnons3oBaHne USB-
HocuTensa unn krnacca USB-HocuTenen, KOHTPOmb YCTaHOBNEHHOW CBA3W C MoJSib3oBaTerieM
KOHKpeTHoro USB-Hocutena mnu knacca USB-HocuTenemn, KOHTPOSib YCTAHOBMEHHOW AN
KOHKpeTHoro USB-HocuTenst onuum «TONbKO YTEHNEY.

Moacucrema «KoHTpoONb LENOCTHOCTU U HageXXHoe BoccTaHoBNeHue C3U» KNMeHTCKomn
YacTU COOEPXKUT crnenyoLme fiormyeckme Moaysu:

- mMoaynb «KoHTporb LenocTHocTu 3anyckaembix dannos C3W» ocywecTsnseT
KOHTPOSb LIeNOCTHOCTM ncnonHaembix cgannoB cnyxb C3W npu 3anycke knueHta C3U, oo
3anycka dannos C3/ onepaunoHHOM CUCTEMOWN NO CMUCKY KOHTPOIS LeNoCTHOCTU dhannoB
C3W. Mogyrnb BbINOSTHAET pacyeT KOHTPOJIbHbIX CYyMM hansioB U CpaBHEHUE NX C 3TaNOHHbIMU
KOHTPOSIbHbIMM CyMMaMu, KoTopble cogepxatca B B[, n npu HeobxogmMmocTu, BbINOMHAET
BOCCTaHOBNEHME noBpexaeHHbIX dpannos n3 b;

- mMoaynb «KoHTponb n BoccTtaHoBneHne cnyxb C3UM» ocywiectBnseT nepnogmyeckmmn
KOHTpOSb paboTbl 3anyweHHbIX cnyx® knuneHta C3M no cnmcky KOHTpONS LEenoCTHOCTU
dannos C3W. lNpu aBapuiHOM 3aBeplleHUn paboTbl 3anyweHHbIX cnyxb C3U, moaynb
OCYLLEeCTBMSAET UX NOBTOPHbIN Nepes3anyck;

- Moayrb «KOHTPOSb LLenocTHOCTU M BOccTaHoBneHne dannos C3U» ocywectenser
NepUoanYEeCcKNin KOHTPOSb LENOCTHOCTU UCMONHAEMbIX hannoB n 6ubnuotek cnyxt C3U.
Moaynb BbINONHAET pacyeT KOHTPOSIbHbIX CyMM (pansioB M CpaBHEHME UX C ATANOHHbLIMMU
KOHTPOJSTbHbIMM CyMMaMu oaunnoB, KoTopble 3anucaHbl B[, npu HeobxoammocTn, mMoaynb
OCYLLEeCTBMNSAET BOCCTAHOBMEHME MOBPEXAEHHbIX ucnonHsaemblx dannos cnyx6 C3U
Ncnonb3ys aTanoHHble konun dannos C3U, koTopble 3anncaHbl B B.

NMoacuctema «peHTuukauma n ayreHTMdMKaumus nonb3oBaTenien» KIMEeHTCKOW YacTuy
M KNUeHTa ynpaBrieHUs1 COAepPXUT cneayoLmne nornyeckne Moaynu:

- Mooynb «aeHTudumkaumsa n ayTeHTUduKaumna» OocywecTBnsaeT UAeHTUdUKaumo u
ayTeHTUmnKauunio nonb3oBartenien npm nonbiTke Bxoaa Ha MK, cogepxut 6ubnmotekn pacyeta
xew-pyHKUNN;

- moaynb  «WHTepdenc B3ammogenctsuss C  rpadudeckon nogcuctemonm  MS
Windows/Linux» obecneunBaeT nHtepdenc B3aMmoaencTanga nonb3oBaTens ¢ rpadon4eckomn
nogcmucrtemon ayteHTuukauum nonodosatenen MS Windows/Linux.

Noaocuctema «KoHTpons npaB gocTtyna» KIMEHTCKOM 4YacTU COAEPXUT creayouime
nornyeckme Moaynu:

- moaynb «[llonyyeHve HacTpoek» nonyyaetr OT NoAcUCTEMbl «YnpaBreHve u
alMUHUCTPUPOBAHUE» HACTPOMKU KOHTPOMHA npasB AOCTyna nonb3oBatenen K annosbim
0OBbeKTaM Ha XeCTKMX Auckax U cbeMHbix MHW (cnvcok npasB AWCKPEUMOHHOro OocTyna,
CMMCOK MpaB MaHAaTHOro AOCTyna, CMMUCOK JIOrMYECKUX YCTPOWMCTB, HA KOTOPbIX AOSMKHO
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BbINOJTHATLCHA rapaHTMPOBaHHOE yaareHne annos);

— Moaynb «PasrpaHnyeHve npaB [oCTyna W rapaHTMpOBaHHOE yaarneHue d¢ansios»
NUCronb3ya MOSfydYeHHble HACTPOMKW, OCYLLUECTBIISET pasrpaHUyYeHne OUCKPELMOHHbIX W
MaHOaTHbIX NpaB [JocTyna nonb3oBatener K annoBbiM 0ObekTaM, OcCyLecTBnseT
rapaHTMpoBaHHOe yaaneHne annoB Ha yKa3aHHbIX B HACTPONKaX NOrm4yecknx Tomax;

— moaynb «CeTeBOW MaHOATHbIM OOCTYn (Ha KAveHTe)» nony4aeT ceTeBble npasa
MaHOaTHOro A0CTyna BCEX Nofb30BaTeNen, KOTOPbIE BbINOMHUN BXO4 HA CBOMX yAaneHHbIX
MK 1 nbITaloTCA BLINOMHUTL CETEBOW yAaneHHbIM BXo4 Ha AaHHbIN [1K;

- mMoaynb «[fapaHTMpoBaHHOE yaaneHue annos no TpeboBaHMIO» NpeaHasHayYeH ans
rapaHTMPOBaHHOIO yaaneHnsa ocTaTtoqHoOM MHopMaumm Npu yaaneHum annos;

— moaynb  «CeTeBoM  MaHdaTHblM  JocTyn  (Ha  cepBepe)»  OcylwecTBrnseT
LeHTpanu3oBaHHbIN COOP OaHHbIX O NpaBax MaHO4ATHOro AOCTyna nonb3oBaTerien, KoTopble
BbINOSTHUIM BX0A Ha cBomx MK, NOAKMOYEHHbIX K CeTh, nepefaeT nofyyeHHble JaHHble Yepes
nogcmucTtemy «ceteBoro obmeHa» Ha Bce gpyrmne knneHTbl C3U, koTopble ycTaHoBneHbl Ha MK
N NOAKIMIOYEHbI K CETW.

Moacuctema «KOHTpONbL MpPoOLECCOB» KIMEHTCKOW YacTuM COAEpXUT crieaylolime
rornyeckne Moayrnu:

- mMoaynb «[lonyyeHne HacTpoek» morlydaeT HacTPOMKM KOHTPOSs 3anycka MpoLeccoB
(«CNMCOoK pa3peLLeHHbIX MPOLEeCCOBY ) OT NMOACUCTEMbI «YNpPaBreHe U aAMUHUCTPUPOBAHNEY;

— Moaynb «KOHTpoOnb 3anycka paspelleHHbIX npoueccoB» ocyuwectenget Ha [1K
KOHTPOJIb 3anycka NpoLeccoB, BKMIOYEHHbIX B «CMMCOK pa3peLleHHbIX NPOLIECCOBY;

— mMoayrnb «OuuncTka onepaTtMBHOM NaMATU» OTCIEXMBAET 3aBeplleHue MnpoLeccoB B
onepaTMBHOM NaMATW, U MNOCIEe 3aBepLUEHNS npouecca, OCYLECTBNAET OYNCTKY CBOOBOHOrO
aZlpeCHOro npoCcTpaHcTBa onepaTnuBHOM NaMATH.

Moacucrtema «KoHTpoOnb UEenNnoCcTHOCTM hannoB» KNMEHTCKOM 4YacTM WU  KIMUeHTa
ynpaBreHUA COAEPXKNT cnenyoLlme normieckme Moaynu:

- MoAyIb «PacyeT KOHTPONbHbBIX CYMM» OCYLLIECTBIISIET pacyeT 3TaNOHHbIX KOHTPOSbHbIX
CyMM (pannos, KOTOpble 3aTEM UCMNOSIb3YHTCA NPU KOHTPOME LEenoCTHOCTN hannos;

- mMoaynb «KOHTPOsb LENOCTHOCTU 1 BOCCTaHOBMNEHWE pannoB» A5 KITMEHTCKOM YacTu
OCYLLEeCTBNAEeT KOHTPOSNb LEeNIOCTHOCTU (pannoB npu NOMOLLM pacyeTa KOHTPOJSIbHbIX CYyMM
annoB, U CpaBHEHUS C ITANOHHLIMU KOHTPOJSIbHBIMW CyMMamu, npu HeobBXOAMMOCTH,
OCyLLeCcTBNAeT BOCCTAHOBMNEHNE NOBPEXAEHHbIX (DANNOB N3 3TaNoHHbIX KON hannos;

- Moaynb «KoOHTponb ULenocTHoCT dannos» ANa  KueHta YynpasneHus Linux
OCYLLECTBMSAET KOHTPOSb LENOCTHOCTU (hannoB nNpu NOMOLLM pacyeTa KOHTPOJSIbHbIX CyMM
dannoB, M CpaBHEHUA C 3TaNOHHbIMU KOHTPOSIbHLIMW cyMmMamu. BoccraHoBneHue
NnoBpeXAeHHbIX  (ansioB  BbIMOSIHAETCA  MepeycTaHOBKOM  MPOrpamMMHbIX  MOAYyNewn,
YNONTHOMOY€EHHbIM NOSib3oBaTeNeEM U3 AUCTpUbyTMBa.
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NMoacuctema «KoHTponb annapaTHO-NPOrpaMMHOM cpeabl» KIIMEHTCKOM 4acTu
COOEepXUT criegyroLme norndeckmue Mogynu:

- MOAYIb «3anyck KOHTPOIS LEenoCTHOCTU cpebl» NofyvyaeT HacTPOMKM OT NOACUCTEMBI
«YnpaBneHve wn agMUHUCTpPUpPOBaHME» W nepefaeT uUX MoAymnto «3arnyck KOHTponsA
LeNIOCTHOCTU Ccpeapbl», KOTOpbIi cobupaeT AaHHble O COCTaBe HavanbHOW KOHMUrypauum
annapaTHbIX 1 NporpamMMHbIX CpeacTB, ycTaHoBneHHbIX Ha K, 1 3anuceiBaeT ux B B[;

- moaynb «KOHTponb LENOCTHOCTM cpefdbl» 3anucbiBaeT M MofnyvYaeT [aHHble O
KOHoMrypaummn annapaTHbIX 1 nporpaMmmHbix cpencts K, xpaHawmxca 8 B/.

Noacucrema «KoHTponb nevyaTn» KIMEHTCKOW 4YacTW COAEPXUT crieaylolime rormyeckmne
Moaynu:

- moaynb «KOHTponb onepaumi nedatm» OCYLLECTBNSAET KOHTPONb  3afaHHbIX
paspelleHnn Ona NpUnoXeHWn nedvatun, 3anyckaemblX OT MMEHM nosib3oBaTernien Ha
pacne4daTky (pannoB Ha MpPUHTeEpE;

- mMoayInb «[1puHTNpoLeccop nevyaTu» OCyLecTBASeT MapKMPOBKY CTPaHUL, JOKYMEHTOB,
HanpaBfieHHbIX Ha nMneYaTb, OCYLWEeCTBMSeT YyhnpaBfieHne BUPTyarbHbIM MNPUHTEPOM W
npoLeccom nevyaTtu annos.

Moacucrtema «CeteBOM OOMEH» KIIMEHTCKOW, CepBepPHON YacTen U KNMeHTa ynpaBneHus
COAEPXUT crieaytoLme nornvyeckme Moayrnu:

- moaynb «CepBep ceTeBoro obmeHa» ocylecTBnaeT obmeH gaHHbiMu o cetn Ethernet
mexay cepsepom C3U, knneHtamm C3U n kKnnueHTamm ynpasneHud, YCTAHOBMEHHbIMU Ha
sawmwaemsbix MNMK. Mogynb ocyliectsnsieT npyem u nepeaady AaHHbIX N0 CETU MO NPOTOKOaM
TCP/IP n OpenSSL;

- mMoayrnb «KnueHT ceTeBoro obmeHa» ocyluecTenseT obMeH gaHHbIMK No ceTu Ethernet
mMexay knveHtamyn C3W, mexay knueHtamu ynpasrneHus. Moayrnb OcCyllecTBnAeT npuem u
nepegavy gaHHbix no cetu no npotokonam TCP/IP n OpenSSL;

- mMoaynb «KoHTponb ceTeBOro MaHgaTHOro Joctyna» Ans  KIWMEHTCKOW 4YacTu
OCYLLIECTBMSET KOHTPONb CETEBOro AO0CTyna nonb3oBaTenien, KOTopble MNOAKMIoYaTCa Mo
cetn. KoHTpornb ceTeBoro MaHgaTHOro AOCTyna nosfb3oBaTenen OCyLeCTBNAETCSA MO CrUCKY
IP-agpecos K (xoCTOB), NOAKITOYEHHbIX K CETH.

Moacuctema «Pa3BepTbiBaHUe» (PYHKLIMOHUPYET Ha KITMEHTCKOW, CepBEPHOMN HYaCTAX U
KnueHtax ynpasneHus C3M 1 ocywecTBnseT CeTeBY MHCTaNNAUMio U pasBepTbiBaHWE
knueHToB C3W. Noacuctema cooepXuT cnegyowime normyeckme Mogynu:

- mMoaynb «KoHconb MnoacucTeMbl pa3BepTbiBaHUA» NpeaHasHaveH Ons ynpasrieHus
npoLeccoM yaaneHHoro ceTeBoro passeprbiBaHus knneHtos C3U;

- mMoaynb «Cnyxba coeguHeHust KOHCONN C cepBepomM» obecnevmBaeT CBA3b MOy
«KoHconb nogcuctembl pasBepTbiBaHUNAY C Apyrmu crnyx6amm cepBepa n obmMeH gaHHbIMK
MeXay HUMK, OCYLLIECTBNSAET pasrpaHmMyeHne goctyna kK ynpasneHunto C3U;
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- moaynb «CepBep pa3BepTbiBaHUSA» OCYLLECTBNSAET NPOLECC pa3BepTbiBaHUSA KIMEHTOB
C3W, nepepaet Heobxoammble MHCTANMSAUMOHHbIE hannbl knneHToB C3U no cetu;

- mMoaynb «JInueH3npoBaHue» npegHasHavyeH Ans yCTaHOBKM CEPBEPHbIX NMULEH3UI NS
knueHtoB C3U;

- mMoaynb «AreHT pasBepTbiBaHUA» 3anyckaetcd Ha ypaneHHolix MK ¢ OC MS
Windows/Linux 1 BbINOMHAET nNpouecc WHCTanaumMmM awnnoB  KIWMEHTOB/KITMEHTOB
yrnpasrieHunsa C3W.

Moaynu Mcnonb3yoT BHELIHWE MPOrpaMMHble KOMMOHEHTLI, He Bxogsiwme B coctaB C3U,
obecneunBarowme paboTy rpaduyeckoro nonb3oBaTeNnbCKOro uHTepdenca (6GubnuoTteka
«Qt») ¢ pasnmyHbiMn B 1 ceTeBbiM NnpoTokoriom SSL.
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[lepeyeHb coKkpalleHunin

=i - Basa gaHHbIX

3rcC - 3amMKHyTas nporpaMmmHas cpega

HCO - HecaHKUnoHMpoBaHHbIM JOCTYN

oC - OnepaunoHHada cuctema

no - MporpammHoe obecneveHne

MK - [NepcoHanbHbIN KOMMbIOTEP

CBT - CpeacTtBa BblMUCINTENBHON TEXHUKN

C3n - CpeacTtBo 3awmTbl MHOPMaLNN

CK31 - CpeacTtBo kpuntorpadunyeckon 3awmtbl tHdopmMauum
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