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AHHOTaAUNA

B mokymeHTe copepxartca cBegeHus 06 yCTaHOBKE M HAaCTPOWKe MOACUCTEMbI ynpaBneHus
XW3HEHHbIM LMKIIOM TOKEHOB CpeacTBa 3awuTbl MHpOpMaUUM OT HeCaHKLMOHUPOBAHHOIO
poctyna «brnokxocT-CeTb 4» npu B3aMmonencTsum ¢ LeHTpom ceptudukauyum Microsoft CA u
cepsucom katanoroB Active Directory, a Takke cBedeHWA O HaCTpoOWKe cepTuduKaToB,
HeobxoaMMbIX 4ns PYHKUNOHUPOBAHUS NOACUCTEMDI.
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BBeageHune

Mogcucrtema ynpaBneHna XM3HEHHbIM LUMKITOM TOKEHOB MNpeAHa3HadYeHa O51Aa ynpaBlieHUuA
HOCUTENAMM NONb30OBaTeNen Ha NpoTA>XeHUN BCero XM3HEHHOro LUukna.

[na HacTpoWKkM M YCTaHOBKM MOACUCTEMbI YMNPABMEHUS XU3HEHHbIM LIMKIOM TOKEHOB B
CYLLECTBYIOLLEN MepapXMYEeCKON CTPYKTYpe Yxe OOSKHbl ObiTb pasBepHyTbl crepyroLlime
KOMTMOHEHTBbI:

- cnyxba kaTtanora Active Directory;

- ueHTp ceptudpmkauum (Microsoft Enterprise CA), npuHagnexawum ToMy Xe LOMEHY
Active Directory, B koTopom ByaeT pa3BepHyTa NoacucTemMa ynpaBrneHUs XKXU3HEHHbLIM LIMKIOM
TOKEHOB.

3HaKu, pacnonoXeHHble Ha NoNnAaX pykoBOACTBA, YKa3blBalOT Ha NpuMedaHus.

CTeneHn BaXXHOCTW NpUMeYaHuii:

BaxHas nHdopmauus
YkasaHus, Tpebytome 0coboro BHUMaHMS.

JononHutenbHasa nHcpopmauma
YKasaHus, No3BoSsoLWmMe ynpocTuTb paboTy ¢ NogCMCTEMON.
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1 Tllogcuctema XMU3HEHHOro LUuKla TOKEHOB

MNoacucrtema

npeagHa3Ha4yeHa

ans

ynpasJrieHnd

ycTponcTesamm

ayTeHTuukaumm

nonb3oBaTenen Ha NPOTAXEHUNN BCEro XM3HEeHHOro Uukna m obecneumBaeTt y4e€T TOKEHOB B
cucreme, ynpaBsrneHme TokeHamm n ayguT B TEHYEHUU BCETNO XKN3HEHHOIO LMKNa.

Nopgcuctema  XKM3HEHHOro

nepevncrieHHbiMu B Tabnuue 1.1.

Lukna

TOKEHOB MOAAEpXMBaeT

Tabnuua 1.1 — NoagepxnBaemble NOACUCTEMON TOKEHBDI

ynpaBrieHne TOKeHaMu

H n HanmeHoBaHuMe HocuTens
ocurene poussoauTent nopgpepxmnBaemble OC Windows | nogaepxuBaembie OC Linux
eToken Pro,
eToken Pro (Java),
eToken MOCT,
eToken NG-FLASH,
eToken 3A0 «ANALQONH | eToken NG-FLASH (Java),
P.0O.» eToken NG-OTP,
eToken NG-OTP (Java),
eToken GT (Java),
eToken PRO (Java) SC,
eToken PRO SC
SafeNet eToken 5100,
000 SafeNet eToken 5105,
«CeptuchmnumpoBaHH | SafeNet eToken 5200,
SafeNet eToken | ble SafeNet eToken 5205,
NMHPOPMaLIMOHHbIE SafeNet eToken 7200,
CUCTEMbI» SafeNet eToken 7300,
SafeNet eToken 4100
PyTokeH, PyTokeH S,
PzTOKeH I)_/;e Pytoken 3UM Pyroke SLM, Pyroken SLIT
PyTokeH 3A0 «Aktne Codbt» ’ | 2.0, Pytoken UM 2.0 Flash,
PytokeHn 3UIM 2.0, Pytoken 3L PyTokeH BLIM 3.0
2.0 Flash, PyTtoken 3LIM 3.0
JaCarta-2, JaCarta-2,
JaCarta gﬁf» «ATIABANH JaCarta PKI, JaCarta PKI,
JaCarta PRO JaCarta PRO
000
«MHTennekTyanbHble
eSmart Token cucTembl eSmart Token eSmart Token
ynpaBneHusi
BusHecoM»

[ns paboTbl ¢ cepTudUKaTamMy Ha TOKEHe B MNOACUCTEME >XM3HEHHOrO LMKIa TOKEHOB
Heo6XoaMMO BbINOMHUTL OMNpeAerieHHble HacCTPOWKM Ha KOHTPONSepe [AOMeHa, LUEeHTpe
cepTudUKaLmMmM 1 B cCaMoi NOACUCTEME XKUIHEHHOIO LIMKIa TOKEHOB.
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Ecnm Ha knuneHtckmx OC Windows He xBaTaeT KOMMOHEHTOB A4S OT3blBa
@ cepTudukatoB. [Onsg  KOPPEKTHOro  PYHKUMOHWPOBAHWSA  MOACUCTEMbI  NoA

ynpasneHuem knueHtckmx OC Heobxogumo noctaBuTb obHoBNeHne «Remote Server

Administration Tools» (yctaHoBka «Remote Server Administration Tools»

Heobxogmma Tonbko ana OC Windows 7, 8.1, 10 (go Bepcun 1903) n BKMHOYUTL

KOMMNOHeHT «Cpedcmea cnyx6 cepmughukayuuy:

- ana OC Windows 7 "Remote Server Administration Tools for Windows 7"

(https://www.microsoft.com/en-us/download/details.aspx?id=7887);

- ans OC Windows 8.1 "Remote Server Administration Tools for Windows 8.1"

(https://www.microsoft.com/en-us/download/details.aspx?id=28972);

- ansa OC Windows 10 go Bepcumn 1903 "Remote Server Administration Tools for

Windows 10" (https://www.microsoft.com/en-us/download/details.aspx?id=45520).

@ Mpn Bblgade TokeHa PymokeH SLI1 pns Bxoga no cepTudmkaTy Ha cepBepe nojg
ynpasneHnem OC Linux, Bxog B OC Windows no Takomy TokeHy 6yneT HEBO3MOXEH,
T.K. MPOV3BOANTESb HE NOAAEPXKMBAET AAHHY BO3MOXHOCTb.

B OC Windows 10 Bepcun 1903 u Bbile o6HoBneHne «Remote Server Administration Tools» yxe yctaHoBrneHo
no ymonyaHuto. BknioueHne komnoHeHTa «Cpedcmea cnyx6 cepmudgbukayuu» LOCTYMHO B NyHkTe «[laHenb
ynpaBneHua» — «lporpammbl» — «BkntoveHne unu oTknoveHne komnoHeHToB Windows».
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GIS

2 HacTpounkun Ha KoOHTponnepe goMeHa

[nsa nepBoHayanbHON HACTPOWKN MOACUCTEMbI XXWU3HEHHOIO LMKMa TOKEHOB HeobXxoamMmo
co3faTb CePBUCHYIO YYETHYIO 3an1cb, 06naaatoLLyto 4OCTaTOYHbIMM NpaBaMu AN co3gaHus
cepTudukaTa 1 BXOASLLY B rpynny nonb3oBaTtenei JoMeHa.

®

[ns cosgaHnsa cepBUCHOWM y4eTHOM 3anucu (Hanpumep, serviceCA) OTKPONTE OKHO OCHaCTKU
Active Directory — [lNonb3oeamenu u komnbromepbl (Active Directory Users and
Computers) (pucyHok 2.1).

CepBucHas yyeTHas 3anucb AO0SMPKHA NpUHaanexaTb TOMY e OOMEHY, YTO U LEeHTP
cepTudukaumm.

Shortout Tools
Home Share View Manage ~
F= 4 cut h e x Iﬁ | 03 New item - D @ open - HH selectan
- [ Copy path L ) L Y FEasy access [ Edit oo Select none
Copy Paste _ Move Copy Delete Rename  New Properties ; .
[2] Paste shorteut tor to- - folder - o Invert selectic
Clipboard Organize MNew Open Select
1 | « All Control Panel ltems » Administrative Tools v & | | Search Administrative Tools £
X Favorites L Name ° Date modified Type Size
B Deskiop L. Terminal Services 22.08.2013 19:39 File folder
8 Downloads (7} Active Directory Administrative Center 22.08.2013 3:50 Shortcut 2KB
4. Recent places {71 Active Directory Domains and Trusts 22.08.2013 10:55 Shortcut 2KB
(&8 Active Directory Module for Windows Po...  22.08.2013 10:55 Shortcut 2KB
1B This PC s [# Active Directory Sites and Services 22.08.2013 10:55 Shortcut 2KB
b Desktop (a] Active Directory Users and Computers 22,08.2013 10:55 Shortcut 2KB
| Documents & ADSI Edit 22.08.2013 10:55 Shortcut 2KB
8 Downloads (#]- Component Services 22.08.2013 10:57 Shortcut 2KB
W Music | ﬁ Computer Management 22,08.2013 10:54 Shortcut 2KB
& Pictures " [&l Defragment and Optimize Drives 22.08.2013 10:47 Shortcut 2KB
& Videos {2 DHCP 22.08.2013 10:45 Shortcut 2KB
i Local Disk (C:) #. DNS 22.08.2013 10:55 Shortcut 2KB
ca Data (D:) Event Viewer 22.08.2013 10:55 Shortcut 2KB
(5 Group Policy Management 22.08.2013 10:56 Shortcut 2KB
€ Network {2k, iSCS! Initiator 22,08,2013 10:57 Shortcut 2KB
M DESKTOP-WIN1C [#h Local Security Policy 22.08.2013 10:54 Shortcut 2KB
1M s18CA02 ¥ [EP Microsoft Azure Services 24.07.2014 B:02 Shortcut 2KB__

PucyHok 2.1 — lNepexop k ocHacTke Active Directory Users and Computers

OkHo GyaeT nveTb cnegylowmn sna;

72410666.00063-04 95 01-03



G I S FABUHOOPM C3W ot HC[ «BnokxocT-CeTb 4»
CEPBUC PykoBoactBo agmuHucTpaTtopa 6esonacHocTu. YacTb 3 9
HacTtpovika nogcuctembl ynpasneHust TokeHamu, LIC Microsoft CA

File Actien View Help

e o 0/ XRGEez Ha 4aaTdh

[T Active Directory Users and Computers [s18 | Name Last Nathe Type Description
p (2] Saved Queries || & admin User
4 [Fd diff pki #2 Allowed RODC Password Replication Group Security Grou.. Members in this group can have their passwords replicated to all read-only domain controllers in the do
b EBH || 88, Cert Publishers Security Grou.. Members of this group are permitted to publish certi to the directory
b [ Buitn || 88, Cloneable Domain Controllers Security Grow.. Memibers of this group that are domain controllers may be cloned.
b (@ Computers || 82, Denied RODC Password Replication Group Security Grow... Members in this group cannot have their passwords replicated to any read-cnly domain controllers in th
k: ij Ll i || B2, DHCP Administrators Secunty Grou... Members who have admanistrative access to the DHCP Senvice
bl Domain Cortrollers I 88, DHCP Users Security Grou.. Members who have view-only sccess to the DHCP service
: 2 ::D’;:;m"'wm““’ || 82, Dnsadmins Security Grou.. DNS Administrators Group
L s LostAndFoiund 2 DnsUpdatePraxy Security Grow... DMS chients who are permitted te perform dynamic updates on behalf of some other clients (such as DH
b 2 Managed Service Accounts || 8, Domain Admins Security Grou.. Designated administraters of the domain
b 2 Progiam Data || 82, Domain Computers Secunty Grou... All workstations and servers joined to the domain
b (& Smant Card Logen || 8, Demain Controllers Security Grow... All domain controllers in the domain
b B Special | 82, Domain Guests Security Grou... All domain guests
b5 Stff 82, Domain Users Security Grow...  All domain users
b [ System 82 Enterprise Admins Security Grou... Designated iR of the
b @ Test 10 Users || 82, Enterprise Read-only Demain Controllers Secunity Grou.. Members of this group are Read-Only Domain Controllers in the enterprise
b2 TestUsers || 88, g_EtokenAdmin Security Grou,..
L Users || B2, Group Policy Creator Owners Security Grow... Members in this group can modify group policy for the domain
b ] NTDS Quotas 2, Guest User Built-in account for guest access to the computer/domain
b [ TPMDevices 2, rbtge User Key Distribution Center Service Account
kPwtu:t!d Users Security Grow... Members of this group are afforded additional protections against authentication security threats. See b
|| B2 RAS and IAS Servers Security Grow...  Servers in this group can sccess remote sccess properties of users
|| 82, Read-only Domain Controllers Security Grow... Members of this group are Read-Only Domain Controllers in the domain
| 82, 5chema Admins Secunty Grow... Designated administrators of the schema
s testuser User
; kWinN.MRgmotzWMMsus“ Security Grow... Members of this group can access WMI resources over Is (such as W5
& Administrator adminoff User Built-in account fior administering the computer/domain
L Enrollment Agent Envollment Ag... User

PucyHok 2.2 — OcHacTtka Active Directory Users and Computers

Cospante opraHusaumoHHoe noapasgenenne (Organizational Unit — OU) wuagatenen
cepTucpmkatoB Anst paboTbl C BbIMYCKOM CEPTUCPUKATOB NOACUCTEMON XUIHEHHOrO LUMKNIa
TOkeHOB (Hanpumep, Ha pucyHke 2.3 OU Special) u cosgante rpynny wusgaTtenen
ceptudukaToB (Hanpumep, Certlssuers) No LWenyky NpaBor KHONkn Mbiwn Cozdamb (New)
— pynna (Group).

CospganTe CepBUCHYHO YY4ETHYHO 3anNUChb MO LLIEMYKy NPaBon KHOMNKM Mbilwn Co3zdamsb (New) —
lNMonb3oeameneb (User). OTobpasntca OKHO ANs BBOAA [LaHHbIX CO30aBAeMON YYETHOM
3anucu norb3oBarens (PUCYHOK 2.3).

3 Active Directory Users and Computers
File Action View Help

o 2m 0/ XEdx Hm TaETaR

] Active Directory Users and Computers [s18)| Name Last Nafhe Type Description
b Saved Queries L adminCa User
4 F3 diff.pki B2 Certlssuers Security Group - Global Visaarenu cepros
v &l BH 82, di_Enrolment_Agent Security Group - Domain Local
p =] Builtin #2,g_Enrolment_Agent Security Group - Global
I Computers

) Diff
p & Domain Controllers
b ] ForeignSecurityPrincipals
p & INDEED
t . LostAndFound
b ] Managed Service Accounts
v ) Program Data
&) Smart Card Logon
&) Special
b &1 Stuff
b [ System
p &1 Test 10 Users
b &l TestUsers
b 2 Users
b 2] NTDS Quotas
b ] TPM Devices

PucyHok 2.3 — Co3gaHne cepBUCHOW y4ETHOM 3anucu
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Beeante Bce Heobxoaumble gaHHble n HaxmuTe fJasnee (Next).

B nosBuBwemMcs OkHe BBeAUTE Naposfib CO30aBaeMOW CEPBUCHOM YYETHOW 3anucu wu
NoATBEepANTE ero B COOTBETCTBYIOLLEM MOfe, U YCTaHOBUTE NapameTpbl 3anpemumb CMeHy
napons nonb3oeamens (User cannot change password) n Cpok delicmeusi naposisi He
o2paHuy4eH (Password never expires) (pUCyHOK 2.4).

& Crestein: diff pki/Special

Password: [

Confirm password: [

[] User must change password at next logon
[w] User cannot change password

[#] Password never expires

[ Account is disabled

PucyHok 2.4 — Beog naponsi 4ns cosgaBaemMorn CepBUCHOM YY4ETHON 3anucu

Haxmute Ha kHonky Fomoeo (Finish) (pucyHok 2.5).

& Createin:  dff pki/Special

When you dlick Finish, the following object will be created:
Full name: serviceCA
User logon name: serviceCA@dif pki

The user cannot change the password.
The password never expires.

PucyHok 2.5 — 3aBepLueHne co3gaHus CepBMCHON YY4E€THOM 3anmcu
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B ocHacTke Active Directory — nosib306amersiu U KOMIMbOMepPbI LLENKHUTE NMPaBOW KHOMKOW
Ha MMEeHW co34aHHOM y4eTHOW 3anucu n Bolbepute Ceolicmea (Properties).

Mepenante BO BkNagky Ynewn epynn (Member of) n npoBepbTe NPUHAANEXHOCTb YYETHOM
3anucu rpynne nonb3oBaTernen gomeHa (Domain Users) v co3gaHHOW rpynne usgaTtenen
ceptudukatoB (Certlssuers, OU Special) B cooTBeTCTBUM C pPUCYHKOM 2.6. [lpwu
HeobxoammocTn, Ao6aBbTe YYETHYHO 3annChb B AaHHLIE Tpynnbl MO kHornke Job6asumsb (Add).

Remote Deskiop Services Profile COM+ |  Attibute Editor
General | Address | Account | Profile | Telephones | Organization
Published Certificates | Member Of | Password Replication | Dialin | Object

Member of :
MName Active Directory Domain Services Folder
Cestlssuers diff pki/Special

| Add. || Remove

Primary group: Domain Users

z There is no need to change Primary group unless
Set Primary Group | you have Macirtosh clients or POSIX-compliart

applications.

PucyHok 2.6 — Bknagka Member of
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3 HacTpouku ueHTpa cepTrndmkaymnm

3.1 Ceptudukart areHta permcrpauum

[ns Bbinycka nofb30BaTeNbCKMX CEPTU(MKATOB Ha TOKeHe Heobxoaum cepTudmkar,
BbiMyLUEHHbIW MO wabnoHy cepTudmkata areHta peructpaumm. B atom  cnyyae
agMUHMCTPATOpP MOXET obpallaTbCs K LEHTPY cepTudukauum ans Bbinycka cepTudukaTos

nornb30BaTeENAM.

[na co3pgaHns wabnoHa 3anycTuTe KOHCOMb LeHTpa cepTudmkaumm ¢ NOMOLLbIO KOMaHAabl
certsrv.msc B KOMaHOHOW CTPOKe (PUCYHOK 3.1).

o] Administrator: cmd (running as diff\administrator)

icrosoft Windows [Uersion 6.3.9600]
:>» 2013 Microsoft Corporation. All rights reserved.

indowshsystemd2 >certspru.msc

:sWindowsssystem32 >

PucyHok 3.1 — 3anyck KOHCONM LieHTpa cepTudumkaumm

@ Mpy BO3HMKHOBEHUWN OLLINMOKKM BMAa, N306pakeHHOro Ha pucyHke 3.2, B NOSIBUBLLENCS
KOHCOMWN UeHTpa cepTudukaumMm no LWeN4yky npaBoOW KHOMKW MbIWK Bblbepute
lNepeHauenumb ueHmp cepmugukayuu (Retarget Certification Authority)

(pncyHok 3.3).

Microsoft Active Directory Certificate Services >

8 Cannot manage Active Directory Certificate Services,
1 |

—  The specified service does not exist as an installed service,
(w424 (WIN32: 1080 ERROR_SERVICE_DOES_MNOT_EXIST)

PucyHok 3.2 — Owmnbka 3anycka KOHCONM ueHTpa cepTudmkaumnm
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File Action View Help 2 . T ) e
= = BS _ = :
Tcen Cr——T File Action View Help
e Teme e [E oz B

Hh A6 Wen G
sz H »e

Certification Ausheaite fincan] 1] o
- | Retarget Certification Authority..

View »
_ Export List...
Help

Redirect this snapin to manage a different Certification Authority

PucyHok 3.3 — ameHeHne ueHTpa ceptudumkanmm

B nosisuBiemcs okHe yctaHoBuTe napameTp Jpyaum komnsromepom (Another computer)
(pycyHok 3.4) 1 HanguTe HeOBXoANMbIN LIEHTP cepTudmrKaumm (pucyHok 3.5).

Select the computer you want this snap+n to manage.
This snap-in will always manage:
) Local computer: {the computer this console is running on)
(®) Another computer: |

| | Browse..

[ ] Allow the selected computer to be changed when launching from the command line. This

only applies f you save the console.

PucyHok 3.4 — Bbeibop ueHTpa cepTudukalmm
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Select a certification authority (CA) you want to use.

Ca

1 diff-S18CADZ-CA

<l

[ [>]

L oc || conce |

PucyHok 3.5 — YcTaHoBKa LieHTpa cepTudumkaumnm

OkHO KOHCONKM ByaeT BbIrMAgeTb criegyowmm obpasom:

File Action View Help

% 7 63

) Certification Autharity (Local)
4 g diff-S18CAD2-CA
7 Revoked Certificates
] Issued Certificates
] Pending Requests
] Failed Requests
e e

Mame o~

31 Administrator

H Basic EFS

2 Computer

3 Copy of Enrollment Agent

30 Directory Email Replication

3 Domain Controller

5 Domain Controller Authenticati

Intended Purpose

Microsoft Trust List Ssgning. Encrypting...
Encrypting File System

Client Authentication, Server Authentic...
Certificate Request Agent

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authent

1 EFS Recovery Agent

3 Enroliment Agent

T Enroliment Agent 4 Different
Fms operator true

1 Kerberos Authentication

3 Kerberos Authentication with ViPNet
3 One Day Smartcard Logon RSA

31 PKI Computer

T PKI Envoliment Agent (Computer)
30 PKI Smartcard User (EA)

3 PKI Web Server

3 Smartcard Logon RSA

1 Smartcard Logon RSA 2

T Smartcard Logon RSA 234

3 smartcard Logon ViPlet

3 Subordinate Certification Autharity
3 User

1 Web Server

File Recovery

Certificate Request Agent

Certificate Request Agent

Smart Card Logon, Client Authenticatio...
Client Authentication, Server Authentic...
EDC Authentication, Smart Card Logon...
Client Authentication, Smart Card Logon
Server Authentication, Client Authentic...
Certificate Request Agent

Smart Card Logon, Client Authenticatio...
Server Authentication

Smart Card Logon, Client Authentication
Client Authentication, Smart Card Logen
Smart Card Logon, Client Authentication
Smart Card Logon, Client Authentication
<All>

Encrypting File System, Secure Email, CL...
Server Authentication

PucyHok 3.6 — KoHcornb LeHTpa cepTudumkaumm

14

B neBon yactn okHa nepenguTe B CBOWCTBA LieHTpa cepTudunkauumn (Properties) no Lienyky
NpaBon KHOMKM MbILIN (PUCYHOK 3.7).
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File Action View Help
e nHazH»e

ﬁ] Certification Authority (Local) “ Name
4 diff-518CAQ2-¢* |A|I == - R Certificates
:j Revoked C | rtificates
| Issued Cert View Requests
] Pending Re b
quests

] FailedReq( | TSP Lo Tt

| 2 plates
[ Certificate  Bxport List...

Properties
Help

Opens the properties dialog box for the current selection.

PucyHok 3.7 — HacTpowka CBOMCTB LieHTpa cepTudmkaumm

MepenanTe Bo Bknaaky bBesonacHocmsb (Security) v no kHonke Jo6asumsb (Add) nobaBbTe
rpynny mnsgatenen ceptudukaToB (pucyHok 3.8), B KOTOPYK BXOAWUT CO3aHHAsi CepBUCHas
yyeTHas 3anuchb (B npumepe, Certlssuers).
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Edensions |  Storage |  Cenfficate Managers
General | Policy Module | Exit Module
Envolmert Agerts | Audting | Recovery Agerts | Security
Group or user names:
2 Vadim B. Ka {vbk @diff pki)
X 5-1-5-21-947200811-1917850035-223544096- 16005
2 admin (admin@dif pki)
3, AmwmmcTpaTop Wugopm Besonactocmw (aib@diff pld)
" 4 Certlssuers (DIFF\Certlssuers)
& Test Aib testaib@«if pki)
&, serviceCA4 (serviceCAS@dif pki)

Pemnissions for Certlssuers
Read
lssue and Manage Ceriificates
Manage CA
Request Cerificates

PucyHok 3.8 — [lobaBneHue paspeLueHnin ons rpynnel nsgatenemn ceptudukaTtoB

YcTaHoBuTE Ang rpynnbl paspeweHvne Bbinyck u ynpaeneHue cepmudghukamamu (Issue
and Manage Certificates) n 3anpocumb cepmugukambi (Request Certificates) n
HaxxmuTe OK (pucyHok 3.8).

B neBon uyactm okHa nepengute Ha nyHKT LWa6noHbl ceptucpmukatoB (Certificate
Templates), wenkHUTe NpaBoM KHOMKOW MbiK U Bblbepute YnpaeseHue (Manage)
(pucyHok 3.9).
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(B cticn SNy
% za= B

Il Cestification Authority (Local) Name = Intended Purpose
4 g diff-518CAD2-CA 5 Administrator Microsaft Trust List Signing, Encrypting...
| Revoked Certificates T Basic EFS Encrypting File System
] lssued Certificates Ecmwu Chient Authentication, Server Authenti
| Pending Requests 3 Copy of Enrollment Agent Certificate Request Agent
| FalledRequests || T picectory Email Replication Directory Service Email Reglication
] Certificate Terr == Manage  |troller Client Authentication, Server Authentic...
= . troller Authenticati Chient Authentication, Server Authenti
1 ¥ Agent File Recovery
View * Agent Certificate Request Agent
| Refresh Agent 4 Different Certificate Request Agent
it i« true Smart Card Logon, Client Authenticatio...
| thentication Client Authentication, Server Authentic...
Help thentication with ViPNet  KDC Authentication, Smart Card Logon...
|| 3 One Day Smartcard Logon RSA Chient Authentication, Smart Card Logon
3 PKI Computer Server Authentication, Client Authentic,..
3 PKI Envol Agent (Comp Certificate Request Agent
T PKI Smartcard User (EA) Smart Card Logon, Client Authenticatio...
3 PKa Web Server Server Authentication
3 smartcard Logon RSA Smart Card Logon, Client Authentication
3 Smartcard Logon RSA 2 Client Authentication, Smart Card Logan
3 Smartcard Logon RSA 232 Smart Card Logen, Client Authentication
T smartcard Logon ViPNet Smart Card Logon, Client Authentication
[ subordinate Certification Authority <Al
B user Encrypting File System, Secure Email, Cl..
& Web Server Server Authentication

PucyHok 3.9 — YnpasneHue wabnoHamu ceptucumkaTos

B nosiBuBLLEMCS OKHE BbIbepuTe NyHKT AeeHm peaucmpayuu (Enroliment Agent) (pucyHok
3.10).

HacTpoiika cBoiicTB abrnoHa cepTudukata MOXET OCYLLIECTBMATLCH B YXKE VMMEILLEeMCS
wabnoHe, NMBO B CO30aHHON KONUM MMetoLLIerocs wabroHa.

[ns co3gaHusa Konun umetoLerocs WwabnoHa, LWenkHMTe NpaBoW KHOMKON MbILK 1 Bbibepute
Ckonupoeamsb wabnoH (Duplicate Template) (pucyHok 3.10).

File Action View Help
%m0 Bm
3 Certificate Templates (s18DC02.diff.pki) Template Display Marfe Schema Version Versi.. Intended Purposes I

3 Code Signing 1 31

3 Computer 1 5.1

a Copy 2 of Smartcard Logon RSA 2 10066  Client Authentication, Smart Card Logon

) Copy of Enrcliment Agent 2 1008  Certificate Request Agent

3 Cross Certification Authority 2 1050

3 Directory Email Replication 2 1150  Directory Service Email Replication

3 Domain Controller 1 a1

2l Domain Controller Authentication 2 1100 Client Authentication, Server Authentication, Sma
3 EFS Recovery Agent 1 8.1

B ol Duplicate Template 1 _
& Enrolime All Tasks U 1022 Certificate Request Agent -
Dechange  procert 41

3 Exchange 6.1

) Exchange Help 71

3 1psec 1 81

T 1pSec (Offline request) 1 71

s operator 2 1003 Smnart Card Logon, Client Authentication, Secure
2 JMS operator true 2 1003 Smart Card Logon, Client Authentication, Secure

T Kerberos Authentication 2 1100  Client Authentication, Server Authentication, Sme
3 Kerberos Authentication with ViPMet 2 1004  KDC Authentication, Smart Card Logon, Server A
T Key Recovery Agent 2 1050  KeyRecovery Agent

3 OCSP Response Signing 3 1010 OCSP Signing

T One Day Smartcard Logon RSA 2 10055  Client Authentication, Smart Card Logon

3 P Computer 2 1003 Server Authentication, Client Authentication

3 pKi Enroliment Agent (Computer) 2 1006  Cerificate Request Agent

3 PKI Smartcard User (EA) 2 1002 Smart Card Logon, Client Authentication, Secure
3 PKI Web Server 2 1003 Server Authentication
3 AS Server b 5 _1011.0 Client Authentication. Server Authenticati ¥

| € L] Aty te Wind o,

[|Using this template as a base, creates a template that supports Windows Server 2003 Enterprise CAs t

PucyHok 3.10 — Co3sgaHue konuu wabnoHa
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18

B nosiBuBLuemMcs okHe co cBoMCTBaMM LWabrnoHa BbINOMHUTE CrieaytoLime HaCTPOMKM:

1) Beegnte wumsi co3gaBaemoro wabnoHa Ha Bknagke O6wue (General). [Mpu
HeobxoammocTn HacTponTe Cpok delicmeusi cepmughukama (Validity period) v lMepuod
ob6HoeneHus (Renewal period) (pucyHok 3.11).

Subject Mame | Server I lssuance Requirements
Superseded Templates |  Bdensions |  Securty
Compatibiity | General | Request Handing | Cryptography | Key Attestation

Template display name:
| Enroliment Agent Token System

Template name:
| EnrolimentAgent Token System

Validty period: Renewal period:
[ 2lyeas | [ 6][weeks |

[ ] Publish certfficate in Active Directory

[ ] Do not automatically reenroll if 3 duplicate cedfficate exists in Active
Directory

PucyHok 3.11 — CeovictBa wabnoHa, Bknagka General

2) Bo Bknagke be3sonacHocmb (Security) nobaBbTe CEpPBMCHYIO YYETHYH 3anucb, OT
UMEHN KOTOPOW ByaeT 3anpalumBaTbCA BbiNYCK CePTUDMKATOB AN nonb3oBaTenen. [ns atoro
Hakmute kKHonky [Jo6basumsb (Add) v B NOABMBLUEMCS OKHE HaWOUTE CO3[4aHHYH YYETHYHO
3anuce (B npumepe, serviceCA) (pucyHok 3.12 a, 6).
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CEPBUC

Subject Name I Server | lssuance Requirements
Compatibilty | General | Request Handing | Cryptography | Key Attestation
Superseded Templates |  Bdensions | Security

EI’OUP ar User names:

82, Authenticated Users
82 Certlesuers (DIFF\Cartlssuers)
serviceCA (serviceCARIT pki)
& admin adminoff (Administrator)
ﬂ Domain Admins (DIFFDomain Admins)
% Enterprise Admins (DIFF\Enterprise Admins)

Permissions for serviceCA

Full Contral
Read
Write:
Enroll
Autoenrall

For special permissions or advanced settings, click
Advanced.

Select this object type:

[Users. Groups. or Bultn securty prncipals | [ Obiect Types... |
From this location:
Enterthe object names to select (examples):

6)

PucyHok 3.12 — CeonictBa wabnoHa, Bknagka Security

3) YcTaHoBUTE [N CEPBUCHOM YYE€THOM 3anucu paspelueHune

(pncyHok 3.13).

72410666.00063-04 95 01-03

3asieka (Enroll)



G I S FABUHOOPM C3W ot HC[ «BnokxocT-CeTb 4»
CEPBUC PykoBoactBo agmuHucTpaTtopa 6esonacHocTu. YacTb 3 20
HacTtpovika nogcuctembl ynpasneHust TokeHamu, LIC Microsoft CA

Subject Name I Server I lzsuance Requirements

Compativiity | General | Request Handing | Cryptography | Key Attestation
Superseded Templates | Bxtensions | Security

Group or user names:

82 di_Enrolment_Agent (DIFF\d_Enrolment_Agent)

#2, g_EtokenAdmin (DIFF\g_EtokenAdmin)

2 admin adminoff (Administrator)

#2, Domain Admins (DIFF\Domain Admins)

#2 Enterprise Admins (DIFF\Enterprise Admins)

servicelCA (serviceCAEdT pki)

For special pemissions or advanced settings, click A:Ium:u:l
Advanced.

PucyHok 3.13 — [lob6aBrneHne paspeLleHnin nsi CepBUCHOMN yY4ETHON 3anucu

4) Bo Bknagke Umsi cy6bekma (Subject Name) yctaHoBuTe napametp Cmpoumcs Ha
ocHoee OaHHbIx Active Directory (Build from this Active Directory information) n
HaxxmuTe lMpumeHums (Apply) (pyucyHok 3.14).

72410666.00063-04 95 01-03



GIS

FASUHO®OPM
CEPBUC

C3W ot HC «BnokxocT-CeTb 4»

PykoBoactBo agmuHucTpaTtopa 6esonacHocTu. YacTb 3
HacTtpovika nogcuctembl ynpasneHust TokeHamu, LIC Microsoft CA

PucyHok 3.14 — YcTtaHoBka napameTpa Cmpoumcsi Ha ocHoge OaHHbIx Active Directory

Compatibilty | General | Request Handling | Cryptography | Key Attestation

Superseded Templates I Bdensions I Security
Subject Name | Server | lssuance Requirements
() Supply in the request

] Use subject information from existing cedificates for autoenrollment
renewal requests ()

(®) Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

| Fully distinguished name v|
[ ]Include e-mail name in subject name

Include this information in altemate subject name:

[ E-mail name

[] DNS name

[l User principal name (UPN)

[] Service principal name (SPN)

* Control is disabled due to compatibility settings.

| oK || Cancad || Ay || Heb

5) [nsa coxpaHeHus wabnoHa HaxmuTe OK.

21

6) Ona nybnukaumm cosgaHHoro wabnoHa, nocne ero HaCTPOWKW, nepenanTe Ha MyHKT
LllabnoHbl cepmughukamoe (Certificate Templates), LenkHATE NPaBON KHOMKOW MbILLM W
Bblbepute Co3damb (New) — Bbidaeaembili wabnoH cepmugukama (Certificate
Template to Issue) (pucyHok 3.15).
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File Action View Help

a9z 6= H

ﬁ Certification Authority (Local) Name Intended Purpose ~
4 g diff-S18CAD2-CA 3 CA Exchange Private Key Archival
lf' Revoked Certificates ) Smartcard Logon RSA 3 Client Authentication, Smart Card Logen
1 Issued Certificates 3 Smartcard Logon RSA 234 Smart Card Logon, Client Authentication
] Pending Requests ) smartcard Logon RSA 2 Client Authentication, Smart Card Logen
? Faile‘d Requests Hims operator true Smart Card Logon, Client Authenticatio...
Mml';:w = Day Smartcard Logon R5A Client Authentication, Smart Card Logon
— .LJmmLAnanf Certifi Request Agent
| MNew * ‘ Certificate Template to Issue Request Agent =
' View » Computer Server Authentication, Client Authentic..,
Web Server Server Authentication
e Smartcard User (EA) Smart Card Logen, Client Authenticatio...
Export List... sliment Agent 4 Different Certificate Request Agent
Help rtcard Logon ViPNet Smart Card Logon, Client Authentication
1 smartcard Logon RSA Smart Card Logen, Client Authentication
3 Kerberos Authentication with ViPNet ~ KDC Authentication, Smart Card Logon..
)| Directory Email Replication Directory Service Email Replication
& Domain Controller Authentication Client Authentication, Server Authentic..,
& Kerberos Authentication Client Authentication, Server Authentic...
I EFS Recovery Agent File Recovery
& Basic EFS Encrypting File System
E Domain Controller Client Authentication, Server Authentic... [v

Enable additional Certificate Templates on this Certification Authority

PucyHok 3.15 — Beibop BblgaBaemMoro wabnoHa ceptudukarta

7) B nosiBuBIEMCs okHe (pucyHOK 3.16) BbibepuTe co3gaHHbIM WabnoH ceptudukarta u
HaxmuTe OK.

Select one Certfficate Template to enable on this Cedification Authority.

MNote: [ a cerificate template that was recently created does not appear on this list, you may need to wait urtil
irformation about this template has been replicated to all domain controllers.

All of the certficate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name Intended Purpose

& Autherticated Session Cliert Authertication

[ CEP Encryption Certfficate Request Agent
@ Code Signing Code Signing

B Copy 2 of Smartcard Logon RSA Client Authentication, Smart Card Logon
3 Copy of Enrolimart Agent Cerficate Request Agent
[ Cross Certfiication Authority <All>

5] Enrollment Agent {Computer) Cerificate Request Agert
@ Enrollmert Agent Token System Cedificate Request Agent
B Exchange Enrollment Agent {Offline request) Cerificate Request Agent
@ Bxchange Signature Only Secure Email

& Ferhanae |lser Sectire Fmail

PucyHok 3.16 — Nybnukaunsa cosgaHHoro wabnoHa

3.2 CepTtudukaTt nonb3oBartens

[Mpu BbINycke TOKeHa C cepTuduKatoMm, B NaMATb TOKEHa 3anucbiBaeTcs ceptudmkar,
BbIMYLIEHHbIN NO WabnoHy cepTudumkata nonb3oBaTenss co CcMapT-kapTou. [aHHbIN
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CepTVICbVIKaT, NOo3BOJIAET OCYLLUECTBIIATb MNOJIb30OBATESIHO BXOO B CUCTEMY.

[na co3pgaHns wabnoHa 3anycTuTe KOHCOMb LeHTpa cepTudmkaumm ¢ NOMOLLbIO KOMaHAabl
certsrv.msc B KOMaHOHON CTPOKe (pUCyHok 3.17).

c- | Administrator: cmd (running as diff\administrator)

icrosoft Windows [Uersion 6.3.9600]
(c)> 2013 Microsoft Corporation. All rights reserved.

Windowsssystend2 dcertsrv._msc

:\Windows“system3d2>_

BE |

m | >

PucyHok 3.17 — 3anyck KOHCONU LieHTpa cepTudukaumm

OKHO KOHcOoNM ByaeT BbIrMsaaeTb creaylLlmnm o6pasom:

| certsrv - [Certification Authority (Local)\diff-S18CA02-CA\Certificate Templates]
File Action View Help
o= 7 d= H
;J Certification Authority (Local) Mame Intended Purpose ~
4 g diff-518CA02-CA 5 Enrollment Agent Default Certificate Request Agent
| Revoked Certificates j Smartcard Logon RSA 3 Client Authentication, Smart Card Legon
| lssued Certificates & Smartcard Logon RSA period Client Authentication, Smart Card Logon
1 Pe.ndmg Requests 5l Smartcard Logon RSA 1 Day Client Authentication, Smart Card Logen
4 FEI|E.C|- Requests j Smartcard Logon RSA 5 Days Client Authentication, Smart Card Legon
| Certificate Templates J Smartcard Logon RS54 15 Days Client Authentication, Smart Card Legon

5l Smartcard Legon RSA 1 Year

& Smartcard Legon RSA One Month
Hca Exchange

5l Smartcard Legon R5A 234

& Smartcard Legon R5A 2

ms operator true

&l One Day Smartcard Logon RSA
| Enrollment Agent

& PKI Enrollment Agent (Computer)
& pKl Computer

] PKI Web Server

& PKI Smartcard User (EA)

& Enrollment Agent 4 Different

,E Smartcard Logon ViPMet

& Smartcard Legon RSA

5 Kerberos Authentication with ViPNet

PucyHok 3.18 — KoHcornb LeHTpa cepTudukaumm

Client Authentication, S5mart Card Legon
Client Authentication, Smart Card Legon
Private Key Archival

Smart Card Logon, Client Authentication
Client Authentication, Smart Card Legon

Smart Card Logon, Client Authenticatio...

Client Authentication, S5mart Card Legon
Certificate Request Agent

Certificate Request Agent

Server Authentication, Client Authentic...
Server Authentication

Smart Card Logon, Client Authenticatio..,

Certificate Request Agent

Srart Card Logon, Client Authentication
Smart Card Logon, Client Authentication
KDC Authentication, Smart Card Logon...

B neBom uactu okHa nepengute Ha nyHkT LWabnoHbl cepmucghukamoe (Certificate
Templates), LenkHUTE MNpaBOW KHOMKOW MbllM U Bblbepute YnpaeneHue (Manage)

(puncyHok 3.19).
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Gl

File  Action

View Help

HacTpoiika nogcuctemsl ynpaeneHusi TokeHamu, LIC Microsoft CA

e« z| = H

5] Certification Authority (Local)
a g diff-518CAD2-CA
| Revoked Certificates
[ Issued Certificates
[ 7] Pending Requests
[ 7] Failed Requests

Marne

5 Enroliment Agent Default

E Smartcard Logon RSA 3

5 Smartcard Legen RSA period
5 Smartcard Legon R5A 1 Day
5 Smartcard Legon RSA 5 Days

Intended Purpose

Certificate Request Agent

Client Authentication, Smart Card Legen
Client Authentication, Smart Card Legen
Client Authentication, Smart Card Legon
Client Authentication, Smart Card Legon

M i I\-';alnagle card Logon RSA 15 Days Client Authentication, Smart Card Legon
card Logon RSA 1 Year Client Authentication, Smart Card Legon
e P card Legon R5A One Month Client Authentication, Smart Card Legon
View v thange Private Key Archival
Refrech card Logon RSA 234 Smart Card Logon, Client Authentication £
. card Logon RSA 2 Client Authentication, Smart Card Lagen
Export List... perator true Smart Card Logon, Client Authenticatia...
Help ay Smartcard Logon RSA Client Authentication, Smart Card Lagen

H Enroliment Agent

5 PKI Enroliment Agent (Computer)
E PKI Computer

] PKI Web Server

5 PKI Smartcard User (EA)

5 Enroliment Agent 4 Different

5 Smartcard Legon ViPMNet

5 Smartcard Logon RSA

5 Kerberos Authentication with ViPNet
= Directory Email Replication

' Domain Cantroller Authentication
5 Kerberas Authentication

Certificate Request Agent

Certificate Request Agent

Server Authentication, Client Authentic...
Server Authentication

Smart Card Logon, Client Authenticatio...
Certificate Request Agent

Smart Card Logon, Client Authentication
Smart Card Logon, Client Authentication
KDC Authentication, Smart Card Logon..
Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

PucyHok 3.19 — YnpasneHnue wabnoHamu ceptudmkaToB

B nosasuBwemcsa okHe BbibepuTe nyHKT llonb3oeamesns co cmapm-kapmou (Smartcard
Logon), wenkHuTe npaBow KHOMKON Mbiwn 1 Bbibepute Ckonupoeamsb wabsoH (Duplicate
Template) (pycyHok 3.20).

Gl
File Action View Help

L = |

5] Certificate Templates (s18DC02.diff.pki) Template Display Name * Schema Version Version Intended Purposes -~
& ms operator true 2 1003 Smart Card Logon, Client Authe
E Kerberos Authentication 2 1100 Client Authentication, Server AL
[ Kerberas Authentication with ViPNet 2 100.4 KD'C Authentication, Smart Carc
= Key Recovery Agent 2 105.0 Key Recovery Agent
Hocsp Response Signing 3 101.0 (OCSP Signing
& One Day Smartcard Logon RSA 2 100.55 Client Authentication, Smart Ca
ek Computer 2 100.3 Server Authentication, Client Al
& PKI Enrollment Agent (Computer) 2 100.6 Certificate Request Agent
E PKI Smartcard User (EA) 2 100.9 Smart Card Logon, Client Authe
5 PKI Web Server 2 100.3 Server Authentication
E RAS and [AS Server 2 101.0 Client Authentication, Server AL
[ Root Certification Autharity 1 5.1
E Router (Offline request) 1 4.1

& Smartcard Logen Default Duplicate Template Smart Card Logon, Client Auth
& smartcard Logon RSA Al Tasks 100,112 Smart Card Logon, Client Auth
& Smartcard Logon RSA 1 . 100.102 Client Authentication, Smart Ca _
& Smartcard Logon RSA1 s 100102 Client Authentication, Smart Ca
& smartcard Logon RSA 13 Help 100.101 Client Authentication, Smart Ca
& smartcard Logon RSA 2 2 100.223 Client Authentication, Smart Ca
& smartcard Logon RSA 234 2 100.80 Smart Card Logon, Client Auth
E Smartcard Logon RSA 3 2 100.284 Client Authentication, Smart Ca
] smartcard Logon RSA 5 Days 2 100,101 Client Authentication, Smart Ca
& smartcard Logon RSA One Manth 2 100.103 Client Authentication, Smart Ca
& Smartcard Logon RSA period 2 100.120 Client Authentication, Smart Ca
& Smartcard Logon ViPMet 2 100.6 Smart Card Logon, Client Authe
5 Smartcard User 1 111 >
< [ [ >

PucyHok 3.20 — Co3gaHne konun wabnoHa
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B nosisuBLuemMcs okHe co cBOMCTBaMM LWabnoHa BbINOMHUTE CrieaytoLime HaCTPOMKM:

1) BeeauTe umsa cosgasaemoro wabnoHa Ha Bknagke O6uwue (General) (pucyHok 3.21).

Subject Mame | Server I lzsuance Requirements
Superseded Templates | Extensions | Security
Compatibility | General | Feguest Handling I Cryptography | Key Attestation

Template display name:
|Smartcard Logon RSA|

Template name:
SmartcardLogonRSA

Walidity period: Fenewal period:
| '|||:.rears Vl | 'E”weeks

[ ] Publish certificate in Active Directory

[ | Do not automatically reenroll f a duplicate cerdificate exists in Active
Directony

PucyHok 3.21 — CeoncTtBa wabnoHa, Bkrnagka General

2) Bo Bknagke besonacHocmb (Security) nobaBbTe CEPBUCHYH YYETHYH 3anucb, OT
UMeHN KoTopon ByaeT 3anpalumnmBaTbCs BbiNyCK cepTUdMKaToB Anis nonb3osartenen. [ns atoro
HaxxmuTe kHornky Jo6aeumb (Add) n B nosiBUBLUEMCS OKHE HaMauTe CO3OaHHYH YYETHYHO
3anucb (B npumepe, serviceCA) (pucyHok 3.22 a, 6).
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Subject Name |  Server |  lssuance Requirements
Compatibilty | General | Request Handiing | Cryptography | Key Attestation
Bxtensions | Security

ﬂ.g Emhm_ﬁaent (DIFF\g_Enrolment_Agent)
82 di_Enrolment_Agert (DIFF\dl_Enrolment_Agent)
2, g_FtokenAdmin (DIFF\g_EtokenAdmin)

& admin adminoff (Administrator)

2, Domain Admins (DIFF\Domain Admins)

82, Erterprise Admins (DIFF\Enterprise Admins)

| Add..

For special pemmissions or advanced settings, click
Advanced.

Select this obiect type:

|Use|3. Groups, or Built-n security principals
From this location:

oo

Erterﬂ‘eotﬂedmtosdedmmm}‘

6)
PucyHok 3.22 — CeoiictBa wabnoHa, Bknagka Security

3) YcTaHoBUTE [nsi CEPBUCHOM YYETHOM 3anucu paspelueHune
(pncyHok 3.23).
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Subject Name I I lzsuance Requirements

Compativity | General | Request Handing | Cryptography | Key Attestation
Superseded Templates | Bxtensions | Security

Group or user names:

82 di_Enrolment_Agent (DIFF\d_Enrolment_Agent)

#2, g_EtokenAdmin (DIFF\g_EtokenAdmin)

2 admin adminoff (Administrator)

#2, Domain Admins (DIFF\Domain Admins)

#2 Enterprise Admins (DIFF\Enterprise Admins)

senvicelCA (zerviceCAEdI phi)

For special pemissions or advanced settings, click A:Ium:u:l
Advanced.

PucyHok 3.23 — [lo6aBrneHne paspeLlleHnin nsi CepBUCHOMN yY4ETHON 3anucu

4) Ona Bbinycka cepTudukaTa CpeacTBaMuM MOLACUCTEMbI YNPaBIEHUS KU3HEHHBIM
LUMKMIOM TOKEHOB, B OKHE CO CBOMCTBamu wabnoHa nepengnte Bo BKNaaky Mms cyb6bekma
(Subject Name) v yctaHoBUTE nepeknyatens Ha napameTp [Ipedocmaensiemcsi 8
3anpoce (Supply in the request) (pucyHok 3.24).
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Superseded Templates |  Bdensions | Security
Compatibilty | General | Request Handiing | Cryptography | Key Attestation
Subject Mame | Server | Issuance Requirements

(®) Supply in the request

H |Ise subject information from existing cerificates for autoenroliment
renewal requests %)

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

|Nnne

[ ] Include e-mail name in subject name

Include this infarmation in atemate subject name:
[ | E-mail name

[ ]1DMNS name

[ ] User principal name (UPN)

[ ] Service principal name (SPM)

* Control is disabled due to compatibility settings

| | | Concel ||

PucyHok 3.24 — Hactpownka Bbinycka cepTudmkata nosib3oBaTesis cpeacrsamm noacucTemsl

5) Bo Bknagke WugpoeaHue (Cryptography) yctaHOBUTE MUHUMATbHbBIV pa3mMep Krto4a
wndppoBaHnsa — 1024 6ut (pucyHok 3.25).
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Subject Name | Server
Superseded Templates |
Compatibilty | General | Request Handiing | Cryptography | Key Attestation

Provider Categary: | Legacy Cryptographic Service Provider

Algorithrm name:; | Determined by CSP

Minimum key size: | 1024|

Choose which cryptographic providers can be used for requests
(®) Requests can use any provider available on the subject’s computer
() Requests must use one of the following providers:

Providers:

OAthena ASECard Crypto CSP

[CeToken Base Cryptographic Provider

Olnfatecs GOST 201271024 Cryptographic Service Provider
[QMicrosoft Base Cryptographic Provider v1.0

[ IMicrosoft Base DSS and Diffie-Hellman Cryptographic Provide ™ |

Request hazh: | Determined by CSP

[ ] Use alttemate signature format

PucyHok 3.25 — YcTaHoBKa MUHMMAarbHOIO pa3Mepa Kiroya WwngpoBaHns
6) [nsa coxpaHeHus wabnoHa HaxmuTe OK.
Ona nybnukauum cosgaHHoOro wabnoHa, nocne ero HaCTPOWKW, NeperavTe Ha NyHKT

LllabnoHbl cepmughukamoe (Certificate Templates), LenkHATE NPaBON KHOMKOW MbILLM W

Bblbepute Co3damb (New) — Bbidaeaembili wabnoH cepmugukama (Certificate
Template to Issue) (pucyHok 3.26).
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30

File Action View Help

€% 2 o= @
ﬁ] Certification Authority (Local) Name Intended Purpose [A]
4 gi diff-S18CA02-CA 3 CA Exchange Private Key Archival
] Revoked Certificates ] Smartcard Logon RSA 3 Client Authentication, Smart Card Logen
] Issued Certificates B Smartcard Logon RSA 234 Smart Card Logon, Client Authentication
:] Pending Requests ] Smartcard Logon RSA 2 Client Authentication, Smart Card Logon
(S Failed Requests = Ems operator true Smart Card Logen, Client Authenticatio...
[L — Manal;e - [ Day Smartcard Logon R5A Client Authentication, Smart Card Logon
L Certifi Request Agent
| MNew * | Certificate Template to Issue Request Agent =
View Computer Server Authentication, Client Authentic...
| Web Server Server Authentication
e Smartcard User (EA) Smart Card Logen, Client Authenticatio...
| Export List... sliment Agent 4 Different Certificate Request Agent
Help rtcard Logon ViPNet Smart Card Logon, Client Authentication
1 smartcard Logon RSA Smart Card Logen, Client Authentication
) Kerberos Authentication with ViPNet  KDC Authentication, Smart Card Logon...
] Directory Email Replication Directory Service Email Replication
3 Domain Controller Authentication Client Authentication, Server Authentic...
3 Kerberos Authentication Client Authentication, Server Authentic...
I EFs Recovery Agent File Recovery
& Basic EFS Encrypting File System L]
& Domain Controller Client Authentication, Server Authentic... | v

Enable additional Certificate Templates on this Certification Authority

PucyHok 3.26 — Beibop BblgaBaemMoro wabnoHa ceptudukarta

B nosiBuBLuemca okHe (pUCyHOK 3.27) BbIbepuTe CO34aHHbIN LabnoH cepTudunkaTa nu HaKMmTe
OK.

Select one Certificate Template to enable on this Certification Authority.

Note: If a cerfficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

Al of the cerificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

MName Intended Purpose
3 Autherticated Session Client Authentication
@ CEP Encryption Certificate Request Agent
T Code Signing Code Signing
Smartcard Logon RSA Client Authentication, Smart Card Logon
T Copy of Enrollment Agent
5 Cross Cetification Authority
) Enrolment Agent (Computer)
) Envoliment Agent Token System
T Exchange Enroliment Agent (Offline request)
T Exchange Signature Only
] Furhanne | lser

PucyHok 3.27 — Nybnukaunsa cosgaHHoro wabnoHa
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Gl

4 HacTtpounkn Ha cepBepe «briokxocT-CeTb»

4.1

Bbinyck n yctaHoBKa cepTudmkaTta areHTa permcrpaumm ocyLlectenaeTca Ha paboyee MecTo
agMunHucTpaTopa 6e30nacHOCTH C YCTaHOBIIEHHOW CEPBEPHON BEPCUEN CpeaCcTBa 3alinTbl OT
HeCaHKUMOHUPOBaHHOro goctyna «bnokxoct-CeTb 4».

BblnyCK N yCTaHOBKa CepTI/ICbI/IKaTa dareHTa permcrtpaunm

[na BO3MOXHOCTM BbiNycka CepTUGUKATOB Monb3oBaTenen, HeobxoouMmMo Hanmyuve B
ocHacTke Cepmudgpukamsbl (Certificates) B pasgene JluyHbie (Personal) ycTaHOBNEHHOro
ceptudumkaTta, BbinyLEeHHOro no wabnoHy cepTudmrkaTa areHTa permcrpaumm.

[na co3pgaHus cepTudukaTa BbINONHUTE cnegyolne 4encTBus:

1) BbinonHute BXxOA4 B CUCTEMY MOA4 CEPBUCHOM YYeTHOW 3anucbio (serviceCA) wu
nepenguTe B OCHACTKY cepTudukaToB certmgr.msc, nnbo BbINONHUTE BXO4 B CUCTEMY Nof,
aAMWHNCTPATUBHOM YYETHOM 3anncbio 1 3anycTuTe OCHACTKy cepTudukaTos (pUcyHok 4.1) ns-
nog CEpPBUCHOM y4ETHOW 3annucy KOMaHOou

runas /user:<gomeH\uma nonb3oBaTtena> "cmd /C start /B certmgr.msc"

ﬁ@aﬁn Jeiictene  Bug  M=bpawkoe  Owwo

e B o= B

Cnpaeka

|5P Ceprudpmrare: - Texyiumii nonssosatens
i+ (] Mwyroe
b [ JoBepenHnie KOpHERRIE LiEHTRRI CEpTHHKALIN
[+ || [loBepuTEnsHEIE OTHOWEHNA B NPEANpHATIK
b [ MpoMesyTouHsie LEHTpPBI cepTHdMKaLIL
[+ || OBwext nonszceatens Active Directory
I ] [oeepenHsie nsgatens
b [] CeprdmkaTel, € KOTOPEIM HET A0BEpHA
[+ [ ] CTOpOHHHE KOPHEEBIE LEHTPBI CEpTHO HKELMM
[ Odoeepenneie nvua
[+ (] 3anpoce 33R80K Ha cepTHdukar
i [] [oeepexnsie kopHessie cepTuduaTel cpapT-KapTel

MIMA AOrM4ECKOre XPaHILNHLLA
| Nwuroe
| losepenHbIe KOPHEBBIE LEHTPBI CEPTHGMKALMK
| loBepuTentHbIE OTHOLUEHIA B NPEANPHATIH
=] MpomesgyTounsie yenTpE cepTudmcaumin
| OBmexT nonssoeatena Active Directory
| Joseperiinie WI4ATEMN
| CepTudmkaTtel, K KOTOPLIM HET A0EEPHA
| CTOpOHHME KOPHEBBIE LEHTPEI CEPTUdMKALIN
] fosepenmsie ania
" 3anpocsl 33RB0K Ha CEpTUdMKAT
| floeepenmzie KOpHEBSIE CEPTHOMKATE CMAPT-KapTEI

PucyHok 4.1 — OcHacTtka Cepmudgpukamsi (Certificates)

2) B nesou yactn okHa nepengute B pasgen JluyHbie (Personal) v no wenyky npasou
KHOMKOM Mmblwmn Bbibepute Bece 3adayu (All Task) — 3anpocumb HO8bIU cepmughukam
(Request New Certificate) (pucyHok 4.2).
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Mne-cme&u T — [= [&]x]

o 2@ o0lcz B
|;_j| Ceprucmrare = TexyLMA NONE3CEITENE Tun obbexra
i !I—:‘ T s | Ceprudmkatel
b E Mowck cepriudmraroe... F““
z 3 Beezapaun 3 Momek cepruguxarcs...
™
L Bua » 3anpocwTs HoBsIA cepTuduKar...
b Hoeoe okno oTcroga Wmnopr...
[
» @ HoEeld B1g naHenn 3a0a4... JononHuTensHbie onepauun 3
L
b @ O6Hosute
» & IKCNOPTHPOBATE CMMCOK. .. pT-KapTel
Cnpaexa

3anpocuTe Hoswii cepTuduxar o uenTpa ceprudmkaumun (LIC) & 3rom gomene
PucyHok 4.2 — 3anpoc HOBOro NIMYHOro ceptudmkaTa

3) B nosiBuBwEMCS OkHe Peeucmpauusi cepmucgukamoe Bbibepute [Monumuka
peaucmpayuu Active Directory (Active Directory Enrollment Policy) v HaxxmuTe [anee
(pucyHok 4.3).

5] Perwctpauma ceprngmkatos
Bribop NOAMTUKW perncTpaumu cepTudUKaTos

MonwTvia perncTpauny CepTRGUKATOR NO3E0NRET PEMMCTPHPOEATE CEPTHHMKATE HA DCHOBAHNM 3aA3HHBI
sapanee wiabnonos ceptudumcatos. MonuTuka pericTpaan CepTMgUKATOR yue MOra GriTe HACTpOENA.

Hacrpamsaemsie agmunmctparopos
Monutiaca perncrpaumu Active Directory -

Hacrpaveaemele nonb3oBaTensm AoGasuTe...

JlonoasnTensHisie CEEAEHHA O NOAWTHEE PETUCTPALMK cepTuduxaron

| Asnee || Ommewa |

PucyHok 4.3 — Beibop nonutukn permctpaumm ceptudukaTa

4) Bbibepute wabnoH cepTudukata, Co3gaHHbIM B LEHTpe cepTudukaumm (Hanpumep,
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Enrollment Agent Token System) (pucyHok 4.4).

5)

O S =)

;) Peructpaumsa cepruduxaros

3anpoc cepTUOUKATOB

MoxHo 3anpockTe CRegytowme THNE! cepTdukaTos. Bribepute cepTudukatel, koTopeie Heobxogumo
3aNPOCHTE, 3 3aTEM HaXMUTE KHONKY "3aaera”.

Active Directory Enrollment Policy

[T Enrollment Agent Token System L) Cocroanme: JoctynHo MoapobHocTn ¥

[ One Day Srmartcard Logon RSA, \j') Cocroanme: JoctynHo MogpobrocTn ¥

JB Tpebyerca BonbLue AAHHBIX ANA NOAAYA 33ABKM HA 3TOT ceprudumkart. LlenkruTe 3geck
ANA HACTPORKK N3PaMETPOE.

[ Smartcard Logon RSA, L) Cocroanme: JoctynHo MoapofHocTi v

Jk Tpebyerca GonbLue A3HHBIX ANA NOA3YA 33AEKM Ha 3TOT cepTHdukat. LLlenknuTe 35ech
ANS HACTPOWKK NIPAMETPOE.

Moxazate sce WabnoHs!

ADI'IDFIHHTEﬂbeI! CBEARHMA O CEE‘I’HQMKETBX

[ 3amexa ll Ormena I

PucyHok 4.4 — Bbibop wabnoHa cepTudgumkaTa

n HaxxmuTe N'omoeo (pucyHok 4.5 0).

]

;) Pernctpauma ceptudmratos

PesynuTatel ycTaHOBKM CEpTUOMKATOB

Cnegyrowme cepTUdrEaTel BEINW NOMYYEHE! M YCTAHOENEHB! H3 ARHHOM KOMNBHOTEDE,

Active Directory Enrollment Policy

[/ Enroliment Agent Token System ' Cocroanme: ¥cnewno MoapobrocT ¥
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@ ODein fJedcreve fun  hbpaemce Owwo  Cnpases

e
w2 & 0IXDT | BE
1 Kepens comconn Komyougan
4 (5 Cepruduramss - reryupi nonsosatens p
& [ Pwaroe

) CopTudmesm
. B Mowperwads Kopeesies i HTpa g
& ] BoRepHTEAHEE GTHOWENNA B NPEANPHATI
o 171 Mpomeseyronmese ueTpL cepruguatpm
+ (7] Dert nonesasrens Active Directory
o [ Bovepenmsie usgatenn
o (] Cepmaguraes, x koTophm KeT Aonepus

5 (7] CropoHHHE KopHEDME LeNTPM CERTHOHEM
» 1 Boveperonst ua
o 1] Banpoces sasuar o cepmmear

5 (] Bovepenmutt coprebsie ceptudurstul cus

6)

PucyHok 4.5 — YcTaHoBKa cepTudukarta B XxpaHunuile JluyHoe

4.2 Co3spaHue npodunen B HacTponukax NoACUCTEMbI

Ons KOppeKTHOVI p860TbI noacuctembl ynpasrieHUA XXU3HEHHbBIM LIMKITOM TOKEHOB MO BbIMYCKY

cepTudukatoB Heobxoammo co3gatb Npodunb Ans BbiNycka cepTudukata B HacTpomkax
NoACUCTEMBI YNPaBEHUS XXN3HEHHbIM LIMKIIOM TOKEHOB.

OTKkpounTe KOHCONb agMUHUCTpUpoBaHus bnokxocT-CeTb n nepengute B pasgen Hacmpolku
— Bbinyck cepmugbukamoe o kHonke ~ (pUcyHok 4.6).
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W Bnokcocr-Cers 4 - [m] X

&5 HacTpoiikw

wla Erinyck cepTndukaTos® BblnyCK CepTI-‘IdJI-‘IKaTOB

Fﬁ Opyrue napamerpel C, Mowek... Bce MRkl
MouToBbIE YEEAOMIEHUA @ Mpocmotpets £ Wamennts W Yaanuts

S

LLIaBn0Hs 2KT0E Npogune v Tunvyly NMpokcu-inment  Jomen Vmp nonssoearenn Uewrp ceprudmiaun WaBnon ceprudmia Onucanme
Mpoduas 3 $= Microsoft A Fsd w102 pki.local pki.local\serviceca s09dc.pkilocal\... SmartcardLogo..
Mpoduas 2 $ Microsoft CA pkilocal pkilocal\service_user  s08dc.pkilocal\.. SmartcardlLogo..

Mpodunel F Microsoft CA pki.local pki.local\serviceca s09dc.pkilocal... Smartcardlogo...

E
=y o ]

PucyHok 4.6 — Pasgen Hacmpoldku

[nsa Kaxgoro cosgaHHoro npocuns B OKHe Bbinyck cepmughukamoe oTobpakaeTca
nHpopmauus:

— [Npopurib — HaumeHoBaHMe NPoUns;

- Tun YL — ueHTp cepTudukaumm Boinyckatowmm ceptudukat (Microsoft CA/DogTag);

- [pOKCU-KNNEHT — KNUeHTckas pabovasa cTaHuus, BbibpaHHas ans B3anMogeuncTBus C
LLEHTPOM cepTudukaunu;

- JlomeH — HanmeHoBaHNEe JOMEHa;

- Ums nonb3oeamersisi — HauMeHOBaHWe CEPBUCHON YHYETHOW 3anucu;
- LleHmp cepmucgbukayuu — agpec LeHTpa cepTudukaumm;

- LllabrioH cepmugbukama — WwabnoH cepTudmkaTa ona BXxoaa;

- OnucaHue — nogpobHoe onucaHne npoduns.

Mpn HeobxoammocTK, NBoN N3 co3gaHHbIX NPOUIEN BO3IMOXHO U3MEHUTb UNN yaanuTb C
MOMOLLIbIO COOTBETCTBYIOLLMX KHOMOK B BEPXHEW YaCTU BKNaaku (PUCYHOK 4.6).

421 Co3spanue npoduna Microsoft CA

[na cosgaHus npodunsa no BbINYCKy cepTudmnkaToB LeHTpa ceptudukaumm Microsoft CA
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Ha)>XMUTE Ha KHOMKY n Bblbepute Microsoft CA (pycyHok 4.7).

W Bnowcocr-Cers 4 — | X

& Hactpoiiku

wla Brinyck ceptgukatos™ Bbll‘lyCK CepTI-'ItIJVIKEITOB

Apyrue napamerpel @ Co3gate npoduns [EESREREITIM | BeeTunel |

® FreelPA/Dogta
MouToELIE YEEAOMNEHHA 9'39 | Vamenurs @ Yaanurs
= $ Microsoft CA
ey Mpokeu-iment  Jomen Wwmn nonkzosatenn Lientp ceprugmiaum Watnow ceprudmis  Onucanue

LLIaBnoHkl aKTOR
Mpodunes 3 $ Microsoft A F2 w102 pki.local pki.local\serviceca s09dc.pki.local\... Smartcardlogo...

PucyHok 4.7 — Beibop ueHTpa cepTudukalmm

B nosiBuBwemcsi okHe (pucyHok 4.8) BBeauTe HavMeHoBaHWe npoduns, ero onucaHue, npu
HeobXoaMMOCTU, U NapameTpbl CEPBUCHOM Y4ETHOW 3anucu (MMA Nosib3oBaTensi 1 Naposib) B
COOTBETCTBYHOLLMX NOSISIX.

x Cozpanue npoduna Active Directory *

VA npoduna

: Mpodwne 4
Onncanune

Beegute cnucanue npodunn

Y¥xazate NPOKCA-KNWERT 4NA NPEdoCcTaENEHNA JO0CTyna @

Katanor yueTHbix 3anuceid ®

Active Directory

pki.local

Boinyck ceptudmkatos

Wma nonsscearens @ ‘ CEMViCECa ‘

Mapone

Mogknountecs ‘

Cozgatk ‘ OTmeHa ‘

PucyHok 4.8 — Co3ganne npoduns AD

Haxmute kHonky ModkmroYumscs (PUCyHOK 4.8).

@ Mpn BO3HWKHOBEHMM OLLUMOKM NpW MNOAKMOYMEHUMM ybGeauTecb, YTO AN BBOAMMOWN
CEepPBMCHOWM YYETHOW 3anucu Unv ONns rpynnbl, B KOTOPYI Y4YeTHas 3anucb BXOAWT,
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npaBunamn KNMEHTCKOW MNONUTUKM Ge30nacHOCTM He YCTaHOBMeH 3anpeT Ha
ayteHTudukaumo Windows (nogpobHoe onucaHue npmBeaeHo B AokymeHTe «C3U ot
HCL «BbnokxocTt-CeTb 4». PykoBoacTBO agmuHucTpatopa 6esonacHoctu. Yactb 1.
YnpaeneHue nonutukammy»).

[Mocne ycnewHOro nOOKMNIOYEHUs MPon3onaeT 3anyck MOJSlyYeHUs crnmcka cepTudukaTos
BblIGpaHHON CEPBUCHOM YYETHOW 3anuUCu U B HUXKHEW YacTu OKHa NOSIBUTCA MHopmMaumsa o
noakrnoyeHmmn (pucyHok 4.9).

}{ Cozganmne npodmnn Active Directory >
WMrma npoduna

: Mpodune 4
Onncanne

Beegute onucanwe npodmnn

Ykazate AROKCH-KAWMERT 4nA NPEaoCTaBNEHHMA 40CTyNa @

Katanor yueTHbix 3anuceid @

Active Directory

pki.local

Boinyck cepTudukaTos

ma nonezosatena (& cerviceca
Mapone ssssssssssssene
MamennTs

Mma ueHTpa ceptudmkaymn Microsoft CA

s09dc.pki.localpki-S09DC-CA

CepTudmkat arenTa pernctpaunn - Enrollment Agent & &

46fcbcblebb9525ff819566a343 ceb8c53623d02

WaBneH ceprudmkara gna exoaa O

[ He zagaHo |
TalimayT oxuAaHWA NpW BeINyCKe cepTUdnKaTa, Cek [ 20
Pasmep knwoua, Gut | 1024 . |

MyBankoEaTe BlAaEacMEle cepTudukatel 8 ActiveDirectory &

PucyHok 4.9 — Beibop cepTuumkaTta areHTa permctpauumn n wabnoHa gnsi Bxoaa
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38

B none Cepmudgukam aceHma peaucmpauyuu - Enrollment Agent otobpasutca
HeobXxoouMMbI cepTUUMKaT areHTa perucTpaumm, YCTaHOBIIEHHbIA B JIMYHOE XpaHUnuLie

ocHacTkn Cepmudpukamal.

@ Ecnn B nn4yHOM XpaHunuuie BblIOpaHHOM y4ETHOW 3anncu HECKONbKO CepTUUKATOB,
B none Cepmugukam azeHma peaucmpayuu — Enrollment Agent nosButcs

BO3MOXHOCTb  Bblbopa

HeobGxogumoro ceptudmkata no kHonke Bbi6bpamb

cepmugukam (pucyHok 4.10 a).

s npodnna

| Mpoduae4

Onucanne

pki.lecal

Mapone

){ Cozaanmne npoduna Active Directory it

YkazaTe NEPOKCH-KNWERT 408 NPEA0CTABNEHWA 40CTyNa @

KaTanor yueTHbIx 3anuceid @

Active Directory

Boinyck cepTugmrKaTos

Wma nonesceatens @

SEnViceca

MzmerHnTe

KMma uentpa ceptrdmkaummn Microsoft C4

s09dc.pki.local\pki-S09DC-CA

CepTudnkaT areqTa pernctpaunn - Enrollment Agent @ C

| BeiBpate ceptudmkar |
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): BriBop cepTudimkarta areHTa pervcTpanmm x
HanmeHoBaHme HMagarens JefcTemTenes ot JefcTenTeneH 40
2 sericeca pki-509DC-CA 06.06.2023 16:39 05.06.2025 16:39
serviceca pki-509DC-CA 06.06.2023 16:30 05.06.2025 16:30

PucyHok 4.10 — Beibop cepTudmkata areHTa permcrpauum m3 cnmcka

6)

MMpn OTCyTCTBMM B NMYHOM XpaHunuuie ocHactku Cepmudgpukambi cepTudukaTa

@ areHTa perncrpaumm BelbpaHHOM y4eTHON 3annucu, Nocne NonbITKM NOy4YeHns Cnmcka
cepTuurkaToB, B OKHE HACTpOEK MOSBUTCS 3anncb 06 OTCyTCTBUM cepTudumKaTa
areHTa perncrpaumm (pucyHok 4.11).

HeobxoamMMo ycTaHOBUTL cepTuduKaT B NUYHOE XpaHunue, nocreaoBaTeribHO
BbIMONHAA OENCTBUS, ONMCaHHble B pasaene YcmaHoeka cepmuchukama azeHma

pea2ucmpayuu 8 xpaHusniuuw,e, N Ha>XaTb KHOMKY C.
Mrma uenTpa ceptudmrayun Microsoft CA
s08dc.pkilocal\pki-5090C-CA
CepTudukat arenta pernctpauun - Enrollment Agent & C

OtcyTcTeyeT @

PucyHok 4.11 — OTcyTcTBME cepTumKkaTa areHTa permcrpauum

Mocne no6aBneHnsa CepBUCHOM YHETHOW 3anncu HaXXmuTe KHonky lMpumMeHumsb Ons
nepesanycka cnyobl GIS.ServerTokenSystem.

B none WWa6noH cepmudgbukama 01151 exo0da (pucyHok 4.12) Heobxognumo BbibpaTb M3 cnncka
WwabnoH cepTudukata nonb3oBaTens, CO34aHHbIA B LEHTpPe perucrtpauumn (Hanpumep,
SmartcardLogonCA).
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WaGnoH ceprudmkata ana exoga O

[ SmartcardlogonTokensystem -

EFSRecovery
EnrollmentfgentCA
Enrolimentfgenttokensystem

Kerberosfuthentication

Machine

SmartcardLogonCA

PucyHok 4.12 — Bbibop wabnoHa ceptudmkaTa gns sxona

Nms wabnoHa ceptudmkara nons3osatens B none LabnoH cepmugukama ons

@ exoda COOTBETCTBYET VMEHW, 3aJaHHOMYy Npu co3fdaHuM wabnoHa B LEHTpe
ceptucpmkaumm Ha Bknagke O6uwjue (General) B napametpe Mms wabnoHa
(Template name) (pucyHok 4.13).

Subject Name | lssuance Reguirements
Superseded Templates | Exdensions ] Security ] Server
General | Compatibiity | Request Handling | Cryptograhy | Key Attestation

Template dizplay name:

Smartcard Logon RSA 2

Template name:

SmartcardLogonRSA2

Validity period: Renewal period:
L Bfyess v | 0||years

[+ Publish certificate in Active Directory
[] Do not automatically reenroll if a duplicate cerificate exists in Active
Directory

PucyHok 4.13 — LLabnoH cepTtudukata ons sxoaa

Mocne HaxaTua kHomnku Co3damb npodunb oTobpasuTca B cnvcke U OyoeT AOCTYMNeH K
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BbIOOpPY Npu BbiNyCcKe TOKEHa NOMb30BaTENto A4S BXo4a No cepTudukaTty (pUCyHok 4.14).

): Beinyck ToKeHa ANA BX0A3 NO yNPaENAEMOMY CERTUHUKITY x

ruToken, 5/M 0951209993

Monszoeatent Weanoe Mean Meanoenu & T
Homen “@“ Active Directory
Mpodwnk Beinycka | Mpodunel | |C03|

ma TokeHa | Rutoken ECP <no label>

MIHEEHTAPHEIR HOMER

Konmentapnii

PucyHok 4.14 — OTobpaxxeHne npoduns Npu BbiNycke TOKEHA

4.2.2 [Ho6aBneHne npokcu-knmeHTa ana Bsaumogencteus c LIC

Mpwn akcnnyaTtaumm cepsepHon Yactn «C3U ot HC «BbnokxocT-CeTb 4» noa ynpasneHmem
OC cewmenctBs Linux He npegycmatpmBaeTCcs BO3MOXHOCTb B3aMMOAEWCTBUS C LIEHTPOM
ceptudpukauymnmn Microsoft CA Hanpsamyto.

[ns BO3MOXHOCTM obpaLleHuns K ueHTpy cepTudmnkaumm Microsoft CA cepsepHon yactn « C3U
ot HC[] «BbrnokxocTt-CeTb 4» nog ynpaesnenHnem OC Linux ¢ uenbio Bbinycka cepTudurkaToB
Microsoft CA Heob6xoanmo BbIGpaTb O4HY U3 KITMEHTCKUX paboumx CTaHUM NoA ynpaBneHnem
OC Windows n HasHauuTb €€ MNPOKCU-KITMEHTOM, Yepe3 KOoTopbii OyaeT npoucxoauTb
B3auMmoaencTeme ¢ ueHTpom ceptudukaumm Microsoft CA.

YctaHoBKa cnara Ykazamb npokcu-knueHm Onsi npedcmaesieHusi docmyna (PUCYHOK
4.15) no3BonsieT BbIbpaTh KNMEHTCKY0 paboyyto cTaHumio BnokxocT-CeTb nog ynpaBneHnem
OC Windows ans B3aMmogencTanem ¢ LeHTpom ceptudukauum Microsoft CA.
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Mpwn obpaweHnm k ueHTpy ceptudmkauum Microsoft CA cepsepHon yactn «C3U ot
@ HCL «BnokxocTt-CeTb 4» noa ynpasneHnem OC Windows ycTtaHoBka dnara aBnsercs
OMNUUOHAanNbLHOMN.

): Cozganme npodguna Active Directory >

Mmn npodnnna

| Hpo¢unbl|

Onucanne

BeeguTe cnucanne npoduna

B vkazams NpOKCK-KAWEHT 4NA NpeaocTaenerng goctyna &

Ana seinycka ceptdmiatos Heobxogumo BbiBpate kKnneHT bnokxocT-
Ceteb Ha OC Windows (proxy-kninenT).

On BygeT MCNoNEZ0EATECA 41A E33MMOLEACTENA C© Y0 CTOBEPAHDILLIAM
ueHTpom Microsoft.

Proxy-knnenT gonseH yaoBNETEORATE CIEAYHILLMM TREBOBAHMAM:

- BCerga Beime OHNAIAH (B NPOTMEHOM CNYYaE YNPAENEHNE TOKEHAMMN 1
cepTudrKaTamm ByeT HEZOCTYNHT)

- Aouked BbiTb yoTaHoBAEH kKoMnonedT RSAT: Active Directory
Certificate Services Tools,

| BriBpate knueHT |

PucyHok 4.15 — [lo6aBneHne npokcu-knueHTa

Mpn 3TOM NPOKCU-KINMEHT AOIMKEH YAOBNETBOPSATL CNeayoLmMmMm TpeboBaHMsAM:

- Bceraa OblTb B COCTOSIHUM OHMaNH (415 BO3MOXHOCTYM Bbinycka CepTUdUKaToB);

- Ha KnMeHTe JoImKeH BbITb ycTaHoBneH koMnoHeHT RSAT Active Directory Certificate
Services (AD CS) tools (https://learn.microsoft.com/en-us/troubleshoot/windows-
server/system-management-components/remote-server-administration-tools).

BeiBpaTe KAMEHT

Mo kHomke ——— pobaBbTe KAMEHTCKYK pabouyto cTaHuuio briokxocT-CeTb noa
ynpaeneHnem OC Windows, koTopas OyaeT wucnonb3oBaTbCA ANS B3aUMOAEWNCTBUS C
ueHTpom ceptudumkaummn Microsoft CA (pucyHok 4.16).
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x Bribop cepeep-knuenta Windows X
c
- fEowio2

» [0 BcekomnsoTeps
t=d localhost

Ezd W104

PucyHok 4.16 — Bei6op npokcu-knveHTa

Beegute HaumeHoBaHWe npodungd, ero onnucaHve u napameTpbl CEPBUCHOW YY4ETHOW 3anucu
(MM nonb3oBaTensa 1 Naporb) B COOTBETCTBYIOLWMX MOMSAX (PUCYHOK 4.17).
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): CosgaHwe npoduna Active Directory x

Kma npoduna

‘ Mpodune 1

COnucaHwe

EeeauTe cnucanne npoduna

¥KazaTe NpoKCH-KNWEHT 4NA NPEA0CTAENEHNA 40CTyNa 6]

Mpoken-knuedt Windows fam W04

Katanor yueTHbix 3anucein ©

Active Directory

pki.local

Bbinyck cepTugukaTos

Mma nonezceatens @ serviceca
Mapone ITTITTITITIT T,
MzmeHuTs

Kmna uenTtpa ceptudgukaumn Microsoft CA

s09dc.philocal\pki-3080C-CA
CepTudukar areHTa pernctpauun - Enrolliment Agent & C

4ee2b7711codb5el c4b58T78af018ffffEaad0fch

WabnoH ceprndmkara gna sxoga O

i SmartcardLogonTokensystemn T
TalmayT cxkMAaHWA NpW BEINYCKE cepTudMKaTa, Cek 30
Pazmep wnroua, But 1024 .

MyBankoeaTs BelgaBaemble cepTudmkatel B ActiveDirectory &

Co3patk ‘ OtmeHa

PucyHok 4.17 — BBog gaHHbIX A4ns co3gaHus npoduns

44

[anbHenwne [encTBus MO CO3JaHuO Npoduns Bbiflycka cepTudukaTa aHanornyHbl
onucaHHbiM B pa3aene Co3zdaHue npogusisi Microsoft CA.
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Heobxogumo o06paTuTb BHMMaHuMe, 4YTO BCE LWarn NO BbINYCKYy W YCTaHOBKe

@ cepTudmkaTa areHta perucrpaumu, onvcaHHble B pasgene Co3daHue npogpuns
Microsoft CA BbINOMHAKTCA Ha KMEeHTCKon paboyen cTaHuuu, BbIOpaHHOW B
KayecTBe NPOKCU-KINNEHTa.

Mpn HeobxoOUMOCTKN, MPOKCU-KNMEHTA BO3MOXHO WM3MEHUTb WA yaanuTb C MOMOLLbIO
KOHTEKCTHOIo MeH (PUCyHOK 4.18).

@ Mpw yoaneHnn unm n3aMeHeHUn NpoKCU-KNMeHTa Bce ero HaCcTPOWKN OyayT yTepsiHbl.

){ Cozganue npoduna Active Directory >

KMra npodunn

| Mpoduael
OnucaHwne

Beeante cnucanme npodnna

3 vkazate NpoKCU-KNMEHT ANA NpejocTaeneHna goctyna (&

Mpokcn-knnenT Windows L2 W104

T Yaanute

Katanor yueTHbIX 3anucein @
PucyHok 4.18 — VIameHeHWe npokcu-knneHTa

®nar lMy6bnukoeampb ebidasaemMble cepmudgukambl 8 Active Directory (pucyHok 4.19)
Heobxoaum Ansa Toro, 4YTobbl BCe BbiNyckaeMble cepTudukatbl nybnukosanucb B Active
Directory nonb3oBartens, KOTopbl 6bin ykasaH npu Bbinycke TokeHa. [1ocMOTpeTb UX MOXHO
Ha pOomeH-koHTponnepe: Active Directory Users and Computers — Ceolucmea
nonb3oeamensi — Published Certificates.

[Mpn oT3bIBE TOKEHA Yepes MoACUCTEMY YNpaBfieHUs TOKeHaMU, BbINyLEHHbIM cepTudukat
aBTOoMaTtmnyeckn ypansetca ns Active Directory nonb3osartens (Mpyn oT3biBE Yepe3 OCHACTKY
Windows aToro He npon3onger).
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): Cozganne npoguna Active Directory

W npoduana

Mpodgune1
Onucanune
Eeegute onucanne npoduna

B vkazats NPOKCH-KAMEHT ANA NPEL0CTAENEHIA A0CTyna (L)

Mpokcn-kanent Windows E=s W104

KaTanor yueTHbIx 3anuceid ®

Active Directory

pki.local

Beinyck ceptugmkatos

WMma nonssosatens @ cerviceca
Mapone T I Y]
FlameHWTE

Mmna ueHTpa ceptudmkagmmn Microsoft CA

s09dc.pki.localpki-S09DC-CA

CepTudnkar arenta peructpauun - Enrollment Agent & O

4ee2bT 711 chdb5el cdb58T8afb18ffffEaad0f B

WabnoH ceptudmkata gna exoga O

MyGnnkoBaTe BelgaEaemble cepTudnkatel B ActiveDirectory &

: SrnartcardLogonTokensystem T
TalimayT 0¥KAIHWA NPW BEINYCKE CEpTHhMKATE, CEK 30
Pazmep knwoua, But 1024 .

*

Co3nate ‘ OtmeHa

PucyHok 4.19 — lNy6nukoBaTtb BblaaBaemble cepTudmkaTsl B AD
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Gl

5 OcobeHHOCTH npu TOKEHa

cpeacrBamm noacnNcCrtemMbl

BbINyCKe

[Mpu BbINyCKe TOKeHa cpeAcTBaMy NMOACUCTEMBI XXU3HEHHOrO LMKNa TOKEHOB, C 3anucbio Ha
Hero ceptudukarta ana BxoAa nons3oBaTens Uiy npyv UCnosib3oBaHUM TOKeHa Ans Bxoda no
naporto, Ha TOKeH 3anucbiBaeTcs nHopmaums cnyxebHoro xapakrepa (pucyHok 5.1).

[o ] O]

Anagavd ) L

0 EauHelA KnmenT JaCarta

Eanubin Knment JaCarta

JaCarta

PKI

JaCarta

MHpopmauma o TokeHe

Onepaymm C NPUNOXEHWEM

%yETaHDBMTb PIM-ko8 mCMEHMTb PIMN-ko

ODAESOEATENS.,

E'i asbnokmpoeate PIM-

K04 NONES0E3TEAd...

AAMWHKMCTRATOP A,

Qmopmamgosaﬂ:...

Co3aaTE sANpOC H
* CEpTHIMEET..

a

KAKIUW W CepTHUPMKATEI

66664 115\000b14653

0,19 KeaiT

ERWO

Hacrpolikn

PucyHok 5.1 — 3anuck cnyxebHon nHdopmMmauum npu BbiNyCcKe TOKEHA

CnyxebHas nHpopmaums Ha TOKEHE He NOASNEXNT yaaneH o UM pegakTMpoBaHUIo.
YkasaHHble [OeWCTBUS npuBeayT K HEKOPpPeKTHom paboTte noacuctembl C
NCNOMb3yeMbIM TOKEHOM, M OLLIMBKaM Npu BbINOSIHEHMM ONepaLUn C HAM.

®

[anbHenwune gencTems agMMHUCTpaTopa no paboTe ¢ NOACUCTEMON yNpaBieHUs XXU3HEHHbIM
LMKITOM TOKEHOB onucaHbl B aokymeHTe «C3W ot HC[L «bnokxoct-CeTb 4». PykoBoacTtBo

agMunHUcTpaTopa 6esonacHocTu. YacTb 5. YnpaBneHne TokeHamm».
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6 HacTtpownka npo3pavHoro Bxoga B RDGW

YpanéHHoe nogknoyeHne K paboyen ctaHumm ocylectenseTcs Yepe3 RDGW (3awuLérHbIv
RDP), wucnonb3dyeTca ayTeHTUMKaAUMSA Ha wWn3e yaanéHHblx paboumx CTOoMnoB Mo
cepTudukaTty, COXxpaHEHHOMY Ha TOKEHeE.

[Mpo3payHbii BXOO, BO3MOXEH TOMbKO B Crlydae paspeLlléHHOro Ansd nofb3oBaTens

@ TMna Bxoga «AyTeHTUdukauma Windows» B pasgene KIMEHTCKOW MONUTUKU
«YnpaBneHue Bxoaom B OC» (nogpobHoe onncaHme npuseneHo B fokymeHTe «C3U
ot HC[] «bnokxoct-CeTb 4». PykoBoacTBo agMmnHuctpatopa 6esonacHocTtun. Yactb 1.
YnpaBneHue nosiMTukammny).

[na HacTponkn Npo3payHoOro Bxoga HeobxoauMO BbINOMNHUTL cregylowmne 4eNCTBUS:
1) BbinonHuTb 3anyck mstsc n Hactpoute RDGW Bxog.

2) CoxpaHnTb HacCTPOKWKN B OTAENbHbIN hann, Hanpumep, rdgw.rdp.

3) MpoBepnTb BO3MOXHOCTb noakntoyeHmnsa no RDGW.

4) OTKpbITb COXpaHEHHLIN dhann rdgw.rdp B 6oKHOTE 1 06aBUTbL NapamMeTpbl:
promptcredentialonce:i:@

prompt for credentials on client:i:@
prompt for credentials:i:@

roe:

promptcredentialonce:i:0 — cOOTBETCTBYeT CHATMIO bnara «UCrnonb3oBaTb MOW YYETHbIE
AaHHble WN3a Ansa yaanéHHoro KoMnobTepay;

prompt for credentials on client:i:0
prompt for credentials:i:0

— OTKMYalT 3anpoc [AaHHbIX IOKanbHOW CTaHUWK, 3acTaBnssi WUCKaTb COXPaHEHHbIe
credentials.

5) CoxpaHnTtb chann rdgw.rdp.

6) CoxpaHunTtb credentials Bxoga 4yepes ¢ ykazaHMeM MOfHOro MmeHn paboyven ctaHumm,
BKNtovaa cydpmke gomeHa (Hanpumep, gis.lan unn da.lan):

cmdkey /add:targetname /user:username /pass:password

Hanpumep:

cmdkey /add:test.da.lan /user:testuser /pass:TestPassword

B pesynbTtate pgaHHOW HacTpomku nonb3oBaTens BeBoauT [NMH-kog OT cmapTt-kapTbl AnA
ayTeHTUMKauum Ha wro3e paboumnx CTonoB No cepTudumkaty n NoKMYaeTCs K yaanéHHon
paboyen ctaHumMmn 6e3 4ONONHUTENBHOrO BBOAA fIOrMHa 1 Napons.
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7/ Hactponka Bxoga no ceptudukatam LC
Microsoft CA B OC Linux

Mepen HacTporkonm Bxoda no ceptudukatam Ha pabouve ctaHuuu nog ynpasneHnem OC
cememncTsa Linux Heobxoaumo ybeanTbecsi B TOM, 4TO Ha paboumx CTaHUMSIX YCTaHOBIEHbI BCE
nocnegHue obHoBneHna OC n 4yTo Ha paboyen cTaHUUK yCTaHOBNEHa KnneHTckas Yactb C3U
ot HC[1 «bnokxocT-CeTb 4».

@ YcTtaHoBKa knueHTtckon vactu C3W Ha paboume ctaHuum nop ynpasrneHnem OC
cemenctea Linux onucaHa B pgokymeHte «C3U ot HC[L «bBnokxoct-CeTb 4».
PykoBoacTtBo no nHctannsaumm B OC Linuxy.

71 NMpuopuTteT NpoBepoK cpeancTB ayTeHTUPUKaAUMKM Npu Bxoae

Mpn Bxogoe nonb3oBatens B OC cemencrtBa Linux gencrtsyeT criegywowasi oMepefHoCTb
NPOBEPOK NpeabsaABnAsieMblX MONb3oBaTeNeM CpeacTB ayTeHTudukauunm no  ybbiBaHWUIO
npuopuTeTa: Bxo no ceptudukaty, sxoq no BBIl1, Bxog no naponto:

1) Mpn npegbsiBneHWn norib3oBaTenieM TOKEHa, B MNepBYK oO4vepedb BbINOMHAETCH
npoBepKa Ha Hanuvyue Ha yCTpouCcTBe cepTudumkarta ons sxoaa:

ecnv cepTudumkaT ans Bxoaa npucyTcTBYET Ha TOkeHe (BHe 3aBUCUMOCTM OT UCTEYEHUS!
cpoka pOeuncteus ceptudmkarta, HanmMumsi BO3MOXHOCTM ©Oes3onacHoro Bxoga Mo
naponto), byaeT ocyLlecTBreHa NonbiTka BXxoda no ceptudukary.

2) Mpwn OTCYTCTBMM Ha NpeabsBNsSeMOM TOKEHe cepTudmkaTta ans BXoaa, BbINOMHSAETCA
npoBepKa Ha Hanu4yne Ha yCTPOWCTBE BO3MOXHOCTM Ge3onacHoro Bxoaa no naposnto:

ecnn 6e3onacHbli  BXOA4 MO NapoSilo BO3MOXEH [Ans nonb3oBaTtens, Oyaer
OCyLLIeCTBIEHA NOMbITKa BXOAa MO Naposito Ha TOKEHE.

3) B cnyyae HeBO3MOXHOCTM Bxoda MO cepTuduKaty M MO Naposito Ha TOKEHe,
nonb3oBaTeslb MOXET BOCMOMb30BaTbCS BXOAOM NO naposito 6e3 npeabsaBneHns TokeHa, npu
3TOM NpeabaBnseMoe Angd Bxoaa yCTpoOMCTBO HEOOX0AUMO M3BIieYb.

7.2 Beoa pabouen craHumm OC Linux B gomeH AD
7.21 BBopg pabouen ctaHuum nog ynpasneHmem OC AnbT B someH Active Directory

@ Mepen BBOAOM paboyen cTaHuMmn B AOMEH, HEOBX0ANMMO NpeaBapuTenbHO yoeanTeca
B NPaBUIIbHOCTUN HaCTPOEK ceTu (4JOMEH 1 BCe BBOAMMbIE B HErO paboyne cTaHumm
HaxoO4ATCA B OAHOW BUPTyarbHOW MNOACETU) U B OTCYTCTBUM pPacxoXaeHusi no
BpPeMeHN Mexay JOMEHOM 1 paboyen cTaHumen, kKoTopasa BBOOUTCS B JOMEH.

72410666.00063-04 95 01-03



G I FTASUHOOPM C3W ot HC[ «BnokxocT-CeTb 4»
CEPBUC PykoBoacTBo agMuHucTpaTopa 6e3onacHocTn. Yactb 3 50
HacTpoiika nogcuctemsl ynpaeneHusi TokeHamu, LIC Microsoft CA

Beog pabouen craHumu nog ynpasrneHnem OC AnbT B goMeH Active Directory moxeT 6bITb
BbINOSHEH TONBbKO OOHMM CNOCOBOM C UCNOMNb30BaHNEM UHCTPYMEHTapus sssd.

MNMoapo6bHoe onuncaHve BBoda B goMeH Active Directory paboyen ctaHumm nog ynpasreHnem
oC AnbT OOCTYMHO Ha cante CNpaBOYHOro ueHTpa AnbT
https://www.altlinux.org/ActiveDirectory/L ogin.

[ns BBoga B goMeH paboyen ctaHuum B OC AnbT Heob6xoanmMo nocnenoBaTernibHO BbIMONMHUTD
cnegywoline OencTBus:

1) CkayaTb 1 yCTaHOBUTb BCe HEOOX0oAMMble Ansa paboTbl NakeTbl:

sudo apt-get install task-auth-ad-sssd samba-client sssd-ad

2) Ecnu ncnonsbsyetca JoMeH, okaHYMBaoLWMNCA Ha «.local», BbINONHUTL cnegyoLyto
KOMaHay:

sudo chkconfig avahi-daemon off
sudo reboot

3) B LeHmpe ynpasneHus cucmemou nepentn B pasgen [lMonb3oeamenu —
AymeHnmudpukayus, Bbibpatb nyHKT [JomeH Active Directory v 3anonHuTb nNons (pUCyHOK
7.1).

LLEHT [ iy

@ rnapman  [E Pexnm akcnepTa X Buixod

) NokansHan Gasa nonsiosaTensd

1 DoMmen ALT Linux nnn Astra Linux Directory
Oomen: |PKILLOCAL

| K3WwnposaTs ayTEHTUEMKALNG NPH HEAOCTYNHOCTH CEPREDE DOMEHS

JOomer Active Directory
Domen: | PKILLOCAL

Pafiouas rpynna: | PKI

Hma romneoTepa: |ALT

. Domes FreelPA

Oomen: pkilecal

WMA koMneTeEpa: &t

BHirmanne!
HzmeHeHWe [0MeHa 3apaboTaeT TONBKD NOCNEe Nepe3arpyIke KoMNLINTEpa

MpHMEHATE

PucyHok 7.1 — 3anonHeHne nonen ansa eeoga B JomeH AD
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4) HaxaTb KHonKy lMpumMeHuUmMsb.

7.2.2 BBoa paboyen ctaHumu nop ynpasneHmem OC Astra Linux B aomeH Active
Directory

Mepen BBOAOM paboyen cTaHuMM B AOMEH, HE0OX04MMO NpeaBapuTenbHO yoeanTbes
@ B NPaBUIIbHOCTWN HAaCTPOEK ceTn (4OMEH 1 BCe BBOAMMbIE B HEro paboyne cTaHumm

HaxogaTcs B OOHOW BUPTyanbHOW MOACETN) M B OTCYTCTBUM PaACXOXOEHUs No

BpPeMeHMN Mexay JOMEeHOM n paboyel cTaHuMen, koTopas BBOOUTCS B JOMEH.

Beopg paboyen ctaHumm nog ynpasneHnem Astra Linux B gomeH Active Directory moxeT ObITb
BbIMNOJTHEH C UCMONb30BaHUEM NHCTPYMEHTapua winbind.

MogpobHoe onucaHne BBoaa B aoMeH Active Directory paboyen ctaHumm nog ynpasneHMem
OC Astra Linux kaxabiM U3 cnocoboB LOCTYNHO Ha calTe cnpaBOYHOro LeHtpa Astra Linux
https://wiki.astralinux.ru/pages/viewpage.action?pageld=27361515.

[Onsa BBoga B AoMeH pabouyen ctaHumm B OC Astra Linux Heobxoammo nocrnegoBaTenbHO
BbIMNOSTHUTbL CrieayoLine eNCTBus:

1) CkavyaTtb 1 yCTaHOBUTb BCe HeobXoanmble Ans padoTbl NakeThbl:

sudo apt install fly-admin-ad-client

2) OTKkpbITb lMaHesnb ynpassieHus:.
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O duc

[paduka
MyneTrmegua
) HayuHbie
rpbi
YTUAUTHI

CwvcTemHbIe

NocnegHue

PucyHok 7.2 — OTKpbITME NaHernu yrnpasreHus

3) BbibpaTtb pasgen Cemb — Hacmpouka knueHma Active Directory:

MaHenb ynpaBneHus

! PaBouwii cton
& C6opyaoBaHWe

Hactpoiika CeTeBbie
KJIMEHTa coegrHeHnA

Active Dir...

3

6 Be3lonacHoCTL

@ MporpaMmel
a Cucrema

PucyHok 7.3 — Hactpowka knueHTa Active Directory
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4) 3anonHnTbL BCe Nors 1 HaxaTb KHOMKY [TodknroYumscs:

L] HacTtpoiika Active Directory - 0O x
onummn
KonTponnep gomeHa ‘ dc01 ‘
PaBouan rpynna ‘ He 0BA3aTensHo ‘
WMmA aomeHa ‘ example.com ‘
CepBeep BPEMEHK ‘ He o6GA3aTensHo ‘
Qg::::crpamp ‘ AAMUHWCTPaToOp ‘
MNapone n.nnf ‘

astra-winbind -i
CEpBUC HEAOCTYTEH

PucyHok 7.4 — 3anonHeHne nonen n nogknioveHme
7.2.3 BBopa paboyen ctaHuum noa ynpasneHuem PE[] OC B nomeH Active Directory

@ Mepen BBOAOM paboyen cTaHuMmn B AOMEH, HEOBX0ANMMO NpeaBapuTenbHO yoeanTbca
B NPaBUIIbHOCTUN HaCTPOEK ceTu (QOMEH 1 BCe BBOAMMbIE B HErO paboyne ctaHumm
HaxoO4ATCA B OAHOW BUPTyarbHOW MNOACETU) U B OTCYTCTBUM pPacxXxoXaeHusi no
BpPeMeHN Mexay JOMEHOM 1 paboyen cTaHumen, kKoTopasa BBOOUTCS B JOMEH.

Moapo6bHoe onuncaHve BBoda B goMeH Active Directory paboyen ctaHumm nog ynpasreHnem
PEO OC poctynHO Ha cauTe cnpaBoyHoro ueHtpa PELO OC https:/redos.red-
soft.ru/base/arm/arm-domen/arm-msad/.

[ns BBoAa B gomeH paboyen ctaHuum B PE[] OC HeobxoamMmo nocnegoBaTenbHO BbIMONMHUTD
cnegywoline OencTeus:

1) 3agaTb UMS KIMEHTCKOro KOMMbOTEPa crieayroLwen KOMaHOom:

hostnamectl set-hostname <WUmMa komnblwTepa>.<AOMeH>

npu 3TOM, UMS KIMEHTCKOrO KOMMbloTEpa 06a3aTeNbHO AOMKHO coaepXaTtb win.redos.
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2) B ganne /etc/hosts ykasaTb:
127.0.0.1 <Uma KomnblTepa>.<aoMeH> <UMA komnbwTepa>

3) [MpoBepuTb OOCTYMHOCTL KIMEHTCKOro KOMMNbTEPa KOMaHOOoM:
ping <WmA KomnblTepa>.<LOMEeH>
4) YcTaHOoBUTb rpadhmnyecknin HCTpPYMeEHT join-to-domain gnga BBoga paboden ctaHumm B

JOMEH:

dnf update join-to-domain

5) [Mocne ycTtaHOBKM NakeT OyaeT OOCTyneH B rpaduyeckom meHwo 1aeHoe MeHr —
CucmemHbie — Beod K e domeH.

6) Ona BBoga pabouen craHumm B PE[L OC B gomeH Active Directory Heobxoanmo
BbINOSTHUTb 3aMyCcK MHCTPYMEHTa, BBeAA Naposib OT Nofib3oBaTens root.

7) lMocne ycnewHon ayTeHTUMKaLUM OTKPOETCHA OKHO Bbibopa Tuna goMeHa, BbibepuTe
nyHkT JJomen Windows/Samba:

Beop B goMmed (0T cynepnonb3oea... (X

BoibepuTe B Kakoil gomeH nobaeuTe MK

NomeH

O [omen Windows/Samba
HomeH [PA

Cancel 0K

PucyHok 7.5 — Beibop goMeHa

8) Mocne ycnewHom ayTeHTUMKaumm oTKpOEeTCst OCHOBHOE OKHO, B KOTOPOM HEOBX0aUMO
yKasaTb UMS JOMEHa, UMA 1 Naposib adMUHUCTPATopa U HaxaTb KHonky Aa:
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Beop B goMeH (0T cynepnone3oBaTens)

Beop KOMMNEKOTEDD B 00MEH

WMma npomeHa: win.redos
MmMa KoMnsoTepa: vm321

WmA agMUHWCTpaTopa doMmeHa: | admin

Mapont agMUHWCTpaToOpa: 200000000

OTMeHS Oa

PucyHok 7.6 — BeBoa komnbioTepa B AJOMEH

7.3 NMopsapok HacTponku Anda Bxoaa no ceptucdpukaram B OC Linux

[na BO3MOXHOCTU ayTeHTU(MKauMmM nonb3oBaTens Ha KIMeHTCKon pabouven ctaHumm nopg
ynpasneHunem C3U ot HC[] «brokxocT-CeTb 4» € ucnonb3oBaHnem UnMdpoBoro ceptudukaTa
B OC Linux He06x0a1MO BbINOMHUTbL Cneaytowme AeNCTBUSA Ha KITMEHTCKON paboyen cTaHumn:

1) YcTaHoBUTbL KOpHEBbIE cepTudukaTsl JoMeHa Active Directory.

2) 3anyctuTb 3agady MO HaAcTpovMke Bxoda Mo cepTudukaty 4yepes noacuctemy
pa3BepTbIBAHUA.

7.31 AKcnopT KopHeBoro ceptucgpukara AD
[ns yctaHoBKM KopHeBoro ceptudukata gomeHa Active Directory Heobxoaumo nepentn K
HaCTpoMKaMm LieHTpa cepTuukaLmm n BbiNOMNHUTL cneayrLline 4encTBus:

1) B KomaHOHOW CTPOKe BbIMOMHUTL KOMaHAy mmec.

2) [ob6aBute ocHacTky Cepmugpukambl ONS NOKanNbHOro KoMnbloTepa (Padn —
Hobasumb unu ydanumeb oCHacmky...):
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CEPBUC
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WM3MEHMTE PACLUMPEHMA. ..

Yaanute

EBeepx

BHuz

LononHUTensHo. ..

JoBasneHne U yAaNEHWE OCHACTOK

Bl MOpkETE BeiDpaTE OCHACTKK AMA STOMA KOHCOMM M3 QOCTYMHEIX HE KOMNBHOTEDE OCHACTOK M S3TEM HACTPOMTE MK, nA

DECLUMPAEMEIX OCHECTOK MOMKHO HECTPOMTE TREQYEMOE DACILIMPEHKE,

LOCTYNHEIE DCHBCTKH: BrIDpaHHEIE DCHBCTKM:
OcHacTka MocTaBwmk ™ || KopeHb KoHoonM
'g Marurop IP-Beso Micrasoft C PTIHGMKETE! (NOKanEHEIR KO
ﬂMOHMTOD fpaHam... Microsoft C...
2| OBwwe naniku Microsoft C...
[nanxa KopnopaLm. ..
@nﬂaHHDOBLLLMK. za... (c) Kopnopa...
12| NpocmoTp cofiermwiin (€) Kopnopa...

po R ( _} propa OobaBnTe =

=/ PeparTop ofbex...  MicosoftC...
_EJ PezyneTUpylowa... Microsoft C...
ﬁ CepTuduKaThl Kopnopau. ..
@CMGEMHHE MOHW... Kopnopaum...
S Cnywi) Microsoft C...
CH Cny#fbl koMnoHe. ..  Microsoft C...
i
.EIEIE Cceinka Ha eeb-p...  Kopnopawa... o < >

OnucaHue:
OCHACTKE CEpTHOMKETOE NO3BONAST NPOCMETPHEETE COAEMMMMOE XPEHWMWLL, ANA NOMCKE CBOMX CEpTMDMKETOE, CEpTHDMKETOE
IO MK KOMMEHOTEPOE.

CTmeHa

PucyHok 7.7 — [JobaBneHue ocHactkn « Cepmugbukamai»

3)

56

Mepentn B [JoeepeHHbIe KOpHeeble UeHmMpbl cepmuguKkayuu, HanTn KOPHEBOW

cepTudukaTt LeHTpa ceptTudmKkaumm n aKCcnopTmpoBaTh ero B Base64 (koHmexkcmHoe MeHro
— Bce 3ada4u — 3kcriopm).

ﬁ Konconel - [KopeHb koHconu' Ceptudunkatel (nokansHeli koMnboTep)\JoBepeHHble KOpHEBBIE LEHTPI cepTudukaymn CepTudukarsl] - [m| x
E Qaiin  Jdeidctene Bug  MzBpannoe Owkno  Cnpaeka 8 X
| @ 4B XRE = BE
w Eﬁ‘ CepTudmkatel (MOKaNEHBIA KOMIBIT A Kony eeigar ~ Kem BeigaH Neiicrens
- 2“””“ 5] DigiCert Global Root G2 DigiCert Global Root G2 Ceprudmkars -
w || [loBEpeHHbIE KOPHEBBIE LEHTPBI C ) )
| Ceprudpurkaren LslGlobalSign Globalsign JononHnTensHeIE AERCTENA 4
- =/ GlobalSign Root CA GlobalSign Root CA
L ,ﬂ'OBEpMTEﬂthIE OTHOLLUEHWA B NP .
= [/Hotspot 2.0 Trust Root CA - 03 Hotspot 2.0 Trust Root CA - 0 phi-509DC-CA -~
| MpomesyTouHele UeHTpel cepTud X i i X X
S Microsoft Authenticode(tm) Root Authority Microsoft Authenticode(tm) [onoAHITENEHBIE AERCTEMA »

>
>

» [] JloeepenHeie uzgatenn

» [] CepTudukaTel, K KOTOPEIM HET 40
» [] CropoHHWE KOpHEBEIE LiEHTpEI C&
» [] Jeeepenteie nuuya

» [] Moctaswmkn cepTudmkaros npoe
> [ Kophesei

» [] TectoBeie KopHK
>

>

>

>

>

>

>

3

1EMEHTEI NPEABapUTE

7] AAD Token Issuer

7] e5IM Certification Authorities
1 Homegroup Machine Certificates

S Microsoft ECC Product Root Certificate Authority 2018
[ Microsoft ECC TS Root Certificate Authority 2018

[ Microsoft Root Autherity

=5 Microsoft Root Certificate Authority

[ Microsoft Root Certificate Authority 2010

=3 Microsoft Root Certificate Authority 2011

= Microsoft Time Stamp Root Certificate Authority 2014
[SINO LIABILITY ACCEPTED, ()97 VeriSign, Inc.
pki-509DC-CA

[ [loBEpeHHbIE KOPHEBbIE CEpTHMNI [ Symantec Enterprise Mobi Otepeme
| loBEpEHHBIE LEHTPEI YCTaHOBKN
% Aosep: HERTRELY! ¥ || Sl Thawte Timestamping CA Bee sagaum 5
J_ flosepennbie ycTpoiicTaa [S5] VeriSign Class 3 Public Prir
| Windows Live ID Token Issuer [55IVeriSign Universal Root Ce Beipezate
| WindowsServerlodateServices K
< < ONUpoEaTE
» - Yaanute
Mepeyens ASRCTENI, KOTOPBIE MOMYT BbiITh BBINOAHEHEI C J3HHBIM 3EMEHTOM.
a)
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Microsoft ECC Product Root
Microsoft ECC TS Root Certifi
Microsoft Root Authority
Microsoft Root Certificate Au
Microsoft Root Certificate Au
Microsoft Root Certificate Au
Microsoft Time Stamp Root C
NO LIABILITY ACCEPTED, ()t
pki-S09DC-CA

OTepeITE

3KCNOpPT...
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€ L% Mactep skcnopTa cepTdnKaTos

BopMaT IKCNOPTHPYEMOrS dalna
CepTuduKaTel MoryT BeiTh 3KCNOPTHPOBEHE] B PAZNMYHBIX DOPMETEX,

BrifepiTe hOpMaT, KOTOPRIA BBl XOTMTE MCNONE30BaTE:

(") dafine ¥,509 (.CER) & koauposke DER

(®)Daine %.509 (.CER) B koawposke Base-64

(") CranaapT Cryptographic Message Syntax - cepTudmkaTs PKCS 27 (p7h)

BKMKOYHTE MO BOIMOMHOCTH BCE CEPTUDMKETEI B NYTE CEPTUHOMKALIN

Dain ofMeHa nMuHOH MHbopMaLMeER - PKCS #12 (PFX)

BRKO4MTE MO BOSMOMHOCTK BCE CEPTURMKETEI B NYTh CEPTMHMKALIMN
YAANMTE SEKPBITHIA KIKIY NOCNE YONeWHora SKoopTa
SKCNOPTHPOBATE BCE PACWMPEHHEIE CEOACTES

BROKUYMTE KOHDMOEHUWAANEHOCTE CEpTUDMKATE

KPEHUNWLLE CEPUMANMINBAHHEIN CEpTudukaTos ((S5T)

I lanee || OtmeHa

6)
PucyHok 7.8 — OkcnopT KOpHEBOro ceptudukaTa LeHTpa cepTudurkaumm

4) 3anucaTb 3KCNOpPTUPYEMbIN cepTUdUKaT Ha NepeHOCHOe YCTPOMCTBO ANSA YCTaHOBKM
Ha KITMEHTCKOW paboyen cTaHuuu.

5) Ha knueHTckon paboden ctaHuumn nog ynpasneHnem C3M ot HCL «bnokxoct-CeTb 4»
AnNs coxpaHeHnsa cepTudmkaTa LUeHTpa cepTudukaumm co3gaTtb Katanor /etc/certs/:

sudo mkdir /etc/certs

6) CkonupoBatb B kartanor /etc/certs/ ceptudukat uUeHTpa cepTudmkauum
(root_base64.cer):

sudo cp /<aupekTopua XxpaHeHua cepTudukata> /etc/certs

7.3.2 3anyck 3apja4du No HacTpouke Bxopa No cepTucukaty yepes noacucrtemy
pa3BepTbiBaHUSA

[ns co3gaHua 3agaynM No HacTpoMKe Bxoda MO cepTudukaTy Ha KIIMEHTCKMX paboymx
CTaHUMAX OTKpPOWTEe KOHCOMb ynpasBneHus brokxocT-CeTb nepengute no KHorke "= BO

Bkragky 3adayu, packpomTe MEHI0 co3aHus 3agady Mo KHorke N BblbEpUTE MyHKT
Hacmpolika exoda no cepmughukamam (pUcyHok 7.9).
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): Brokxocr-Cete 4

& PazBépTbiBaHMe

n ArenTts MakeTe! yetaHoBKN 3agaun

g
I
a7 YCTaHOEKA areHTa pasBeEpThIBEaHUA & Tun oc Craryc
= (1 Yeranoska nporpamet dpeHHOA 3arpy3kn SafeMode System Loader YCTAHOEKE NporpaMmel 33BEPLUEHD
W Ypanenne nporpamme
Baqua 4.4.16789.29890 YCTaHOBKA areHTa PasBepTLIBAHIA Windows  oxwaaeT BeINoAHEHNA
¥ Mepesarpyska koMnbrOTEpOE
¢/> Beinonwesme ckpunta wa no TpeGosanmio 4.4.16789,29890 YCTaHOBKA NPorpamMmel Windows  oxmaaeT BeinoAHeHNA
B, Bastne nog ynpasnetne 4.16789.29890 YCTaHOBKA Nporpanmel Windows  oxwaaer BeinonHeHna

@ Mowck komneroTepos ez C3M

EQ_ HacTpoiika Bxoaa No CepTUgMNKETaM

PucyHok 7.9 — Bbibop 3agadm HacTponku Bxoda no ceptudmkaTam

B oTKpbiBLIEMCSA OKHE CO3[aHus 3afayun HACTPOKMKM Bxoda no cepTudmnkaTam (pncyHok 7.10)
HaXmuTe KHonky = %073 nng nepexopa k okHy BbiGopa JoMeHa.

){ CozgaHne 33434K Ha HacTpolky BX04a No CEpTUdUKATaM

3apaiiTe HACTPOMKK AOMeHa

P
HOomer: (#) Boibpats

KonTponanep gomena: &

PucyHok 7.10 — 3agaHme HacTpoek gomeHa

Bbibepute HyXHbIn AOMeH (pUcyHoK 7.11 a) unu, npu oTCyTCTBUM HEOHXOOUMOro AOMEHa B

crvcke, n0GaBbTE ero No cobinike @ AcGasnms aover (pucyHok 7.11 6) n HaxmuTe OK.

) Buifiop aomenalamperopin (OU) *

4 pkilocal (AD)
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<= pkilocal (4D)

x Bribop gomena/gupextopun (OU)

A gomena

' pkilocall

user@domain

Mapone

x JNoBagneHWe A0MEHE

(@) Active Directory | FreelPA

Mma nonesoeatens

MogniounTteca

o [foBaBnTh gomeH

‘ OTtmena

6)

PucyHok 7.11 — Beibop fomeHa

[lomeHbl BO Bknaake JomMeHbl nogpas3gensoTcs Ha:

59

- cucmemMHble OOMEHbI, KOTOpble nobaBnsaTCA B CNUCOK AOMEHOB aBTOMAaTUYECKMU.

[MoaknoyeHne K CMCTEMHOMY OOMeEHY (MpY packpbITUM AepeBa Uy Nno ABOMHOMY LLESYKY)

npoucxoamuT M3-noA Tekyllel y4yeTHOM 3anmucu unu, B cnyvae Heyaauu, 3anpaluvBaeTcst

J'IOFVIH/I'IapOJ'Ib On4a noaknryeHnA.

— rosib308amesibCKUe OMEHbI, KOTOPble J00aBMAOTCHA MO KHOMKe © Aosasums gowen . Mpn
NOAKMIOYEHMM K NONb30BaTeNbCKOMY OOMEHY BCerga 3anpaluvBaeTcsl NorMH/naponb Ans
noakroyeHus (NonbITKa NOAKMIYEHUS U3-Nog TekyLlen y4eTHON 3annucu He BbIMOMNHAETCS).

Mocne Bbibopa goMeHa HaxxmuTe KHonky Hasiee (pycyHok 7.12).
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){ CozaaHwe 334341 Ha HACTPoRKyY EXO43 No CEPTUGUKATAM >

3apaiiTe HACTPOMKK AOMEHA

Jomen: pkilocal :
Tum: AD v
KonTponanep gomena: & s08dc.pkilocal

PucyHok 7.12 — OTobpaxeHne BbIbGpaHHOIo JOMeEHa

Bbibepute B cnvcke Te paboune cTaHUMM, HA KOTOPbIX HEOBXOAMMO BbIMNOMHUTL HACTPOWMKY
BXOAa no ceptudmkaram, n HaxmuTe kHorky fJasee (pucyHok 7.13).

): Co3aanie 3888401 HE HECTROHKY BX048 NO CEPTHgHKETEM s

BeiGepuTe KoMMLioTepEl

“u
Mowck c

¥ Bubpare pcE [ CHATe BCE
AR & |P-aapec oc

El wO%wiZpki... 1072962 Windows 10 64-bit

PucyHok 7.13 — Beibop paboumnx cTaHumm

B cnepytoLiem okHe (pucyHok 7.14 a) no kHonke JJo6asumb obaBbTe KOPHEBOW cepTUdUKaT
pomeHa Active Directory (akcnopT nogpobHO onucaH B pasgene «3Jkcrnopm KOPHEe8020
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cepmucgukama AD»). [pn HeobXo0AMMOCTUN BOCMOMb3YNTECH MHCTPYKUMEN MO YCTaHOBKE
KOpHeBOro cepTudumkara 4OCTynHoN no kHonke K modpobHol uHcmpykyuu (PUCyHoK 7.14

Co3faHWe 3afa4¥ Ha HacTPOMKY BX0Oda No cepTMdHKaTaM X

Bribepure kopHeeble cepTudmkatsl YL,

Jlna ycTaHoekW kopHesoro cepTudukara gomena Active Directory HeoBxogumo nepeidti k
HBCTPORKAM LEHTPA CEPTUGMKALIMM W BEINOAHWTL CAEAYHOLLME AERCTEMA:

+ B kOMaHAHOIA CTPOKE BRINOAHWTL KOMEHZAY Mmc
» lloBaeuTb ocHacTky CepTuduKaTsl AnA fokansHoro komnstoTepa(@aiin — [Jo6aBuTs AW yaanuTs

K noapo6Hoil MHcTpyKkumm

OCHACTKY...)

® [Jobasute

CepTuduKaTe OTCYTCTEYHOT

D

Hazap OTmeHa

a)

CoIfaHWe IaAMAYM HA HACTPOHKY BXO0A NO CEPTHRHKATAM

BeiGepare kopHeabie cepTudmeates YL,

AR YTENGEON KOPREBOrD COpTMGMaTE Souena Active Directony meofeoanus nepedts «
HACTRORKAL LyEs TR CEpTW S 18 B (OAHITE SRR HIUHE SERCTENE

+ B nomangrodl CTROKE BunORMMTE DOMIHZY Mimc

* feanure ccnpToy Coprudemcats L8 foEamncro KounyetepalQais = Jofanume naw yaasrs

OCHBCTEY.L) K "u:,:EEmoF MR TR KL

& Aofannrs
Kaw

B130a4d Fobd 22506354 M asbedibb ] The e B6Td

Hagsmeas Kooty Wi = Copminal sousp  SefcrasTeas 50

CN = plo-3000., M = pka-5090..  12seaTdbZbdc?.. 30032040

I 1 I 1

6)
PucyHok 7.14 — [lobaBneHne KopHEBOro cepTudukaTa
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B cnepytowem okHe BbiGepuTe 13 CNUCKa NPON3BOAUTENSA CMapT-KapTbl ANS KOTOporo 6yaeT
BbINOSTHATLCA HACTPOWKa BXxoAa no ceptudmkaTam (pUcyHok 7.15).

[Mpn HacTpouke [OBYX(AKTOPHOM ayTeHTUdMKauuu LpanBepa cMmapT-kapTbl MOryT
@ KOH(PNMKTOBATL C AparBepamMu ApYyrux NnpomM3BoguTerniern B TOM YUCHE U CUCTEMHBIMU.
OTO MOXeT NMPUBECTU K HEBO3MOXHOCTU BXOAa C MCMONb3OBaHUEM cepTudukara.
PekomeHOyeTCcss  BbIMNOMHATL  HACTPOWKY C  YCTAHOBMEHHbIM  MapameTpoMm
Ucnonb3zoeamb dpalieepa mosbKo Osisi 8bI6paHHO20 npou3zsodumesisi cMapm-

kapmbI (pycyHok 7.15 6).

Co3gaHWe 3a0a4M Ha HACTPOWKY BX0Aa No cepTUdHKaTaM

BriGepuTe NPoMIBOAMTENA CMAPT-KaPTEI

MNpowsscguTess CMAPT-KaAPTH -

Wenonssosate apafiesps ToALKG ANA BuiBRAHHOrS NPOHIBOAWTENR CMART-KAPT 6]

Hazapg Otmena

a)

Co3paHWe 3a0a4M Ha HACTPOMKY BXOOA No CEpTHMKaTaM £

BuiGepure NPpoMIBCAMTENR CMAPT-KapThl

MpoussogMTens CMAPT-KAPTH PYTOKEH =

Wcnonsaoeats gpaiBepa Tonsko AnA BeBPAHHOND NPOMIBOAWTERR cuapT-kapT (&)

Hazap, fAanee l Ormena ‘

6)

PucyHok 7.15 — Beibop npounsBoamtensa cMmapT-kapTbl
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3apante napameTpbl NNaHUPOBLLMKA 3anycka 3agaym (nogpobHee B gokymeHTe «C3U ot HC
«bnokxocTt-CeTb 4». PykoBoACTBO aAMUHUCTpaTopa. Yacte 2. Pa3BepThiBaHue v ayant» B
nyHKTe «YkasaHue napamempoe rjaHuposuwuka 3adayu Mo ycmaHO8Ke a2eHmay),
onpegenute UHTepBarbl BPEMEHWN BbINOMHEHNS 3afayn (PUCYHOK 7.16) U HaXMuUTe KHOTMKY
Hanee ona npoaormkeHnsa co3gaHnsa 3agayn no HacTpovike BXoda rno ceptudukaTam.

Co3gaHWe 3a0adM Ha HAaCTPOMKY BX04a No cepTHdMKaTaM

MapameTps! BeINOAHEHHA

Tn s3anycea: Bpyuryro -

BpemeHHble HHTEPBANb! BLINOAHEHWA

OETQHGBHTI:-_ BLAA 330443 Bl NOAHRETCR JO00ARIE, Yol b 2

H.I T, m :.J'I T

PucyHok 7.16 — OnpegeneHne napaMmeTpoB MiaHNPOBLLMKA U BPEMEHHBIX MHTEPBAarioB
BbIMOSIHEHNSA 3a4a4K

BeBeauTte nma cosgaBaemMon 3agayn n HaxmuTe KHonky Coszdams.

B pesynbTate Bo Bknagke 3adayu OyneT co3gaHa HoBas 3ajadva Mo HAcTpoKke Bxoda Mo
cepTudukaTam ¢ 3aaaHHbIMK B Xoae paboTbl MacTepa co3faHusa 3agadv napameTpamu.

B 3aBMCMMOCTM OT YCTaAHOBMEHHbIX MapaMeTPOB MNMaHMPOBLUMKA 3anyck 3agayn byget
OCYLLIECTBINEH aBTOMATUYECKN UMW BPYYHY!IO.

[ns 3anycka 3agayvv BpyYHYIO BbIAENNTE HYXXHYIO 3a[a4y B CMIUCKE U HAXXMUTE B MEHIO KHOMKY
[> 3anycvte yn HaxkMUTE KHOMKY 3anmycmume B OTKPbIBLUENCS NaHenu cnpaea (noapobHee B
pokymeHte «C3U ot HC[L «brnokxoct-CeTb 4». PykoBoAaCcTBO agMuHUCTpaTopa. Yactb 2.
PasBepTbiBaHve 1 ayanT» B NyHKTE «3arnyck 3adayu»).

B pesynbTate BbINONHEHWA 3ajayM MO HaACTPOMKEe Bxoda MO cepTudukatam Ha BCex
yKasaHHbIX B cCnMcke paboumx crtaHuuax OyaeT HacTpoeH Bxog no ceptudumkatam ans
BblGpaHHOro NPOM3BOAUTENS CMapT-KapT.
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7.4 Oco6eHHocTU npu Bxoae B OC AnbT no ceptuchukaram MS CA

[na koppektHon pab6oTbl Bxoga B OC AnbT no ceptucpumkatam MS CA, BbinyLEeHHbIMU
cpeactBamn C3WN ot HCL «bnokxoct-CeTb 4», HeobxoaMmo npou3BeCcTn cregyrowme
HaCTPOWKN:

1) HobaButb cnyxebHyto yyeTHyto 3anucb Enroliment-areHta B rpynny Cert Publishers
yepe3 OCHACTKy KoHTporsiepa gomeHa: Active Directory Users and Computers —
Ceolicmea nonb3oeamens — Bkragka Member Of:

3 Active Directory Users and Computers
File Action View Help

2@ s XEEE Bm laaTEs

j Active Durectary Users and Computers [s08dc plalocsl] || Mame Type Description
b ] Saved Queries B2, Cestlssuers Security Grewp...
N ] Pﬂ_" Jocal B, servicecs User

pE 12 B, SenviceCAl User

b Buittin

p ) Computers
b &) Dermain Cantrallers
b ) ForeignSecurityPrincipals | :
p ) Managed Service Accounts

_:JSpui: I LGﬁJHllJ_ﬁdﬂ!u_l_wn | Profie | Teiephones | Orpmnzston |
MorborOF | Diabin | Ewicoment | Sessions

Msrmber of:
| Name Active Directory Domain Services Folder

Remote conrol Remote Desiaop Senvices Profle | COMe

b 2 Users

Dermain Usors ol ocnl Usnrs

Primary group: [Domain Usern
Mﬂmmwmmmm

Set Primany Group yeuu have
applcations

PucyHok 7.17 — Jo6asneHne cnyxebHown yyeTHown 3anucu B rpynny Cert Publishers

2) YctaHoBuTb donar lMy6nukoeams ebi0asaeMbie cepmughukambi 8 Active Directory
B HACTpoOMKax BblMycka cepTudukaToB KOHconu ynpaeneHns bnokxoct-CeTb npu cosgaHum

@

npoduns: Hacmpoduku
CA (pucyHok 7.18).

— BbInyck cepmughukamoe — cosgaHue npocouna Microsoft
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): Cozganne npodguna Active Directory

s npoduana

Mpodgunel
Onucanune
Beegute cnncanwe npodina

ﬂ ¥KazaTe NPOKCH-KNMEHT 4NA NPELOCTAENEHNA JOCTYNE 0]

Mpokcu-knnedt Windows L=z W104

KaTanor yueTHbIx 3annceid ®

Active Directory

pki.local

Beinyck cepTngmkaToB

ma nonssosatens & cerviceca
Mapone ssssssssssaseas
lsmeHNTS

Kma ueHTpa cepTudmkanmn Microsoft CA

<09dc.pkilocalpki-S09DC-CA

CepTudikat arenta pernctpauun - Enrollment Agent & &

4ee2bi 711 chdb5el cAb5878af01EffffEaal0f

WaknoH cepTudmkara gna exoga &

: SmartcardLoegonTokensystem r
TalimayT oWAaHWA NP BBINYCKE CepTUdMKAaTa, CeK 30
Pazmep knroya, But 1024 - |

MyBnnkoEaTe Bolgasaemele cepTudmkatel 6 ActiveDirectory @

x

Co3pate ‘ Otmena

65

PucyHok 7.18 — YcTtaHoBka conara lMy6nukoeamb ebi0asaemMbie cepmughukamsbi e Active

Directory
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3) Bblgate TOkeH Ons BXoda MO ynpasrisieMoMy cepTudukaTy C MOMOLLbI KOHCOMU
ynpasreHns (cMm. pgokymeHt «C3WM ot HCO «bnokxoct-Cetb 4». PykoBoACTBO
agMunHucTpaTopa 6e3onacHocTu. YacTb 5. YnpaBneHne TokeHaMmy ).

Bce BbinyweHHble cepTtudukatbl 6yayt nybnukosatbcs B Active Directory nonb3oBatens,
YKa3aHHOro rnpu BbINyCcke TOKEHa.

[MpocmoTpeTb cepTuUdUKaTbl MOXHO Ha KOHTponnepe aomeHa: B ocHacTke Active Directory
Users and Computers Bbibpatb View — Advanced Features, 3aTem NepenT B OCHacTKe K
Ceolicmea nosnb3oeamersisi — Bknagka Published Certificates (pucyHok 7.19).

File Action View Help

e+ 2o 0/ XEEE BHm PeEmTES

| Active Directory Users and Computers [s03dc.phd.local] Mame Type Deseription

b [ Saved Queries 2 sdmin User

4 4 philocal R, administrater User Built-in account for ad...
b E. 12_ ) B2, Allowed RODC Password Re...  Security Group..  Membars in this group ¢..
b Builiin B2, Cert Publishers Security Group.. Members of this groug ..

p | Computers
b &1 Dornain Contrallers

B2, Clanesble Damain Controllérs Security Group...  Members of this
B2, Denied RODC Password Repl., Security Group.. hembers in this gre|

i E;“:::::::::’P"“"“" B2, Dnstddming Security Group.. DNS Administrators
: e Managed Service Accounts B2, DnsUpdateProsy Security Group.. ONS clients who srell | Remote Desktop Senvices Prels
i e Crszrain ke 52, Dormain Admins Security Group.. Designated adminisd| |
b Z Specisl B2 Domain Computers Security Group..  All warkstations Iﬂﬂ Fublshed
b B Sytem &2, Domain Controliers Security Group...  Alldomain controlldl |\ vene eaessun published for the user scesunt
A Users %Dnmamﬁuul; Security Group... Al dorain guests i i .
b = NTDS Quotss B2, Domnain Users Security Group.. All domain users lssed To lszued By Intended Pupases Expentior
p 0 TPM Devices B, Enterprise Adming Secunity Group...  Designated admimas Enlsert PRESOS0CCA  Smue Cord Logon, OB 05.05.20
&, Enterprise Read-only Domai..  Security Group..  Members of this grol %
B2 Group Policy Creator Owners  Security Greup..,  Members in this gre
2, Guest User Bualt-in account for
2, kibage User Key Distribution Cen
B2, Protected Users. Security Group..  Members of this grej
52, RS and IAS Servers Security Growp..  Servers in this group] <] [T ] F
.ﬂ_md-wanmninfanlrnlhﬁ Security Group..  Members of this gigf z
B2 Sehema Adming Security Group.. Designated adminisy Voerw Centfcate
B ServiceCa2 User
L, cky User
’,, tai User
.l userl Wser
B user2 User
2 user3 User [ Add from Store | Fdenﬂl | Remove Copy to Fie

J ]
PucyHok 7.19 — lNy6nukaums ceptudukaTa B Active Directory

Takke, CNUCOK cepTMdMKATOB MOXHO MNonyynTb Yeped LDAP-3anpoc (ons atoro creayet
BKMIOYNTb B CMNCOK 3anpaluinBaemMbix atpubytoB userCertificate).

lMocne npoBeaeHNa HacTpoek BXoA Mo paHee BblaaHHbIM TokeHam B OC AnbT Gyaer

@ HeBO3MOXeH. [Ina Bxoga NO paHee BbldaHHbIM TOKEHaM HeobXxo4uMMO 3aHOBO
BbIMYCTUTb BCE TOKEHbI, C MOMOLLbIO KOTOPbIX NnaHupyetca ayteHTudukaums B OC
AnbT unu gobasuTb BbiNyLeHHbIN cepTudukaT B Published Certificates Bpy4Hyto Ha
KOHTpOsinepe JOMeHa unv otnpasme cooTeeTcTByoWwmn LDAP-3anpoc.
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7.5 Ocob6eHHocTn npu Bxoae B OC Astra Linux ¢ HaCTpOeHHbIM
BXOA4OM No cepTucdpumnkaram

Ecnn pabouvas craHums nopg ynpasnenHnem OC Astra Linux BBegeHa B OOMEH C
NCNoNb30BaHMEM WHCTpyMeHTapua sssd M Ha paboyen CTaHUMM HACTpPOeH BXOA4 MO
ceptudukatam, npu nonbiTke Bxoga no BBl OC 6yaget 3anpawwvsaTtb BBOA [MMH-KOAOa
NOBTOPHO, TaK KaK TOKEH HAcTpoeH B /etc/krb5.conf.

Ecnu Bxog no ceptucmkatam 6onbLue nnaHMpyeTcs UCNonb30BaTh, MOXHO OTKIOYMUTb TOKEH,
3aKkoMmMeHTMpoBaB B /etc/krb5.conf cTpoky:

pkinit_identities = PKCS11:module_name=/usr/lib/librtpkcsllecp.so

roe:
pkinit_identities — 6GnbnmoTeka NCNosib3yeMoro ToKkeHa.

B panbHenwem, npu Bxoge nonb3oBatens no BB, MNMNH-kog He GygeT 3anpaluvBaTbCA
NOBTOPHO.

@ HeobxoamMmMo yunTbiBaTh, YTO AaHHOE AEWCTBME NPUBEAET K HEBO3MOXHOCTU BXoAa
nonb3oBaTens no ceptudukary.

7.6 YpnaneHnue ceptudpukarta ns Active Directory nonb3oBaTtens

Onsa ynaneHus ceptudukata us Active Directory nonbsoBatenss MOXHO BOCMOJSIb30BaTbLCA
ABYyMsi cnocobamu:

1) OTo3BaTb TOKEH Yepesd KOHCOMb ynpasneHnsa brnokxocT-CeTb. Npu 3TOM BbINyLLEHHbIN
paHee cepTudukat asToMaTudeckn yaansetcsa ns Active Directory nonb3osartens.

@ Mpwn oT3bIBE Yepes ocHacTky Windows cepTudukat He yaanseTcs.

2) Ypanutb cepTudumkaT BPYYHYHO Ha KOHTponsepe ngomeHa: Active Directory Users and
Computers — Ceolicmea nosb3oeamerisi — Bknagka Published Certificates.

@ Ecnu cnyxebHas ydeTHaa 3anucb enrollment-areHta 6yget ucknioveHa u3 Cert
Publishers, npn 3TOM COXpaHeH YyCTaHOBNEHHbIn dnar [lybnukoeamb
ebldacaemble cepmugukambl e Active Directory, T0 cuctema nNpu Kakgom
BblMyCcKe/OT3biBE TOKeHa OyadeT BbldaBaTb COOTBETCTBYHOLLEe npedynpexaeHne o
HEBO3MOXHOCTW onybnmkoBaTb/yaanute ceptudukaT B Active Directory.
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7.7 Hactpounka ny6nmkauum cnmcka or3biBa ceptudpukatos B OC
Linux

Mpun yctaHoBke cepBepHon yactn C3U ot HCL «bnokxocT-CeTb 4» Ha paboyen ctaHuun noa
ynpasrieHnem OC Linux npu Bbinycke TOKeHa Ans BXo4a Mo ynpasnsemMomMy ceptudukaTy, B
pesynbtate Toro, 4to B OC Linux cnucku oT3biBa CepTUdUKATOB PaCnpOCTPAHATCH MO
npoTokony Idap, MOXeT BO3HMKHYTb OLLMbKa BMAaa:

Mpocmotp coaepxmmora ruToken S/N 0719615573 x

YetpoiicTee He TpeBYeT € MHXPOHU3aUMK

2 Cukxponwsuposate O

HazHaueHue ApficTimensH go

Bnokxoct-Cetb 4

* ¥Ynpasnsemble cepTudurars - 1

13.6141311.202.21.3.61557.3.2 ® BosHukau enepyrowme owmbku: 24,05.2024 09:53

- CraTyc oT3biBa CEpTMGMKATA HAK CAHOTO M3 CEPTH(MKATOR B LIENOMKE HE
onpegentH.

- Ceprudwikar "Users\sky": Cratyc oTibiBa cepTudikaTa HE ONPeAEneH,
(Koa owwbBru: T7038)

Ok

PucyHok 7.20 — Ownbka onpeneneHnsa ctatyca oT3biBa cepTudukara

B oaotom cnyyae, HeobGXOAMMO BbINOMHUTE HACTPOWKY nNybnuvkaumMmM Ccnucka OT3biBa
cepTudukaToB No NpoTokony http.

@ [Mocne BbINOMHEHMSA HACTPOeK AN nybnukaumn cnvcka OT3bIBOB CepTUEMKATOB MO
npoTokony http, 4ToObI KOPPEKTHO Onpefenanca cratyc cepTudukara Ha TOKeHe, BCce
BblJaHHble TOKEHbl Ans BXOo4a Mo YynpaBnseMoMy cepTudukaTy Heobxoanmo
nepeBbINyCTUTb!

7.71 HacTtponku ueHTpa ceptucpmkaumm

[na HacTponkn nybnukaumm cnmcka oT3biBa cepTudmKkaToB NO NPOTOKOMY hitp nepenauTte K
HacTpomkam LeHTpa cepTudumkaumm n otkponte ocHactky Certification Authority (pucyHoK

7.21).
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Shortcut Tools

e Sﬁﬁe Vﬁ}T Maﬁ_ﬁge v €

1T | <« Systemn and Security » Administrative Tools » v & ‘ | Search Administrative Tools P |
3% Eavorites ™ Mame - Date modified Type Size -~
B Desktop | Terminal Services 22.08.2013 19:39 File folder
|l Downloads (@l Active Directory Administrative Center 22.08.2013 3:50 Shortcut 2KB -
" Recent places @5 Active Directory Domains and Trusts 22.08.2013 10:35 Shortcut 2 KB -
[#¥ Active Directory Module for Windows Po...  22.08.2013 10:55 Shortcut 2KB
1M This PC Eﬁ Active Directory Sites and Services 22.08.2013 10:55 Shortcut 2 KB
b Desktop = (@] Active Directory Users and Computers 22.08.2013 10:55 Shortcut 2KB
|| Documents @ ADSIEdit 22,08.2013 10:55 Shortcut 2KB
|l Downloads ||§ﬂ Certification Authority 22.08.2013 10:56 Shortcut 2KB
W Music (#- Component Services 22.08.2013 10:57 Shortcut 2KB
,_EI Pictures @ Computer Management 22.08.2013 10:54 Shortcut 2KB
(B Videos (alt Defragment and Optimize Drives 22.08.2013 10:47 Shortcut 2 KB

PucyHok 7.21 — Beibop ocHacTku Certification Authority

OkHO KOHCONKM ByaeT BbIrMAgeTb criegyowmm obpasom:

File Action View Help

AN O
ﬁ Certification Authority (Local) Mame

[ [ 7] Revoked Certificates
[l Issued Certificates
[ Pending Requests
[ Failed Requests
[ Certificate Templates

PucyHok 7.22 — KoHcornb LieHTpa cepTudukaumnm

B neBon yactn okHa nepenguTe B CBOMCTBA LeHTpa cepTudukaumn (Properties) no Lwenyky
NpaBoWn KHOMKM MbILIN (PUCYHOK 7.23).

File Action View Help

e 7| EG= H| v

ﬁ Certification Authority (Local) || Mame

b g pki-309DC All Tasks y Dked Certificates
- =d Certificates
[
1w ding Requests
Refresh :d Requests
Export List... ificate Templates
| Properties |
‘ Help

PucyHok 7.23 — HacTpownka CBOUCTB LieHTpa cepTudumkaumnm
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Mepenante BO Bknagky Extensions (pucyHok 7.24), Bblbepute pacwupeHne CRL
Distribution Point (CDP).

Enrollment Agents I Auditing I Recovery Agents | Security
General [ Policy Module | Exit Module
Bxensions | Storage I Certificate Managers

Select extension:
AL Distribution Point (COF)

Specify locations from which users can obtain a certfficate revocation list
{CRL).

C Windows'system 32%Cert SrvCert Enroll «CaMName =<CRLMName Suffocs«
ldap:///CN=<CATruncatedMame»<CRLMame Suffoc: CN=<ServerShort Mar
http://<ServerDNSName =/Cert Enroll/<CaMame ><CRLName Suffic:<Delta
file: /¢ <ServerDNS Name:/Cert Enroll /<CaName=<CRLMName Suffoc:<Deltal

< m >

[w] Publish CRLs to this location

[]Inglude in all CRLs. Specifies where to publish in the Active Directary
when publishing manualby.

[ Include in CRLs. Clients use this to find Delta CRL locations.
[]Include in the CDP extension of issued cerfficates

[w] Publish Delta CRLs to this location

[]Include in the IDP extension of issued CRLs

PucyHok 7.24 — lNepexop Bo Bknaaky Extensions

Haxmute kHonky fJob6baeumb (Add) ana pnobaBneHna HacTpoek (pucyHok 7.25), B none
Location BBeguTe CTPOKY:

http.//<ServerDNSName>/crl/<CaName><CRLNameSuffix><DeltaCRLAllowed>.crl

n Haxxmute OK.
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A location can be any valid URL or path. Enter an HTTF, LDAP, file address,

orenter a UNC or local path. To insert a varable into the URL or path, select
the varable below and click Insert.

Location:

Variable:
| <CaMame>

Description of selected varable:

lJsed in URLs and paths

Ingerts the DMS name of the server

Bxample location: hitp://<ServerDMNSMame:=/Cert Enroll /<CaMName><CRLNa

<]

A location can be any valid URL or path. Enter an HTTP, LDAP, file address,

or enter a UNC or local path. To insert a variable into the URL or path, select
the varable below and click Insert.

Location:
|h‘ftp JSi<ServerDNSName >f‘crldlft3'..".aName><ﬂFLNameSuﬂ"m><DehaCHLNI:|

Wariable:
| <ServerDNSMName=

Description of selected varable:

Used in URLs and paths

Ingerts the DMS name of the server

Example location: http://<ServerDNSMName =/ Cen Enroll /<CaMName><CRLNa

<l

0)
PucyHok 7.25 — [lobaBneHme mecta nybnmkaumm cnmcka oT3biBOB

YctaHoBuTe dnarm (pUCyHOK 7.26) ANS BKMOYEHMS CO30AaHHOW 3anucyu B BbldaBaeMble
cepTudukaTol.
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Enrallment Agents | Auditing I Recovery Agents I Security
General | Policy Module | Exit Module
Extensions | Storage I Certficate Managers

Select extension:
| CRL Distribution Poirt {CDP)

Specify locations from which users can obtain 3 cerificate revocation list
(CRL).

CAWindows system32\Cert Snv\Cent Enroll=CaName =<CRLName Suffic=<]
ldap:/#/CN=<CATuncatedName > <CRLMName Suffocs CN=<ServerShort Mar
http://=ServerDNSName =/ Cert Enroll /<CaMame =<CRLName Suffic=<Delta
file://<ServerDMN5Mame=/Cer Enroll/<CalName ><CRLName Suffoc: < Deltal

A/ cServerDNSName =/crdl/ <CaMame=<CRLName Suffic=<DettaCR LA

El

[ Publish CRLs to this location

[ Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manualty.

[#include in CRLs. Clients use this to find Delta CRL locations.;
[#] Include in the COP extension of issued cerfficates

[ Publish Detta CRLs to this location

[]Include in the IDF extension of issued CRLs

PucyHok 7.26 — BknodeHne co3gaHHOM 3anucK B BbldaBaeMble cepTUduKaTbl

OtkrnrounTte Te Xe pnarvn ansa Idap npotokona (PUCYHOK 7.27).
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Enrollment Agents | Auditing I Recovery Agents | Security
Generl | Policy Module | Exit Module
Extensions | Storage I Certificate Managers

Select extension:
| CRL Distribution Point (CDF)

Specify locations from which users can obtain a cedificate revocation list

file ./ <ServerDMNSMName =/ Cert Enroll/<CaMName =<CRLName Suffec:<Deltal
hitp.//<ServerDMSMame:=/crdl/<CaMame=<CRLName Suffoc: <DettaCHRLA

< 1] >

[+ Publish CRLs to this location

[#] Inglude in all CRLs. Specifies where to publish in the Active Directory
when publishing manually.

[ Include in CRLs. Clients use this to find Delta CRL locations.
[Jinclude in the COP extension of issued cerificates!

[w] Publish Detta CRLs to this location

[]Include in the IDF extension of issued CRLs

|| cancel | [ aopy

PucyHok 7.27 — OTknioyeHue B npoTokore ldap

Haxxmute kHonky Jo6asumsb (Add) ana nobaBneHns Mecta XpaHeHUs BbliMyCKaeMoro crnmcka
OT3bIBOB (pUCYHOK 7.28) 1 ykaxuTe B none Location agpec:

\\s09dc\crldist$\<CaName><CRLNameSuffix><DeltaCRLAllowed>.crl

n Haxxmute OK.
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A location can be any valid URL or path. Enteran HTTP, LDAP, file address,
orenter a UMC or local path. To insert a varable into the URL or path, select
the varable below and click Insert.

Location:
|\\sﬂﬂdc\mdist,‘t\d}:lNarne:=<I:HLNameSuﬁ"m:><DehaCHLﬂdlcwed =er

Variable:
| <CaMame:

Description of selected variable:

lUsed in URLs and paths
The name of the CA
Example location: http://<ServerName:/Cert Enroll /<CaMName><CRLMamea 5t

<

PucyHok 7.28 — [Jo6baBneHne mecta XxpaHeHWsi BbIMyCKaeMoro Crnmcka oT3biBOB

[nsa nobaBneHHON 3anMcy ycTaHoBUTE cneayowme dnaru (pUcyHok 7.29):

Enrallment Agents | Auditing I Recovery Agents I Security
General | Policy Module | Exit Module
Bdensions | Storage I Certficate Managers

Select extension:
| CRL Distribution Poirt {CDP)

Specify locations from which users can obtain 3 cerificate revocation list
(CRL).

|dap /' /CN==CATuncatedMName ><CRLMName Suffoc: CN=<ServerShart .,
http://<ServerDNSName =/ Cert Ennall / <CaMame ><CRLMame Suffoc:<D
file://<ServerDMNSMame:=/Cer Enroll /<CaMame=<CRLMame Suffc:=<De
http://<ServerDNSName =/crdl/<CaMame><CRLMName Suffic=<DeltaC|
Wial8dc ordist$<CaName ><CRLName Suffoc:<DeltaCRLAlowed = .o B4

1<

[ Publish CRLs to this location

[]Inglude in all CRLs. Specifies where to publish in the Active Directory
when publishing manualty.

[ Include in CRLs. Clients use this to find Delta CRL locations.
[Include in the COP extension of issued cerfficates

[ Fublish Delta CHLs to this location:

[]Include in the IDF extension of issued CRLs

PucyHok 7.29 — YctaHoBka nybnvkaumm B BblIOpaHHOW fiokaumm
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Haxmute Mpumenums (Apply).

7.7.2 HacTpoikun Ha KoHTponnepe AoMeHa

MMepenanTe K HACTPoOMKam KOHTponnepa goMeHa n oTkponte ocHacTky DNS (pucyHok 7.30).

@l * W=

Home

Share

Shortcut Tools | Application Tools

View Manage Manage

t |1 <« Systermn and Security » Administrative Tools

W G‘ | Search Administrative Tools

1} Favorites
B Desktop
j Downloads
(E Recent places

1% This PC
,_H Desktop
E Documents
j Downloads
,ﬂ Music
,_El Pictures
i Videos

i, Local Disk (C3)

T- Metwork

L)

b

-
Mame

@- Component Services

@ Computer Management

Eﬁ Defragrment and Optimize Drives
@ DHCP

Date modified

22,08.2013 10:57
22.08.2013 10:54
22,08.2013 10:47
22,08.2013 10:45

Type

Shortcut
Shortcut
Shortcut
Shortcut

Size

@, DNS

22,08.2013 10:55

Shortcut

(a8l Event Viewer

E_E Group Policy Management

E Internet Information Services (115) Manager
[, i5C5! Initiator

én Local Security Policy

[BF Microsoft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

ﬂ’ﬂ Online Responder Managerment

22.08.2013 10:55
22,08.2013 10:56
22,08.2013 10:50
22,08.2013 10:57
22.08.2013 10:54
24,07.2014 8:02

22,08.2013 3:56

22.08.2013 10:59
22,08.2013 10:56

Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut

37 iterms 1 itern selected 1,20 KB

PucyHok 7.30 — Bbibop ocHacTku DNS

OkHO KOHCONKM ByaeT BbIrMAgeTb crieqyowmm obpasom:

File Action View Help
ez zE = HE §EH
2 DNS Name Type Status DMSSEC Status
4 ﬂ 508DC @ _msdcs.pki.local Active Directory-Integrated Pr..  Running Mot Signed
[ |E Forward Lookup ZIC""'5| [2] pki.local Active Directory-Integrated Pr..  Running Mot Signed

i | Reverse Lockup Zones
B[] TrustPaoints
i [ Conditional Forwarders
&1 Global Logs

PucyHok 7.31 — KoHconb koHTponnepa agomeHa DNS

B neBon 4actn okHa nepengute packpoute nyHKT Forward Lookup Zones, nepengute K
AOMEHY U NO LWenyKy npaBon KHOMKK Mblwmn Bbibepute New Host (pucyHok 7.32).
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File Action View Help

e HEIXEBc= BmE 8

2 DNS Mame Type Data Timest
4 F spsDC 2 _msdes
4 | Forward Lookup Zenes || [ _sites
[+ @ _msdcs.pki.local iﬁ_tcp
bl phide—
b B Reverse Update Server Data File
B[] Trust Pol Reload
b [l Conditio|  New Host (A or AAAA)... Start of Authority (SOA]  [1044], s09dc.pkiJocal, ho... static
b Global L Mew Alias (CHAME]... Mame Server (M5) s09dc.pkilocal. static
New Mail Exchanger (MX)... Host (&) 192.168.209.143 15.06.2
New Domain.. Host (4) 10.72.9.2 14,062~
New Delegation... Host (A) 10.72.9.3 09.07.2
Other Mew Records... Host (A) 10.729.2 stat!c
Haost (4] 192,168.200.143 static
DRSSEC ' Hast (4) 10.72.9.60 30.03.2

PucyHok 7.32 — lNepexo K MeHo JOMeHa

B oTkpbiBLLIEMCS OKHE (pUCyHOK 7.33) BBeAUTe HauMmeHoBaHue B norie Name v ykaxute agpec
cepBepa brnokxocT-CeTb B none IP address.

Mame (uses parent domain name if blank):

|cr|

Fully qualified domain name (FQDM):
| crl.pki.local.

IP address:
| 10.72.9.2|

[ | Create assodated pointer (FTR) record

[ ] Allow any authenticated user to update DNS records with the
Same oWNer Name

PucyHok 7.33 — CosgaHne HOBOro xocTta

Mepengute B ocHacTky IS (pycyHok 7.34).
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N | Shortcut Tools l Application Tools

Home Share View Manage Manage b ﬂ
t | 1 <« Systermn and Security » Administrative Tools v & ‘ | Search Administrative Tools P |

3% Eavorites ™ Mame Date modified Type Size ~

B Desktop @ Group Policy Management 22,08.2013 10:56 Shortcut 2KB
& Downloads fa Intemet Information Services (IIS) Manager  22.02.2013 10:50 Shortcut 2k8|

‘E Recent places @, 1551 Initiator 22.08.2013 10:57 Shortcut 2 KB
& Local Security Policy 22,08.2013 10:54 Shortcut 2KB
1M This PC @' Microsoft Azure Services 24.07.2014 202 Shortcut 2 KB
j Desktop - QDBC Data Sources (32-hit) 22,08.2013 3:56 Shortcut 2KB
-E Documents QODBC Data Sources (B4-bit) 22.08.2013 10:59 Shortcut 2 KB

& Downloads SEH Online Responder Management 22.08.2013 10:56 Shortcut 2 KB =

PucyHok 7.34 — Beibop ocHacTku IIS

OkHO KOHCONKM ByaeT BbIrMA4eTb criegyowmm obpasom:

Eile  View Help

Tufic =
Internet Information; Senvices 8!6
AR 't lanager

Start Page
- €3 S09DC (PKIVAdministrator)

Recent connechons Connection tasks Online resources

Connect to localhost 115 Mews and Information
Connect to a server... II5 Downloads

Connect to a site... IS Ferums

Connect to an application... TechMet

MSDMN

ASP.NET News
Microsoft Web Platform

Enable IS News

115 Mews is disabled, click the Enable 15 Mews link to get the most recent online news.

PucyHok 7.35 — KoHconb KoHTponnepa gomeHa IS

B neBow yacTu okHa packpouTe KOHTponsnep AoMeHa, nepenante Kk nyHkTy Sites — Default
Web Site n no wenyky npaBon kHoMku Mbiwwn Bbibepute Add Virtual Directory (pvcyHOK
7.36).
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€ » S09DC » Sites » Default Web Site »

View  Help

Default Web Site Home
a:' I'_‘I lﬁ |9. 0 ﬂ Explore
o vi Start Page . - Edit Permissions...
493 S09DC (PKNAdministrator) Filter: ¥ Go - i Show Al | Group by: :
; Edit Site
@' Application Pools ASP.NET o Bindi
: - — indings...
4[] Sites = 4 . .
O I —-—" ¢ B -
ore
Fl} o MET Error MET MET Profile View Applications
Edit Permissions... n Pages Globalization View Virtual Directeries

@  Add Application... LE'__';] Manage Website (~)

Add Virtual Directory... Py
|Iﬁ | NET Users  Application  Ceonnection + Restart
Edit Bindings... Settings Strings B Start

Manage Website » [h !/‘k m B Stop

PucyHok 7.36 — Nepexon K MEHI0 CO34aHnsa BUPTyanbHOW ANPEKTOPUN

B oTkpbiBLIEMCS OKHE (pUCYHOK 7.37) BBeAUTe HaumeHoBaHue B none Alias n ykaxuTte nyTb
Ans katanora B none Physical path.

Site name:  Default Web Site
Path: )

Alias:
\ CRLD

Example: images

Physical path:
\ CACRLDist

Pass-through authentication

| Comnectes.. | | TestSettings.. |

PucyHok 7.37 — Co3gaHne BUpTYyanbHON AUPEKTOPUN

Mocne Haxatms kHonkn OK nepenguTe B NEBOW 4YacTU OKHA K CO34aHHOW BUPTyanbHOWM
AVpeKTopumn 1 oTkponTe nNyHKT Directory Browsing (pucyHok 7.38).
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| v S0ODC » Sites » Default Web Site » CRLD »

Eile  View Help

5j CRLD Home

a." I‘l_‘l Iﬂ |a Open Feature
- % Start Page .
f Filter: - W Go - (ghShow Al |G : 8l Eplore
493 S09DC (PKINAdministrator) e ¥ Go - (g Show Al | Group by .
E L5} Application Pool = . - = Edit Permissions...
i pplication Fools MachineKey Pagesand  Providers Session State SMTP E-mail e
4-[a] Sites & antrols Basic 5ettings...
40 Default Web Site M. Virtual Directory ~ (A)
b -5 ADPolicyProvider_ s
" ) N pr— e Browse Virtual Directory
b ] aspnet_client e I
Dﬁ CRLD (/] E'g 404 Browse *:80 (hitp)
D@ ocsp Authentic... Compression Default Directory Error Pages Browse *:443 (https)
b pki-S00DC-CA_CE: Document | f Edit Virtual Directory
; L ==l fi= .
@ @ :‘-‘n % TI Advanced Settings...
- @ Hel
Failed Handler HTTP HTTP Logging =[r
Request Tra... Mappings Redirect Respon

PucyHok 7.38 — lNepexon kK NpOCMOTPY KaTanoros

B cneaytowem okHe (pucyHok 7.39) B NpaBOM YacTu MEHIO OKHa, HaXXMUTe Ha KHonky Enable
ANSA BKITOYEHNA NpOCMOTpa KaTasnoros.

Ej » S08DC » Sites » Default Web Site » CRLD »

File  View Help

@-Hln e

- ﬁ Start Page
A Hﬂ S080C (PKMAdministrator)

b pki-S09DC-CA_CE

gj Directory Browsing

Use this feature to specify the information that displays in a directory listing.

[} Application Pools Time
4[] Sites Size B Apply
4 9 Default Web Site N EEL'x Cancel
p% ADPolicyProvider_ Exension I Enable I
B[] aspnet_client Date
b ] CRLD B @ Hep
D@ ocsp [] Long date

@ Directory browsing has been
disabled.

PucyHok 7.39 — BkntoveHne npocmoTpa KaTanoros

[Mepengute B NeBOW 4acTu OKHa K CO3LaHHOW BUPTYyasribHOW ONPEKTOPUN N OTKPOWUTE MYHKT
Configuration Editor (pucyHok 7.40).

72410666.00063-04 95 01-03



GIS

CEPBUC

FASUHO®OPM

C3W ot HC «BnokxocT-CeTb 4»
PykoBoactBo agmuHucTpaTtopa 6esonacHocTu. YacTb 3 80
HacTtpovika nogcuctembl ynpasneHust TokeHamu, LIC Microsoft CA

v Default Web Site » CRLD »

Eile  View Help

gj CRLD Home

2 4% Default Web Site

Filter:

+ ¥ Go - (g Show All | Group by:

Machine Key Pages and
Controls

b (5% ADPolicyProvider_CEP_Ker s

b = aspnet_client
b fal CRLD

> ocsp

b pki-SDODC-CA_CES Kerber

d 9

Authentic... Compression  Defa

Failed
Request Tra...

Handler
Mappings

Ly

s

MIME Types

I
4=l
Modules

Management

Configuratio
n Editor

B [
Providers

o

ult

Document

i =i

& 2 =
HTTP
Redirect

S

T =
Session State SMTP E-mail

Directory
Browsing

Error Pages

HTTP Legging

Respon...

551 Settings

o=

o=
Request
Filtering

S Fesre v ] Comtent Ve

Open Feature

ﬂ Explore
Edit Permissions...

Basic Settings...

Manage Virtual Directory @
Browse Virtual Directory
Browse *:80 (http)

Browse *:443 (https)

Edit Virtual Directory
Advanced Settings...

0 Help

PucyHok 7.40 — lNepexop K pegakTopy KOHurypaumm

B oTkpbiBLIEMCA OKHE (pUCYHOK 7.41) B none Section BbibepuTe B packpbiBaloLLEMCH CMCKe
system.webServer — security — requestFiltering.

*‘@ ) |@ﬂ » SO9DC » Sites » DefaultWeb Site » CRLD »

File View Help

Q-H|z I8

Y Start Page
S08DC (PKMAdministrator)
: @ Application Pools
4.[8] Sites
46D Default Web Site
b (S ADPolicyProvider_
b -] aspret_client
b iz| CRLD
bD ocsp

b -2 pki-509DC-CA_CE

gj Configuration Editor

Section: |appSettings

ﬁ system.web

- system.webServer
=03 security

ﬁ authentication
: { access

4 Dee
(Col
file

Z applicationDependen
f authorization

----- f dynamiclpSecurity
----- f ipSecurity

- f requestFiltering

- tracing

From: Default Web Site/CRLD Web.config -

Br Apply
E‘x Cancel

unt=0)

c? Generate Script
Configuration

Search Configuration...

Lock Section

*(Collection)’ Element (=)

Lock Element

Edit [tems

PucyHok 7.41 — Beibop pasgena pegakropa KoHUrypauun

Ona napametpa allowDoubleEscaping yctaHoBuTe 3HayeHue True (pucyHoK 7.42) wn
HaXXxmuTe KHonKy Apply B nNpaBoun YacTu OKHa.
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File  View Help

5j Configuration Editor B
o w Start Page Section: |system.web’ierverfsecuri‘tyfrequStF| - |me: Default Web Site/CRLD Web.config - E‘x Cancel
493 S09DC (PKNAdministrator) Iy
2} Application Pools 4 Deepest Path: MACHINE/WEBROOT/APPHOST
LS e lovbouieezcopmg {8 “] | conguration
48 Default Web Site allowHighBitCharacters True Search Configuration...
D@ ADPolicyProvider_ alwaysAllowedQueryStrings (Count=0) Secti @
b aspnet_client alwaysAllowedUrls (Count=0)
D]ﬁ CRLD denyQueryStringSequences (Count=0) Lock Section
D@ ocsp denylUrlSequences (Count=0) ‘allowDoubleEscaping’ .@
b -2 pki-S09DC-CA_CE I fileExtensions Attribute
filteringRules (Count=0) Lock Attribute
I- hiddenSegments 0 Help
I requestlimits
unescapeQueryString True
[ verbs

PucyHok 7.42 — Hactpowka pasgena pefakropa KoHgurypauun

Mepengute K co3gaHHOMY KaTanory (pucyHok 7.43), B KOTOpom OyayT pasmelleHbl CrnCKu
oT3bIBOB (B npumepe C:\CRLDist) n oTKponTe CBOMCTBA KaTanora no LWesyKky npaBomn KHOMKK
MbILLW Ha KaTanore.

Home Share Wiew v @
(€ (3) » 1 |i» ThisPC » Local Disk (C) » v & | | Search Local Disk (C:) 2|

ﬁ Favorites Mame - Date modified Type Size

B Desktop . BlockHoest 16.03.2021 16:01 File folder

,j. Downloads | | CRLDist 15 A 2033 A File folder

| Recent places | inetpub Open 6 File folder

| Perflogs Open in new window 2 File folder

18 This PC | Program Files Share with (O File folder

,_E Desktop | Program Files (x86 Restore previous versions 1 File folder

|| Documents L Tmp Include in library ] File folder

| Downloads | token Pin to Start 4 File folder

i) Music L Users FE , P File folder

|&] Pictures || Windows 3 File folder

. Cut
i Videos D Values 6 Text Document TKB
i, Local Disk (C3) Copy
Create shortcut
f, Metwork Delete
Rename
| Properties

PucyHok 7.43 — lNepexopn B cBONCTBa KaTanora

MNepengute Bo Bknagky Sharing (pycyHok 7.44) n Haxmute kHonky Advanced Sharing ons
npegocTaBneHns obLlero 4ocTyna K ANPeKTopun.
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General | Sharing |Secui_|,r I Previous Versions I Customize
Network File and Folder Sharing

CRLDist
l Not Shared

MNetwork Path:
Mot Shared

Advanced Sharing

Set custom permissions, create multiple shares, and set other

advanced sharing options.

| &) Advanced Sharing...

PucyHok 7.44 — Bknagka Sharing

B noseueemcsa okHe ycTaHoBuTe donar Share this folder, B none Share name ykaxute
«CRLDist$» (pucyHok 7.45).

[w] Share this folder
Settings
Share name:
| CRLDsts

| Add ” Remove

Limit the number of simultaneous users to:

Comments:

|| cancel || aoely |

PucyHok 7.45 — YcTaHoBKa pacLluMpeHHoro ocTyna

HaxxmuTe Ha kHonKy Permissions (pucyHok 7.46) n B NosiBUBLLUEMCSI OKHe HaxmunTe Add aons
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npenocTaBneHns paspeLleHnin KOHTponnepy AOMeHa (PUCYHOK 7.47).

Share Permissions

Group or user names:

Everyone

Permissions for Everyone
Full Cortrol

Change

Read

PucyHok 7.46 — YcTaHoOBKa paspeLueHni

Select this object type:

‘Users. Groups, or Buittin securty principals | | Object Types... |

From this location:
‘pkjlocal | |

Enter the object names to select (zxamples):

| Check Names

PucyHok 7.47 — Beibop Trna ansa yCTaHOBKM paspeLueHnia

Mo kHonke Object types (pucyHok 7.48) yctaHosute conar Computers v B none Enter the
object names to select BBeguTe MMS KOHTPONNepa AOMeHa (PUCYHOK 7.49).
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Select the types of objects you wart to find.

Object types:
Built-in security principals
] @Sewice Accounts
[w] I,E.IComptmers
[w] gﬁmups
[vi a lsers

Select this object type:

|Um. Computers, Groups, or Built-in security principals
From this location:

|pl{i}ocd

Enter the object names to select {sxamples):

PucyHok 7.49 — Bbi6op KOHTposnepa JOMeHa

YcTaHoBUTE NOSHbLIWM AOCTYN AN KOHTponnepa gomeHa (pucyHok 7.50).
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Share Pemissions

Group or user names:

% Everyone
A 5090C (PKINS09DCS)

Pemissions for S0S0DC

Full Cantrol
Change
Read

PucyHok 7.50 — YcTaHoBKa paspeLueHnn Ons KOHTpossiepa JoMeHa

Mepenante BO BKkNagky Security (pucyHok 7.51) n Haxmute kHonky Edit nna nob6aBneHuns B
paspeLueHns KOHTpornepa AoOMeHa.

Gaﬂdl%a'm SemﬁfY|PreviaJsVersions Customize

Object name:  CAMCRLDist

Group or user names:

2 CREATOR OWNER

2, SYSTEM

%Mministmtors (PEIAdministrators)
82, Users (PKI\Users)

To change pemissions, click Edit.

Pemissions for CREATOR
OWHER

Full contral

Modify

Read & execute
List folder contents
Read

Write

For special pemissions or advanced settings,
click Advanced.

PucyHok 7.51 — Bknagka Security
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B nossuBwemcs okHe HaxmuTe Add Ons npegoctaBreHus paspelleHur KOHTponnepy
AoMeHa (PUCYHOK 7.52).

Security

Object name:  C:MCRLDist

Group or User Names:
CREATOR OWNER
52, 5YSTEM
%Mministlators (PEI"Administrators)
2, Users (PKINUsers)

Pemissions for CREATOR
OWNER

Full control

Modify

Read & execute
List folder conterts
Read

PucyHok 7.52 — YcTaHoBKa paspeLueHui

Mo kHonke Object types (pucyHok 7.48) yctaHosute conar Computers v B none Enter the
object names to select BBeguTe MMS KOHTpONNepa AOMeHa (PUCYHOK 7.49).

YcTaHoBUTE NOSHbIA AOCTYN ANsi KOHTPONnepa AoMeHa (pPUCyHOK 7.53).
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Security

CHCRLDist

Group or user names:

2, CREATOR OWNER

52, 5YSTEM

%Mministlatcrs (PKI"Administrators)
I 5p3DC (PKINSDIDCS)

52, Users (PKI\Users)

Pemigsions for S090C

Full cortrol

Modify

Read & execute
List folder contents
Read

PucyHok 7.53 — YcTaHoBKa paspelueHnn AN KOHTporsiepa JoMeHa

7.7.3

nyG.ﬂVIKaLlMﬂ CNuUCKa OoT3biBOB

87

Mepenante K HacTpoWkam LUeHTpa cepTudukauum wn oTkpouTe ocHacTky Certification
Authority (pycyHok 7.21).

B neBon yactu okHa nepengnte B NyHKT Revoked Certificates v no Lenyky npaBon KHOMKK
Mbiwn Boibepute All Tasks — Publish ona nybnukaumm cnucka oT3biBOB (PUCYHOK 7.54).

File

Action

View Help

CEE N ERCIEYR 7]

ﬁ Certification Authority (Local) Request ID Revocation Date Effective Revocation Date
4 g pki-509DC-CA Balo 11.11.2020 1653 30.11.1949 3:00
|| Revoked Certificatac| lan 4r 44 mAnA 44 s 11,1998 2:00
) Issued Certifid| Al Tasks v Publish 0.11.1999 3:00
7] Pending Requ \liew >
[7] Failed Reques
[ Certificate Te Refresh
Export List...
Properties
Help

Revocation Reason
Unspecified
Unspecified
Unspecified

PucyHok 7.54 — Nepexopg Kk nyénukauumm cnncka oT3bIBOB

Requester [
PKI"Admin
PKI"Admin
PEINAdmin

B nosiBuBLueMcs okHe BbibepuTe Tnn nybnvkaumn New CRL n HaxmuTe OK (pucyHok 7.55).

72410666.00063-04 95 01-03



G I s FABUHOOPM C3W ot HC[ «BnokxocT-CeTb 4»
CEPBUC PykoBoactBo agmuHucTpaTtopa 6esonacHocTu. YacTb 3 88
HacTtpovika nogcuctembl ynpasneHust TokeHamu, LIC Microsoft CA

The latest published Cerdificate Revocation List ({CRL)is still valid. Clients may not
receive a new CRL until after their cument one expires.

Type of CRL to publish:

Issues a complete CEL, which contains up4o-date revocation information
farthe CA.

() Delta CRL only

lssues an abbreviated version of the CRL, which contains only the updates to
the CRL that have been made since the last time it was published.

PucyHok 7.55 — lNMy6nvkaumsa HOBOro cnmcka OT3bIBOB

B pesynbTate B BblGpaHHOM AupekTopun ByayT onybriMkoBaHbl CMCKU OT3bIBOB (PUCYHOK
7.56).

Home Share View b ﬂ
© = 4|l » ThisPC » Local Disk (C:) » CRLDist v ¢ | | Search CRLDIst o |

1"1’ Favarites Mame Date modified Type Size

B Desktop | phi-5090C-CA 15.06.2023 11:28 Certificate Revoca... 1 KB|

| & Downloads pki-5080C-CA+ 15.06.2023 11:28 Certificate Revoca... TKE

"El Recent places | | web.config 15.06.2023 11:24 COMNFIG File 1KB
18 This PC

j Desktop

,E Documents

j Downloads

,__w Music

,_EI Pictures

j Videos

&, Local Disk (C2)

PucyHok 7.56 — Ony6nunkoBaHHbIN CNMCOK OT3bIBOB CEPTUdUKATOB

7.8 HacTtpoika noakrnoyYyeHUsa K AOMEHY U3 KOHCOMU yrnpaBreHus
no nportokony /daps ¢ yctaHoBKou ssl-cepTtudpukaron

MoagkntoyeHne kK gomeHy n3 koHconu ynpasrnenms C3UM ot HCL «brnokxoct-CeTb 4» MmoxeT
OCYLLECTBMNATLCA:

- 6e3 naposs — NoAKIIYEeHNe Mo NPOToKony /dap ¢ ucnonb3oBaHwem buneta kerberos
(ncnonb3yeTca mexaHu3Mm gssapi);

— Mo UMeHU noJsib308ameJisi U NapoJsIto — NOAKMYEHNE NO NPOTOKONY /daps, KOTOPLIN
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C I S FrASUHO®OPM
- | CEPBUC

obecneynBaetr 6e3onacHOCTb nepedavn napond nonb3oBatend npuv  MOAKMIOYEHUN
(nogkntoyeHne no Idaps BbINONHAETCA C YyCTaHOBKOW ssl-cepTtudumkatoB u  Tpebyet
AOMNOJSTHUTENbHbBIX HACTPOEK).

7.8.1 HacTpownka koHTponnepa gomeHa AD

Onsa nogknodeHus Kk gomeHy AD no npotokony /daps ¢ yctaHoBkon ssl-cepTudumkaTtoB Ha
paboyei cTaHuuMK ¢ ponbto LeHTpa ceptudumkauyum (Certification Authority) 3anyctnte KoHconb
LeHTpa cepTudukauum c¢ NomMoLLbio KOMaHAdbl certsrv.msc B KOMaHOHOW CTPOKe (PUCYHOK
7.57).

[~ [=m

EX Administrator: cmd (running as diff\administrator)

soft Windows [Uersion 6.3.9600]
2013 Microsoft Corporation. All rights reserved.

m | >

32ceptsru.msc

em32>_

PucyHok 7.57 — 3anyck KOHCONU LieHTpa cepTudukaumm

B neBonm 4actm okHa nepengute Ha nyHKT LWabnoHbl cepTtudukaroB (Certificate
Templates), LwenkHuTe npaBon KHOMKOW MbiwM W Bblbepute Ynpasnenue (Manage)
(puncyHok 7.58).

" certsry - [Certification Authority (Local)\diff-518CA02-CA\Certificate Templates] |- |o [
File Action View Help
oo 7| 0= B
5l Centification Autharity (Local) Mame = Intended Purpose
4 g diff-S18CADZ-CA &l Administrator Microsoft Trust List Signing, Encrypting..
Revoked Cedtificates ol Basic EFS Encrypting File System

lssued Certificates ol Computer Client Authentication, Server Authentic...
Pending Requests 3

x| Copy of Enrollment Agent Certificate Request Agent

Failed Requests

3] Directory Email Replication
Certificate Terr ——

e stroller
atroller Authentication

New b Agent

View * Agent

Refresh Agent 4 Different

. N r true

Export List..

thentication
Help thentication with ViPNet
= One Day Smartcard Logon RSA
3 PKI Computer
& PKI Enroliment Agent (Computer]
H PKI Smartcard User (EA)
3 PKI Web Server
% Smartcard Logon RSA
3 Smartcard Logon RSA 2
& Smartcard Logon RSA 234

o] Smartcard Logon ViPhlet

Directory Service Email Replication
Chent Authentication, Server Authentic..
Client Authentication, Server Authentic..,
File Recavery

Certificate Request Agent

Certificate Request Agent

Smart Card Logon, Client Authenticatio..
Client Authentication, Server Authentic...
KDC Authentication, Smart Card Logon..
Client Authentication, Smart Card Logon
Server Authentication, Client Authentic.
Certificate Request Agent

Smart Card Logon, Client Authenticatio...
Server Authentication

Smart Card Logon, Client Authentication
Chent Authentication, Smart Card Logon
Smart Card Logon, Client Authentication

Smart Card Logen, Client Authentication

PucyHok 7.58 — YnpasneHue wabnoHamun ceptumkaToB

B nosiBuBLLIEMCS OKHe BblbepuTe NyHKT Kerberos Authentication (pycyHok 7.59).
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90

[ns co3gaHusa Konuu umetoLlerocs WwabnoHa, WenkHMTe NpaBo KHOMKOW MbILK 1 Bbibepute
Ckonupoeamsb wabnoH (Duplicate Template) (pucyHok 7.59).

]

File Action View Help

IR EER =

ertificate Templates (s09dc.pki.local) || Template Display Narife

"l Domain Controller

& Domain Controller Authentication
H EFs Recovery Agent

5 Enrollment Agent

' Enroliment Agent (Computer)

5 Enrollment Agent CA

& Enrollment Agent token system

| Exchange Signature Only
k| Exchange User

5 1PSec

-E IPSec (Offline request)
Kerberos Authentication

| Key Recovery Agent

i Exchange Enroliment Agent (Offline requ...

Schema Version

P CUT T R

Duplicate Template I

Versi.
41
110.0
6.1
11
31
100.3
100.5
41
6.1
71
8.1
71

Hocsp Response Signing

I RAS and 1A Server

5 Root Certification Authority
@ Router (Offline request)

5 Smartcard Logon

Reenroll All Certificate Holders
All Tasks

Properties

Help

[ Smartcard Logon CA
5 smartcard Logon Token system
5 Smartcard User

5 Trust List Signing

[ subordinate Certification Auth ority

[ R Y

100.5
100.8
1.1
5.1
31

In

falelEd O

-~

Actions
More Actions 4

More Actions 4

PucyHok 7.59 — CosgaHne konun wabnoHa

B nosiBuBLLEMCSI OKHE CO CBOMCTBaMU LWAaBoOHa BbIMOMHUTE CreayoLlmne HacTPOMKN:

1) Beeante umsi cosgaBaemoro wabnoHa Ha Bknagke O6uwyue (General). Hanpumep,
LDAPoverSSL. Npun HeobxogmmocTn HacTponte Cpok delticmeusi cepmucdpukama (Validity
period) n lMepuod obHoeneHusi (Renewal period) n onybnukynte ero B AD (Publish
certificate in Active Directory) (pyCyHOK 7.60).
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Subject Name | Server | lssuance Requirements
Superseded Templates | Bxtensions | Security
Compatibility | General | Request Handling | Cryptography | Key Attestation

Template display name:
|LDAPoverSSL

Template name:
LDAPoverS5L

Validity period: Renewal period:
| 1||years v| | 5||weeks

[ Publish certificate in Active Directory

] Do not automatically reenroll if a duplicate certificate exists in Active
Directory

PucyHok 7.60 — CowctBa wabnoHa, Bknagka General

2) Bo Bknagke O6pabomuyuk 3anpocoe (Request Handling) yctaHoBuTE napameTp
Paspewumsb akcriopm 3akpbimbix kirodel (Allow private key to be exported) v HaxmuTe
OK ons coxpaHeHus wabnoHa (pUCyHOK 7.61).
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Subject Name | Server | lssuance Requirements
Superseded Templates I Extensions | Security
Compatibiity | General | Request Handiing | Cryptography | Key Attestation

Purpaose: |Signature and encryption W |

[ Delete revoked or expired certficates (do not archive)
[ Include symmetric algorthms allowed by the subject
] Archive subject’s encryption private key

[] Authorize additional service accourts to access the private key (%)

Key Pemissions...

[w]iAllow private key to be exported:

] Renew with the same key ()

0 For automatic renewal of smart card certificates, use the existing key if a
new key cannot be created ()

Do the following when the subject is enrolled and when the private key
associated with this certfficate is used:

(®) Enroll subject without requiing any user input

() Prompt the user during enroliment

-, Prompt the user during enrollment and require user input when the
= private key is used

* Control is disabled due to compatibility settings.

| || Cancel || oy || Heb

PucyHok 7.61 — CBonctea wabnoHa, Bknagka Request Handling

Ona nybnukaumm cosgaHHoOro wabrnoHa, nocrne ero HacTpovku, nepengute Ha MyHKT
LLlabnoHbl cepmughukamoe (Certificate Templates), LenkHUTe NpPaBoO KHOMKOW MbILLN U
Bblbepute Co30amb (New) — BbiOaeaemsbili wabnoH cepmugukama (Certificate
Template to Issue) (pucyHoOK 7.62).
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File Action View Help

a9z 6= H

ﬁ Certification Authority (Local) Name Intended Purpose ~
4 g diff-S18CAD2-CA 3 CA Exchange Private Key Archival
lf' Revoked Certificates ) Smartcard Logon RSA 3 Client Authentication, Smart Card Logen
1 Issued Certificates 3 Smartcard Logon RSA 234 Smart Card Logon, Client Authentication
] Pending Requests ) smartcard Logon RSA 2 Client Authentication, Smart Card Logen
? Faile‘d Requests Hims operator true Smart Card Logon, Client Authenticatio...
Mml';:w = Day Smartcard Logon R5A Client Authentication, Smart Card Logon
— .LJmmLAnanf Certifi Request Agent
| MNew * ‘ Certificate Template to Issue Request Agent =
' View » Computer Server Authentication, Client Authentic..,
Web Server Server Authentication
e Smartcard User (EA) Smart Card Logen, Client Authenticatio...
Export List... sliment Agent 4 Different Certificate Request Agent
Help rtcard Logon ViPNet Smart Card Logon, Client Authentication
1 smartcard Logon RSA Smart Card Logen, Client Authentication
3 Kerberos Authentication with ViPNet ~ KDC Authentication, Smart Card Logon..
)| Directory Email Replication Directory Service Email Replication
& Domain Controller Authentication Client Authentication, Server Authentic..,
& Kerberos Authentication Client Authentication, Server Authentic...
I EFS Recovery Agent File Recovery
& Basic EFS Encrypting File System
E Domain Controller Client Authentication, Server Authentic... [v

Enable additional Certificate Templates on this Certification Authority

PucyHok 7.62 — Beibop BblgaBaemMoro wabnoHa ceptudukarta

B nosiBuBLemca okHe (pUCyHOK 7.63) BbIDepUTE CO34aHHbIN LIabnoH cepTudunkaTa nu HaKMmUTe
OK.

Select one Certificate Template to enable on this Certffication Authority.

Mote:  a cenificate template that was recently created does not appear on this list, you may need to wait uritil
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts,

Mame Intended Purpose
IPSec IP security IKE intemediate
5 IPSec (Offline request) IP security IKE intermediate
JE Key Recovenr Agent Key Recovenr Agent
LOAPoverSSL KOC Authentication, Smart Card Logon, Server Authenticatior
@ QCSP Response Signing QCSP Signing
5] RAS and IAS Server Client Authentication, Server Authertication
5 Router (Offline request) Cliert Authertication
JE Smartcard Logon Client Authertication, Smart Card Logon
JE Smartcard User Secure Email, Client Authertication, Smart Card Logon

i it Tost 1ist Sinmin
|<| |

PucyHok 7.63 — lNy6nukaumsa cosgaHHoro wabnoHa

Ha koHTponnepe gomeHa, Ans KOTOPOro nnaHupyeTcsa 3agencteoBaTtb LDAPS, Heobxoammo
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Gl

Hanuyne B ocHacTke Cepmucpukambi (Certificates) B paspene JluyHbie (Personal)
YyCTaHOBMEHHOro cepTuduKaTa, BbiNyLEHHOro No WwabnoHy co3gaHHOro cepTudumkara.

[nsa co3pgaHus cepTudukaTa BbINONHUTE cnegyolne 4encTBus:

1) Mepengnte B 0cHacTKy cepTudukaTtoB certmgr.msc (PUCYHOK 7.64).

l@ Daiin  [Jeiictewe Bug Mibpammoe Omvo  Cnpaeka

es Bl c=zH=

|5 Ceprudmecate: - Texywmii nonssoeatens

L] NMyHoe

¢ [ foeepenmsie kopressie LenTpsl cepTdiucatmm
[+ || [oBEpMTENEHEIE OTHOWEHHA B NPEANPHATAN

1+ [ MpomexyTouHsie LeHTpe cepTnduraLm

&[] Ofwert nonssoeatena Active Directory

i+ [ Noeepentsie usgarenn

b [] CepTnmkaTsl, & KOTOPBIM HET ACBEpHA

[+ || CTOpOHHNE KOPHEESIE LEHTPEI CEpTHGMKELMM
[ AoeepenHeie nvua

[+ || 3anpock 33R80K Ha CepTHduKaT

[ fdoeepenHsie kopHessie cepTH@UKATE CMAPT-KapTs!

WMms normueckoro XPAHWINLLE

1 Nuurioe

| JlosepenHsIe KOPHEBSIE LEKTPEI CEPTHGIKALMM
| [loBEpUTENbHbIE DTHOLUEHIA & NPEANPHATIAM
Tl MpomescyTouHBIe UeHTRE! CepTHBMKaLMI

.| ObwexT nonssoeatens Active Directory

il [Josepenmsie nsgatenn

| CepTudmKaTsl, K KOTOPLIM HET AOBEPHA

] CTOPOHHME KOPHEELIE LIEHTPE! CEPTUOMKALIMA
1 Aoeepenmsie anya

| 3anpocs 33RE0K HA CEPTHGMKAT

| Jloeeperitiie KOPHEESIE CEPTHOMKATE CMAPT-KapTEI

PucyHok 7.64 — OcHacTtka Cepmudgpukamsi (Certificates)

2) B nesou yactn okHa nepengute B pasgen JludyHbie (Personal) v no wenyky npasou
KHOMKOM Mmblwmn Bbibepute Bcece 3adayu (All Task) — 3anpocumb HO8bIU cepmughukam
(Request New Certificate) (pucyHok 7.65).
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Ouio Copasxa [-]=]

E

s 1@ ola=B5E
|;_j| Ceprucmrare = TexyLMA NONE3CEITENE Tun obbexra
i |I—:1 T s | Ceprudmkatel
v [H Mowck cepriudmraroe... F“m
i I__. Beezapaun 3 Momek cepruguxarcs...
™
[ Bua » Janpocwe noswid ceptndar...
b '_ Hoeoe okno oTcroga Wmnopr...
[
» & HoEeld B1g naHenn 3a0a4... JononHuTensHbie onepauun 3
[
b O6Hosute
b IKCNOPTUPOEATE CINCOK. .. pT-KapTel
Cnpaexa

3anpocuTs Hoswid cepruduxar oT uentpa ceprudmikaymun (LC) & 3rom gomene

PucyHok 7.65 — 3anpoc HOBOro nM4Horo ceptudgukaTa

95

3) B nosBuBwemcs okHe Peaucmpayusi cepmudghukamoe BbiGepute [Monumuka
peaucmpayuu Active Directory (Active Directory Enrollment Policy) v HaxxmuTe [anee

(pycyHoK 7.66).

Buibop nonmTUKK permcTpaumnn cepTuUKaTos

MonuTuke permcTpauu cepTHgMKATOE NO3BONRET PEMMCTPYPOBATE CEPTHHNKATE! A DCHOBAHUM 3343HHBI
sapanee Wwabaonos ceprudueatos. MNonuTuica perucTpaymun CEpTUhHKATOR Yore MOrNA BieiTe HACTPOEHA.

HactpavBaembie agmuHACTPATOPOM
Manutiaca perncrpaumu Active Directory -

Hacrpavsaembie nonbsosaTencm AobasunTe...

JononnnTensHele CBEAEMMA O NONWTHEE DETMCTpaLMKM cepTrduxaros

| Aenee | [ Ommena |

PucyHok 7.66 — Bei6op nonuTuku pernctpaumm ceptudumkaTta
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4) Bbibepute wabnoH ceptudukata, Co3gaHHbIM B LIEHTpe cepTudumkaumm (Hanpumep,
LDAPoverSSL) (pycyHok 7.67).

“ Certificate Enrollment
Request Certificates
You can request the following types of cetificates. Select the certificates you want to request, and then
click Enrall.
[ LDAPoverSSL 1) STATUS: Available Details ~ |~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Key encipherment
Application policies:  KDC Authentication
Smart Card Logon
Server Authentication
Client Authentication =
Validity pericd (days): 730

[[] Show all termplates
Learn more about certificates

PucyHok 7.67 — Bbibop wabnoHa ceptudmkaTa

5) [oxagutecb BbiNycka M YCTaHOBKU cepTudukaTa B xpaHunuvle JIudHoe n Haxmute
Fomoeo.

[nsa B3aumogencTens KOHTposnsiepa goMeHa u paboyven CTaHLmMmM C YCTaHOBEHHOW KOHCOSbIO
ynpaeneHus yepe3 LDAPS HeobxoaMmo yCTaHOBUTb AOBEpPUE YAOCTOBEPSIOLLEMY LEHTPY
(CA), koTopbIn Bblgan ceptudukaT ans KoHTponnepa AoMeHa:

1) Ha paboyen ctaHuum c ponbto ueHTpa ceptudpmkaumm (Certification Authority)
BbINOJSTHUTE SKCMOPT KOPHEBOIO cepTudmnKata yaoCTOBEPSIOLLEro LeHTpa B dans ¢ NOMOLLbIO
KOMaHabl:

certutil -ca.cert ca_name.cer

@ dann cepTudukata CoxXpaHUTCA B Npourie TEKyLero norb3oBaTenss ¢ MMEHeEM
ca_name.cer.

2) Hob6aBbTe aKCNOPTUPOBAHHbLIN cepTUdMKAT B XpaHunuwe ceptudukatos Trusted
Root Certification Authorities Ha paboyen cTaHUMM C YCTAHOBMEHHOW KOHCOSbIO
yrpaBIieHUs U KOHTPOIirepe JOMEHa BPYYHYIO Yepe3 OCHACTKY YrpaBrieHus ceptudmkaTamm
NN N3 KOMaHOHOW CTPOKM:

certutil -addstore -f "ROOT" <path_to_certificate>

3) Mepesanyctute cnyx6bl Active Directory Ha KoHTponnepe pgomeHa, nmbo
nepesarpysute KOHTponnep JoMeHa.
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7.8.2 HacTpoiika koHTponnepa agomeHa Samba

[Ons nogknoyeHns K gomeHy Samba no npoTtokony Idaps ¢ yctaHOBKOW ssl-cepTudmkatos
yCTaHOBUTE nakeT openssl.

Ha koHTponnepe gomeHa, A5 KOTOPOro MraHupyeTca 3afencTBoBaThb /daps BbINOMHUTE
reHepauuo KOpHeBOW Napbl KItov-cepTndukar:

openssl genrsa -out rootCA.key 2048
openssl req -x509 -new -key rootCA.key -days 10000 -out rootCA.crt

BbinonHUTE reHepauuto NpuBaATHOrO Krw4va W cepTudukaTa, NoAMMCAHHOIO KOPHEBbLIM
cepTudumkaTom:

openssl genrsa -out lnx-dcll.alt.test.key 2048
openssl req -new -key lnx-dcll.alt.test.key -out lnx-dcll.alt.test.csr

OTBeTbTE Ha BOMNPOCHI.

@ npl/l OTBETax Ha BOMPOCHI BaXXHO y4UTbIBATb CreaytoLlee:

1) B none Common Name BaxHO ykasaTb FQDN wmsa xocTta, Ana KoToporo
reHepupyeTtcs cepTudukar;

2)  MOXHO 3anosnHuUTb Tonbko none Common Name;

3) OTBeTbl Ha BOMPOCHI AN MEepBOro UM BTOPOro ceptudukata He OOSDKHbI
coBnagatb, MHaye paboyasd CTaHUMs C YCTAHOBMIEHHOW KOHCOSbIO YMpaBrieHus
CuMTaeT Takom cepTudmkat HeBanuAHbIM (CaMONoOANUCaHHbLIM) U NOLKITHOYEHNE HEe
yaacTtcs.

Mpy NOAKMYeHMn K JOMEHY C NPOBEPKON cepTudmkaToB, NoAKNoYeHne ByaeT yCcneLuHo,
Korga nokrnoyeHne ocyLLecTBSeTCa No UMeHU, ykasaHHoMy B none Common name vinn B
none JononHumenbHoe umsi cy6wekma (pucyHok 7.68).
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i# Ceprudurar M on Ceprudukar

Ofwme CocTaB  MyTe cepTudmKaLym OBue  COCTEE  MyTh cEPTURMKELLA

MokasaTe: | <Boex

Mone

[.\r- WcnonssoBaHue kKnoda

HnEHTMdJMKaTop KIHOHE T
HnEHTMdJMKaTop KMHOYE Le. ..
Tol-w;m PECNPOCTPEHEHMA CM...
,ﬂocryn K MHOPMALIK O LIE...

,ﬂononHMTeanoe wMA cybb...

SHa4eHne

Sbcdee93eSboe33d34ef755d5.. .

MaeHTudwkaTop knoda=c33...

[1]Touxa pacnpeaensHia cru...

[1]focTyn K CBRASHMAM LEHT...

Liudposan noanuce, LWndpos...
DMNS-ma=s09dc. pki.local, DMS...

MokazaTe: | <Beex

MNone

BCyG‘bEKT

BOTKpblTblﬁ KoY

BHEDEMETDbI OTKPLITOMD KA.,
WAEHTUDHUKETOP KIKOHE CY...

@Hnemmbw:amp KIHOHE Lie. ..

QOCHOBHI:IE OFPaHUHEHKS

3HEHEHUE

dc.domain. test, section, gis, s...
RSA (2048 Bits)

0500

040af142ad48139125a91f628...

WaeHTudmkaTop knioda=040...
Tun cybeexTa=LC, orpaHde. ..

OTneqaTox 2637879b7002a7a30e023119. ., BOTneanorz bfcet19d711a0ce0bel9c2f1f5...
DMS-mAa==09dc.pki.local
DNS-ma=pki.local
DMNS-MA=PKI
CeolicTEa. .. KormpogaTs & dain... CEOlicTEa. .. KonupoBaTe B dain.. .

PucyHok 7.68 — NMoagkntoveHne no umenun B none fJononHumenbHoe ums cyb6bLekma

@ B openss| none JononHumenbHoe umsi cy6bekma no ymonyaHuio He 3agaeTcs,
ONA  ero BKYeHWa criegyet obpaTuTbCs K AOMOMHUTENbHBIM - UHCTPYKLUMAM,
Hanpumep, https.//r-notes.ru/administrirovanie/poleznosti/164-openssil-sozdanie-
multidomennogo-sertifikata.html.

openssl x509 -req -in lnx-dcll.alt.test.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial
-out lnx-dcll.alt.test.crt -days 5000

B ntore nony4vyaem KOMIMIEKT:

Cert: lnx-dcll.alt.test.crt
Key: lnx-dcll.alt.test.key
CA: rootCA.crt

BbinonHute HacTtpounky SSL/TLS Ha koHTponnepe gomeHa Samba:

1) CreHepupoBaHHbIE KMO4YM cKonMpynTe B pabouun katanor Samba (0T umeHu
cyneprnonb3oBaTtens):

# cp lnx-dcll.alt.test.crt /var/lib/samba/private/tls/
# cp lnx-dcll.alt.test.key /var/lib/samba/private/tls/
# cp rootCA.crt /var/lib/samba/private/tls/

2) B cekunto Global B /etc/samba/smb.conf nobaBbTe crniegyrowme napameTpbi:

ldap server require strong auth = yes
tls enabled
tls keyfile

= yes
= tls/1lnx-dcll.alt.test.key
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tls certfile = tls/lnx-dcll.alt.test.crt

3) [Mepesanyctute cepsuc Samba:

# systemctl restart samba

7.8.3 HacTpownka koHTponnepa aomeHa FreelPA

Onsa nogkntoyeHus kK gomeHy FreelPA no npoTtokony /daps ¢ ycTaHOBKOW Ssl-cepTudukaTon
HeT HeobXOo4MMOCTU yCTaHaBNMBaTb CEPTUAMKATBI, T.K. OHN YXXE€ MPUCYTCTBYHOT HA AOMEHE
FreelPA.

[na BbINOMHEHMS HACTPOMKM nogkniodeHnss Kk gomeHy FreelPA TpebyeTtca Tonbko
9KCMOPTMPOBATb LIENOYKY KOPHEBBIX CEPTUMNKATOB C CepBEpPa U YCTAaHOBUTL UX Ha paboune
CTaHUUKN C yCTAHOBMNEHHOW KOHCONbIO YNpaBreHns.

7.8.4 Hactponkn Ha paboyen ctaHuum OC Windows c ycTtaHOBrREeHHOM
KOHCONbIO ynpaBneHus

Onsa nogkntoyeHMs K OOMeHy no npoTokony /daps € ycTaHOBKOW Ssl-cepTudumkaToB
HeobxooMmo Ha pabouen ctaHumm nog ynpasneHnem OC Windows ¢ ycTaHOBNEHHOW
KOHCOSbIO yNpaBreHnsi BbINOMNHUTL creayowmne 4eNCTBUS:

1) OKcnopTnpoBaTb KOPHEBOW CepTUdUKAT YAOCTOBEPSIOLLEro LeHTpa Ha paboyyto
CTaHuuio.
2) [lob6aBuTb kOpHEBOW cepTudukat B xpaHunuuie ceptudukatoB Trusted Root

Certification Authorities Bpy4YHYyl0 4Yepe3 OCHACTKy ynpaBrieHus cepTudukatamm unm um3
KOMaHOHOW CTPOKMW:

certutil -addstore -f "ROOT" <path_to_certificate>

roe <path_to_certificate> - nyTb K hanny ¢ 3KCNOPTUPOBAHHbLIM KOPHEBbLIM CEPTUDUKATOM.

3) [Ona pobaBneHus LEeno4ykn KOPHEBLIX CepTUdMKaATOB MNOBTOPUTE NPUBEAEHHbIE
OEencTBus Ons BCex cepTUuUKaToB LLENOYKM.

7.8.5 HacTtpouku Ha paboyen ctaHumu OC Linux ¢ ycTaHOBIEHHOW KOHCOJbIO
ynpaBneHus

[MogknioyeHne K JOMeHY MO NPOTOKoMy /daps ¢ ycTaHOBKOW Ssl-cepTudmnkaToB Ha paboyen
cTtaHumu nopg ynpasneHmeMm OC Linux ¢ ycTaHOBIIEHHOW KOHCOMbIO ynpaBrneHnss BO3MOXHO
HEeCKoNbKMMK cnocobamu:

BapuaHT 1 (pekomeHOyeMbIN):

Mpn HeobxoamMmoCTKM BbiNONHUTE Npeobpa3oBaHue darna B popmaTte .cer B hann B hopmarte
.Crt C MOMOLLIbIO KOMaHabI:

openssl x509 -inform der -in certificate.cer -out certificate.crt
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rae certificate.cer — doann B dopmare .cer, certificate.crt — dann B gopmare .crt.

B koHdurypaumoHHom channe Idap (nyTb Kk coanny /etc/openidap/ldap.conf 8 OC Anbt, PE[
OC wnn /etc/Idap/Idap.conf B OC AstralLinux) Ha paboden ctaHumu nog ynpasrneHvem OC
Linux ¢ ycTaHOBREHHOW KOHCOMbIO ynpasneHus 3agante napametp TLS CACERT v ykaxuTte
nyTb K dpanny, B KOTOPOM NpuBeAEHbI BCe HEOOX0ANMbIE CepTUdUKaThbI:

TLS_CACERT /etc/ssl/certs/ca-certificates.crt

dann ca-certificates.crt MoxeT cogepxaTb HECKOSbKO CepTU(MKaTOB, Kaxadbl U3

@ KOTOpPbIX Ha4YMHaeTcHa C ----- BEGIN CERTIFICATE----- N 3aKkaH4yMBaeTCHd Ha ----- END
CERTIFICATE-----. AAMUHUCTpATOpPy HYXHO foOaBuTb B hbanin Bce HeobGXxoanmble
ceptudmkaTbl ANa opraHmsaumm 6e30nacHOro NOAKIHYEHUS.

[ns noGaBneHns LienoYkn KOpHEBbLIX CepTUAUKATOB NOBTOPUTE NPUBEAEHHbIE AENCTBUS AN
BCEX CepTUDMKATOB LIEMOYKN.

@ Ecnn napametp TLS CACERT 3apgaH, TO cepTudukaTtbl, JoOaBneHHbIe OpYyrMmu
cnocobamu, 6yayT NPOUrHOPMPOBaHbI NMPY MOAKITHYEHNUN.

BapuaHT 2:
[ns nobaBneHns KOpHEBOro cepTudunkaTa He0BXoaMMO BbINOMHUTL CreayloLwme Warnu:

1) Ha pabouyto ctaHuuto nog ynpasneHmem OC Linux ¢ ycTaHOBMEHHOW KOHCOMbIO
yrnpaBreHns IKCNopPTUPYMNTE HEOOBXOANMbIN KOPHEBOWN CepTUdUKaT.

2) B TepmuHarne BbinonHWTe KoMaHay
sudo trust anchor --store <path_to_certificate>

roe path_to_certificate — nyTb K ¢panny ¢ 9KCNOPTUPYEMbIM KOPHEBBLIM CEPTUUKATOM.
3) Haxmute Enter n BBEauTe naposb agMuyHUCTpaTopa, ecnv notpebyetcs.

4) [Ona pobaBneHMs LEnoYkn KOPHEBLIX CEepTUMUKATOB MNOBTOPUTE MNPUBEAEHHbIE
OencTBus Ons BCex cepTUunKaToB LLENOYKM.

@ CeptucmkaTbl, 3agaHHble Takum oGpas3om, UrHopupytTcs, ecnu B config-channe
3agaH napameTp TLS CACERT.

BapuaHrT 3:
[ns nobaBneHns KOpHEBOro cepTudunkaTa He0BXoaMMO BbINOMHUTL CreayloLme Warnu:

1) Ha pabouyto ctaHuuto nog ynpasneHvem OC Linux ¢ ycTaHOBMEHHOW KOHCOMbHO
yrpaBrneHuss B CUCTEMHbI PEno3NTOpUN cepTUuKaTtoB OT UMEHW Ccyneprnorib3oBaTens
pobaBbTe KOPHEBOM cepTudmKarT:

# cp <path_to_certificate> /etc/pki/ca-trust/source/anchors/
# update-ca-trust
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2) Ona pobaBneHust LEMNOYKM KOPHEBBLIX CEPTUGUKATOB MOBTOPUTE MNPUBEAEHHbIE
OEeNCTBUS ONS BCEX CEPTUMUKATOB LIEMOYKM.

@ CepTudukaTbl, 3agaHHble TakuMm obpasom, UrHopupyroTcs, ecnv B config-cpanne
3agaH napameTp TLS CACERT.

7.8.6 NMpoBepka paboToCNOCOOHOCTM NOAKIMOYEHUS

Ha pabodyen ctaHumm nog ynpaeBneHvem OC Linux Ana npoBepku paboTocnocobHOCTU
NOAKITYEHMSA MOXXHO NUCMONb30BaTh CreayHLLY0 KOMaHAy:

ldapsearch -h "<[nonHoe] wms pomeHa>" -Z -x -LLL -b "" -s base supportedSASLMechanisms -d@
napameTtp Z — ycTaHaBnnBaeT ssl-coeanHeHue;

napameTp d co 3HayeHuem «0» onpegenseT MUHUMAanbHbIA YPOBEHb OTNagkuM (YpOBEHb
oTnagku perynupyetca 3HadeHnem ot 0 go 3).

@ Mpy npaBUnbHO HACTPOEHHbLIX cepTUdMKaTax KomMaHaa BbIBOAMT  CMMCOK
noaaepkMBaeMblX anropuTMoB, B MPOTUBHOM Clyvae — OLIMOKY.

[ns ycnewHoro nogknovYeHns A0SKHbI BbINOMHATLCS CrieayloLume yCnoBus:
- AOMEH OOCTYMNEH U HacTpOeH B YacTu paboTbl ¢ cepTudmkatamu;
— cepTuukaT yCTaHOBIEH;

- <[monHoe] umsi OoMeHa> COOTBETCTBYeT 3HadeHuo nons Common name
YyCTaHOBIEHHOrO cepTudukaTa;

- B (hanne koHdurypauum otcytcTByeT/3akoMmeHTUpoBaH napameTp TLS CACERT.

Ha pabo4en ctaHumu nog ynpasneHnem OC Windows ans npoBepkn paboTocnocobHOCTH
NOAKMIOYEHMS MOXHO MCNONb30BaTb yTUNUTY ldp.exe.

[ns npoBepkn B OKHE MOAKNIOYEHUS K OMEHY yKkasbiBaeTca AoMeH, nopt (636 ans ldaps) u
BblbMpaeTca nogaepxkka ssl.

7.8.7 Oco6eHHocTU npu HacTpouke AD ansa noaknto4veHmsa no ldaps ns OC
AstraLinux 1.7

Ha cepBepe ueHTpa ceptudumkauyum (Certification Authority) npu Beinycke ceptudumkata MoxeT
ncrnonb3oBatbecs anroput™m SHA1, cumtarowmncs yctapesLunm (PUCyHoK 7.69).

B OC AstralLinux Bepcun 1.7 ¢ HacTpovikamu MO YyMOMYaHWIO Takou cepTudumkat Oyget
cunTaTbCAa HEHaaeXHbIM 1 noakntoyeHne Kk AD no Takomy ceptudmkaty pabortatb He BygerT.
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PucyHok 7.69 — CepTtudumkat, ncnonbayowmin shal (cnesa) n sha256 (cnpasa)

[MpocmoTpeTb NCNONb3yeMbIN CEPTUPUKAT MOXHO KOMaHLOM:

openssl x509 -in certificate.crt -text -noout

rae certificate.crt — dpann ceptudukara.

Ona nameHenus anropyutma SHA1 Ha SHA256 B ueHtpe ceptudmkaumm Windows CA
BOCMNOMb3yNTECh MHCTPYKUMen https.//www.bulygin.su/2016/04/sha1-sha256-windows-ca.html
N BbINONHUTE crneayoLmne 4encTBus:

1) Ha cepsepe c ponbio CA (Certification Authority) npoBepbTe TekyLLMI UCNOSTb3yeMbIN
anropuTtM KOMaHZoWn:

certutil -getreg ca\csp\CNGHashAlgorithm

Ecnu pesynbTtat BbinonHeHna komaHabl SHA256, nepengnte K wary 4.

2) Ecnn pesynbtat BbINONHeHUs komaHabl SHA1, ana  nepeHacTpouMku LeHTpa
cepTudukaunmn Ha ncnonb3osaHne SHA256 Heo6xo4MMO BbINOMHUTL KOMaHAY:

certutil -setreg ca\csp\CNGHashAlgorithm SHA256

3) Mepesanyctute Certificate Services ¢ NOMOLLBIO KOMaHAbI:

net stop CertSvc && net start CertSvc

4) [MepeBbinycTnTe KOPHEBOW CepTUdMKAT:
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certutil -renewCert ReuseKeys
5) Mepesanyctute cnyxby Certificate Services:

net stop CertSvc && net start CertSvc

B pesynbTaTe ykasaHHbIX AeWCTBUA OyaeT co3gaH HOBLIN KOPHEBOW cepTuUdMKaTt LeHTpa
ceptudumkauum ¢ ucnono3osaHnem SHA256 B kadecTBe anropuytma MOAMUCU, KOTOPbIN
Heob6Xo4MMO 3KCNOPTUPOBATL Ha KNMEHTCKME paboumne cTaHumu.
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[lepeyeHb cokpalleHnn

CA
ou

RSA

HCO
oC

C3M

- Certification Authority (ygoctosepsoLmi LEHTP)
- Organizational Unit (opraHnsaunoHHoe nogpasgenexHue)

- Abbpesunatypa o1 damununm Rivest, Shamir un Adleman
(kpunTOrpacmnyecknin anropuTM C OTKPbITHIM KItOYOM)

- HecaHKunMoHMpoBaHHbIN JOCTYN
- OnepaunoHHas cuctema

- CpencTBo 3alumThl MHpOpMaLMK
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